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1. Establishing the context

INTRODUCTION

The advances of digital technology and the intertwined connections 
between computing and communications have set in motion many changes 
aff ecting the way we live. From 2000 to 2008, the Internet has expanded at 
an average annual rate of 290 percent on a global level, and currently an 
estimated 1.4 billion people are connected to the Internet, which is close 
to 25 percent of the world’s population. The technology has advanced so 
fast and has become more and more user friendly; at the same time, people 
around the world have become more and more sophisticated in the use of 
technology. These inclinations have also created unparalleled opportuni-
ties for cyber criminals; criminal behaviors that were not imaginable a few 
years ago have become daily occurrences today. Digital technologies today 
make available to ordinary citizens tools which have the power and capa-
bility to infl ict considerable damage. As never before, and at insignifi cant 
cost, criminals can cause calamitous harm to individuals, companies, and 
governments from places unheard of. The new advancement in technology, 
both hard and soft, is creating new opportunities for cyber criminals; and 
though, in principle, the same crimes considered illegal off - line are equally 
illegal in cyber space, online crimes take diff erent forms in regard to the 
nature of the off ender and the proof of crime. In order to create a control 
mechanism over cyber space and some form of deterrent for cyber crimi-
nals, a number of countries around the world have reformed their existing 
laws and legislation; however, these have proven to provide vague and inef-
fi cient solutions. It is argued in this book that in order for ethical standards 
to be established in cyber space, penal legislation must be developed and 
adopted which is clear and transparent; in other words, new laws have to 
be legislated to deal with cyber crimes. In addition, since cyber crime is bor-
derless, where off enders can aim their attacks at many people, systems, and 
organizations in any country of the world regardless of their geographic 
location, international collaboration of law enforcement agencies and har-
monization of cyber laws in the diff erent countries are critical.

As information and computer technologies (ICTs) have developed, so 
have crimes related to their utilization; as a result of the move to the use 
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of computer networks in the online society in cyber space, new techniques 
of carrying out crimes have been exploited. Traditional laws were not 
developed with cyber society in mind. The main issue is how relevant these 
legislations are in dealing with cyber crime and to what degree. Traditional 
criminal laws describe qualifi ed unethical behaviors which were developed 
over hundreds of years. The technological advancements of ICT networks 
have provided criminals with new opportunities to carry out attacks and 
commit fraud online. The costs incurred due to these attacks are consider-
able: loss of data and information, loss of revenues; losses associated with 
reputation and image of the entity aff ected, and damage to soft and hard 
infrastructure. Given the nature of cyber space in terms of lack of geo-
graphic boundaries, these attacks can cause instantaneous and inestimable 
devastation in a number of countries at once. Several individuals have been 
engaged in the fi ght against computer crime from its early development.

The pioneer in the area of computer crime is, by the account of many 
experts in the fi eld, Donn B. Parker, a senior computer security consultant 
at the Stanford Research Institute in the United States. His journey with 
computer crime and cyber security started in the early 1970s; his fi rst book 
on the subject was Computer Crime published in 1976.1 Parker was also the 
lead author of Computer Crime: Criminal Justice Resource Manual (1979), 
the fi rst basic US federal manual for computer- related law enforcement. 

In 1982, the Organisation of Economic Co- operation and Development 
(OECD) appointed an expert committee, the Information and Computer 
Communication Policy (ICCP) Committee, to discuss computer- related 
crimes and the need for changes in the legal systems. This committee pre-
sented its recommendations in 1986, stating that, given the nature of cyber 
crime, it was highly desirable to forge some form of international coop-
eration to reduce and control such activity. In addition, it recommended 
that member countries change their penal legislation to cover cyber crimes 
(OECD, 1986).

Cyber criminals have been very active both in developed and develop-
ing countries. While the developed world has moved at an early stage to 
enact laws to deal with cyber crime, the developing world has been very 
lax in moving in this direction. The 1980s and 1990s saw a great number of 
developing countries diversifying their economies from reliance on com-
modities. Many have elected to make use of information technology (IT) 
to become knowledge- based societies; to that end, there is a strong need 
for an appropriate legal foundation, or cyber laws. This is further neces-
sitated by the fact that the Internet is diffi  cult to regulate, given that no 
single, independent regulator has jurisdiction over international domains. 
The legal system, even in developed economies, has always had diffi  culties 
in keeping abreast with the advancement of technology.
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One of the most disturbing trends in recent years has been the surfacing 
of an advanced, well- developed underground economy in which spam soft-
ware, credit card information, and identity theft information are all availa-
ble at aff ordable prices. Symantec, a security software company raised red 
fl ags about what it calls the ‘underground server’ economy in December 
2008, with the publication of a report which estimates that nearly US$276 
million worth of goods and information is available on online black 
markets. Credit card data accounted for 59 percent of the information 
available for sale on these underground market servers; further, Symantec 
reports that identity theft information constitutes 16 percent and fi nancial 
information accounts for 8 percent (Symantec, 2008).

What is even more frightening than the accessibility of this information 
is its aff ordability. According to Symantec, bank account information is 
selling for US$10 to US$1,000, while information about fi nancial websites’ 
exposure is promoted for an average of US$740. If all the information 
available on the servers were made use of successfully it would net in close 
to US$5 billion, the report estimates. A primary reason why this data is 
more broadly available is that hackers have made hacking a full- time job, 
earning a living by stealing information and putting it on the market for 
sale on underground server systems. Malware has also extended its reach 
throughout the Internet. Google reports that close to 1.25 percent of all 
Internet search results in February 2008 had a minimum of one malicious 
URL, a large increase from the 0.25 percent of Internet search results in 
April 2007 that contained at least one malicious URL (Google, 2008).

The rise of malware and underground servers has resulted in alarm-
ing fi nancial disasters for some businesses. This past summer (2008), the 
US Department of Justice announced that a group of hackers had used 
a combination of sniff er software and structured query language (SQL) 
injection attacks to gain access to more than 40 million credit and debit 
card numbers from TJX, Offi  ceMax, Barnes & Noble and other compa-
nies; they store them on underground server systems in the United States, 
Latvia, and Ukraine (Gross, 2008).

Given the fi nancial crisis, fi nancial crimes are expected to increase as 
cyber criminals take advantage of the predominant economic confusion 
and desperation of jobless people. The present global economic crisis will 
become a goldmine for cyber criminals and will most likely lead to more 
fi nancial crimes in the next couple of years.

Businesses and governmental agencies around the world are being 
pressurized by the economic downturn, and the insecurity facing them 
is compounded by signifi cant added risks due to data leakage, data loss, 
and outside attacks, all of which have increased signifi cantly over the past 
couple of years. The current economic downturn has aff ected the ability of 
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organizations to safeguard crucial information such as intellectual prop-
erty; a recent study sponsored by McAfee revealed the extent to which the 
economic downturn will negatively aff ect the security and confi dentiality 
of vital information. The study fi nds that information is becoming an 
international sort of currency, and cyber criminals are targeting this new 
form of wealth. The report concludes with the fi ndings that: (1) more and 
more essential information that is being digitally transferred between 
companies and continents is being lost; (2) the current fi nancial crisis will 
set the stage to create an information security risk tsunami, as increased 
stress on businesses to reduce spending and downsize leads to weaker IT 
and increased opportunities for cyber criminals; (3) due to geopolitical 
perceptions, a number of countries are emerging as clear sources of threat 
to sensitive information and data; and (4) cyber criminals have moved 
beyond simple hacking aimed at stealing personally identifi able informa-
tion and credit card data, to targeting intellectual property.

The fi rst use of the term ‘cyber space’ was in 1984 in Neuromencer, a 
science fi ction novel written by William Gibson; it described the virtual 
world of computers. Today, cyber space has become synonymous with the 
Internet; however, cyber space is not the World Wide Web alone. In addi-
tion to the hard infrastructure presented by the WWW, soft infrastructure 
is necessary in terms of regulatory mechanisms and cyber law.

The growth of electronic commerce and activities in cyber space in 
the past few years has created a need for vibrant and eff ective regulatory 
mechanisms to further strengthen the legal infrastructure that is crucial to 
the success and security of cyber space. All of these regulatory mechanisms 
and the legal infrastructure come within the domain of cyber law. Cyber 
law is important because it touches almost all aspects of transactions and 
activities concerning the Internet, the World Wide Web, and cyber space. 
Cyber law also concerns everyone; the most vigorous cyber gangs are 
using tried- and- true modus operandi to fi nd Web applications containing 
major faults; they perform simple activities, such as overloading a badly 
written program with too much input, to break in. Usually, the intruder 
aims at taking control of the victim’s personal computer and using it to 
proliferate infections and perform illegal activities. Meanwhile, all of the 
victim’s important data are gathered and traded. In the past few years, 
e- mail, blog sites, social- network messages, search engine results, and 
popular webpages have become overloaded with such infections. In 2008 
alone, a computer security fi rm traced in excess of 15 million malicious 
programs spread on the Internet (Nisen, 2009). One can only speculate the 
root cause of the proliferation of these attacks. Lately, phishers have been 
singling out smaller fi nancial services companies and smaller banks world-
wide, which may not be as prepared as the larger banking institutions; in 
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addition, phishing software is becoming more and more sophisticated, 
allowing the hijacking of a larger pool of Internet technologies.

KNOWLEDGE SOCIETIES

Rapid cycles of technological innovation, particularly with the advent of 
electronic commerce (e- commerce), have seen ICT become recognized by 
business owners/managers as a vital element of business. Perhaps most 
signifi cantly, the Internet is praised as a unique and powerful form of ICT 
which, despite the collapse of the ‘dot- coms’, is continuing to advance at 
an ever- increasing pace and is making cyber space attractive to even the 
smallest of businesses, standing to gain tremendous business advantages 
from implementing Internet technology.

Similarly, despite the slow growth of mobile commerce, the importance 
of cellular or mobile phones as a form of business ICT is becoming more 
pronounced. While the emergence of the Internet, cellular phones, and 
other forms of ICT has signifi cantly altered the way in which both small 
and larger businesses operate, divergent views exist as to whether the 
impact of such technological developments is indeed favorable or not. 
On the one hand, ICT may be considered ‘a tool to enhance life’, given 
its desirable direct impacts. In particular, it is claimed that ICT improves 
productivity, enables business to be conducted outside of an offi  ce, and 
creates new industries. The correlation between ICT and business growth 
is noted for a number of developing countries; however, the direction 
of this eff ect is unclear. A growing literature examines the link between 
growth and the convergence of communication and computer technol-
ogy, particularly within the United States. The 1980s, 1990s and the start 
of the twenty- fi rst century are seen as periods of advanced development. 
These periods witnessed major processes of transition from industry- based 
to knowledge- based economies. There are a number of indicators, both 
quantitative and qualitative, that point to these transition processes – such 
as the increasing number of knowledge workers, the shifting of importance 
between human capital and fi xed assets, the investment in information 
technology, the creation of new knowledge- based businesses, the creation 
of new professions, and the introduction of institutional changes at the 
macro level. These changes are described as two interwoven society- wide 
development processes: (1) transformation of knowledge for economic 
and social development, and (2) the emergence of the Internet as the core 
of a worldwide digital information infrastructure. The concept of the divi-
sion of knowledge is a determinant in analysing and describing the dynam-
ics of societal processes of interaction by which knowledge is eff ectively 
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generated and used. In the new millennium, the information and the 
speed with which corporate executives receive it will be extremely impor-
tant to charting the course of any company. John Donovan, professor at 
the Massachusetts Institute of Technology and chair of the Cambridge 
Technology Group, maintains that information executives are the only 
people who can improve the competitive position of US corporations as 
we venture into the twenty- fi rst century (Donovan, 1989). The Internet 
has opened up avenues for commerce that were unimaginable just a few 
years ago. In essence, the Internet has created opportunities for seamless 
business collaboration between buyers and sellers as well as the collection 
of service companies that have constituted traditional supply chains. New 
business models inspired by the new technology break down traditional 
boundaries between business partners, in essence making all participants 
in a business transaction part of an expansive extranet. In theory, these 
business partners will be able easily and securely to communicate and 
complete end- to- end transactions from within their respective companies 
– streamlining communications, increasing the precision of forecasts, and 
driving cost out of day- to- day operations. The changes brought about by 
the Internet have even broader implications. With the advent of Internet 
technology, every company becomes a global company, with the means 
and opportunity to buy and sell from, or strike an alliance with, any 
company, anywhere, anytime. This golden opportunity brings with it a 
level of complexity that surpasses anything that all but the most far- fl ung 
global enterprises have experienced to date.

The recent explosion of information and IT has induced corporate 
management to utilize its ingenuity in creating the best available means 
to manage the fl ow of information, control fl ow channels, and integrate 
the diff erent assets (both hardware and software) of IT utilized by the dif-
ferent departments and divisions of the corporation. As companies invest 
heavily in information- based systems, they are vesting more control in 
technology strategies and new business models, especially those related to 
e- commerce. E- commerce is considered the star of the IT revolution and 
the Internet. The most established components of e- commerce – electronic 
data interchange and electronic corporate payments – have been growing 
for over a decade at rates of around 20 percent a year and are rapidly 
reaching critical mass. As that happens the use of cyber space becomes a 
competitive necessity not an option. In the 1990s, those proven and steady 
applications of e- commerce were accelerated and extended by the combi-
nation of low- cost, high- performance telecommunications and personal 
computers plus the astonishing emergence of the Internet as a marketing 
channel, a telecommunications infrastructure that opens up e- commerce 
to small fi rms, and a vehicle for companies to rapidly develop internal 
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and external information and communication systems. The conundrum 
is whether or not the recent growth in use of the World Wide Web signals 
that the Internet will be a massive mass market for just about every type 
of business or if its already overloaded communications, with all the 
delays and frustrations that every Internet user has to deal with, and its 
demographics, will limit it to a narrow e- commerce community of mainly 
professional males, with well above average incomes, who use it largely for 
electronic mail. E- commerce and e- government are the most eff ective way 
to do business in an era where telecommunications allow more and more 
options for customer contact, elimination of documents and all the over-
heads and administration associated with them, computer- to- computer 
processing of transactions between customers and suppliers, and, though 
to a far lesser extent as yet, between companies and customers. If it’s the 
best way to do business, then it’s obviously something that every manager 
needs to make part of his or her thinking. That is what this book is about: 
providing business managers with a non- hype, non- technical, reliable, and 
interesting guide to this new business territory.

The adoption of the Internet and e- commerce has rapidly spread across 
the world. Most countries, especially in the developing nations category, 
are making substantial investments in modernizing and boosting IT 
infrastructure, building a strong telecommunications infrastructure, and 
promoting the Internet and use of cyber space in businesses, govern-
ment, and various communities. This wide use of ICTs has accelerated 
the growth of cyber activities in many parts of the world. Information 
and communication technologies have transformed businesses, increased 
economic prosperity, and facilitated communication within a country and 
among countries around the world. The world is rapidly moving toward 
Internet- based economic structures and knowledge societies, which com-
prise networks of individuals, fi rms, and countries linked electronically in 
interdependent and interactive relationships (United Nations Conference 
on Trade and Development, 2003). In addition, cyber space activities 
promise to be the drive behind a new surge of economic growth and devel-
opment. To examine the impacts of adopting new information technolo-
gies including cyber activities, two independent schools of thought have 
developed over the last decade. Proponents of the fi rst school have empha-
sized models of diff usion of technology, integrating theories from change 
management, innovation, and technology diff usion literature (Larsen, 
1998). The second school of thought identifi es the impact of innovation or 
new technologies where innovations are the means of changing an organi-
zation, either as a response to change in the external environment or as a 
pre- emptive action to infl uence the environment (Rogers, 1995).

The spatial implications of the communication revolution are profound 
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but still uncertain for the developing world. Lower transaction and com-
munication costs, combined with goods production that is increasingly 
based on fl exible specialization, tend to favor the dispersion of economic 
activities. Yet, real- time information about consumers, easier outsourcing, 
and the proliferation of producer- support services tend to favor locating 
production near to large markets and urban centers. Concerning services, 
the ICT revolution is likely to promote the dispersal of services that can 
be delivered remotely and eff ectively, even while inducing further concen-
tration of others, such as activities that are driven by innovation, tacit 
knowledge, and face- to- face interactions. Location- independent work or 
telecommuting is growing in industrial countries. One estimate suggests 
that about 5 percent of all service sector jobs in industrial countries will be 
contestable by developing countries (International Labour Organization, 
2001).

The United Nations has been very active in promoting the diff usion 
of information communication technology as a means of economic 
development. This was illustrated through the Declaration of Principles 
of the World Summit on the Information Society that specifi cally states 
that information technology and communication are fundamental social 
processes, a basic human need and the foundation of all social organiza-
tion; they are central to becoming members of the information society. 
Further, a number of United Nations initiatives affi  rm that the diffi  cul-
ties associated with the digital revolution make it necessary for emerging 
and developing economies to identify the major challenges facing them as 
active participants in a knowledge economy. Specifi cally, the challenges 
they face in creating wealth and making optimum use of the new develop-
ment opportunities off ered by the information society in various priority 
sectors; and the vitality of creating a trust framework through appropriate 
regulation of new social, economic, and cultural phenomena, as well as 
prevention and control of the dangers and risks associated with the infor-
mation revolution.

PARADIGMS OF CYBER SOCIETIES

Cyber attacks are no longer a simple annoyance; cyber criminals in many 
instances could interrupt the critical mechanisms of the economy, aff ect-
ing individuals and entities across the country. Despite controversies sur-
rounding the problems and challenges associated with cyber space and its 
use in conducting business and commerce, and the burst of the ‘dot.com’ 
bubble at the start of the twenty- fi rst century, many economies continue 
to make use of cyber space and deploy e- commerce extensively in their 
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economic activities. Many countries have developed Internet- enabled ini-
tiatives to manage the various aspects of economic activities, to strengthen 
online integration, and to design and customize products and services in 
an eff ort to serve citizens more eff ectively. While sizeable investments in 
e- commerce are being made, researchers and practitioners are struggling 
to determine whether and how these expenditures improve the perform-
ance of an economy both at the micro and macro levels. There has been 
much guesswork but little empirical data to determine the magnitude and 
distinctiveness of e- commerce initiatives and their impact on economic 
performance, especially of developing countries. Due to the complexity 
of determining what data to assemble, and of essentially collecting them, 
most of the existing literature regarding what determines the success of 
e- commerce initiatives tends to be fragmented and qualitative in nature. 
Case studies on countries such as Costa Rica, Bolivia, Egypt, Nepal, and 
Uganda have provided insights into the benefi ts of e- commerce, but the 
fi ndings of these case studies are specifi c to just a few fi rms in the par-
ticular economy. In this book, a series of hypotheses will be formulated 
and tested in an eff ort to determine the success factors of e- commerce in 
developing economies.

The rise of e- commerce, the World Wide Web, and the software to 
support the initiatives is so startling in its economic implications that it 
may reasonably be considered a breakpoint in the way that we do busi-
ness. This breakpoint is an abrupt and defi ning moment that obliterates 
standards and accepted commercial practices and replaces them with the 
essential business paradigm for the new era. The immediacy and growth of 
the Web have profound implications for businesses of all sorts. If you are 
a business strategist in the e- commerce age, you are confronting the fact 
that, almost overnight, your potential customer base has exploded in size, 
the choices available to those customers have multiplied many times, and 
hundreds of new competitors are suddenly clamoring for their attention. 
To thrive in this world, you must be online, and your online presence must 
be a powerful one.

The adoption of e- commerce and e- government is occurring at a fre-
netic pace in companies of all sizes and countries with varied degrees of 
development. Success in an environment that changes so fast requires 
individuals who are generalists but who can penetrate down deep into 
the technological foundation when needed. The strategic challenge is to 
understand a broad range of technologies, judge them quickly – especially 
emerging ones – make decisions about them, champion a direction, and 
provide leadership, all without losing track of the core business objectives 
and the fundamental growth perspectives.

Many essays concerning the implications of IT in general and 
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e- commerce in particular assert that these implications take a particular 
form and that the broad outlines of the future with e- commerce can be 
discerned fairly rapidly. The literature reveals three distinct perspectives 
on the implications of IT, in general. These perspectives can be applied 
to the implications of adopting e- commerce and electronic government at 
the macro (country) level. The three viewpoints are labeled the Continuity, 
Transformation, and Structural schools. For Continuists, IT exempli-
fi es an incremental step on a long course of technological development. 
The important determinant for IT innovation here is how technological 
changes can meet: (1) users’ needs, (2) the structure of factor costs, and 
(3) the availability of managerial, technical, and workforce skills (Miles, 
1989: 224). Countries that do not jump on the wagon of IT innovativeness 
will risk the problem of losing their competitive edge and jeopardize their 
potential for economic growth. This is the main reason that developed 
countries spend signifi cant percentages of their budgets on technological 
research and development.

Transformationists tend to put less importance on structures and 
strategies than on their underlying values and perspectives (Miles, 1989). 
Consequently, there has been ample research into perceptions of the 
‘impact’ of IT on the workplace. Following the 1982 Versailles Summit, 
a major program of research into the acceptance of new technologies was 
launched. This was particularly inspired by concerns that public resistance 
to change was the root of slow innovation (Miles, 1989: 225).

A major assumption of the Structuralists is that many of our current 
uncertainties relate to being at the point of transition between structural 
doctrines; the stagnation and limits of old structures can be clearly seen 
but the viabilities of new models are hard to assess. New technologies 
imply learning processes and organizational changes to capitalize on their 
potential; new areas of demand are needed to establish new patterns of 
growth. Structuralist analysis typically attempts to identify key features 
of an emerging paradigm and to outline the enabling constraining factors 
around appropriate changes.

These three schools of thought diff er in assessing the implications of IT 
in general and e- commerce in particular on formal work in an economy 
(including diff erent economic sectors), the social structure of a country, 
international interdependence among nations, and globalization. It would 
be inappropriate to draw many conclusions from existing research, 
however. What is apparent is that there has been uneven development 
of research and that this adds to the intrinsic diffi  culties associated with 
assessing the implications of e- commerce and a knowledge society. Most 
practitioners and theorists are in agreement that the majority of devel-
oping countries in the new millennium will continue moving from the 
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industrial society to the information/knowledge era, or the third wave. 
Many advocate the use of IT and e- commerce as an eff ective way of coping 
with the changing environment, locally, regionally, and globally. These 
authors go one step further by stating that the adoption of electronic com-
merce at the national level plays a critical role for countries to survive in a 
hostile, complex, and turbulent global environment.

CYBER SPACE AND GLOBALIZATION

Cyber space and e- commerce have become a driving force for the glo-
balization of the world economy, and countries that do not engage in 
e- commerce may put the competitiveness of their economies at risk. As a 
result, many fi rms and organizations in developing countries have become 
integral parts of global networks of production supply chains that increas-
ingly use e- commerce mechanisms. Through these networks,  entities 
in more developed countries induce developing- country enterprises to 
adopt new information technologies, organizational changes, and busi-
ness practices.

The diff usion of cyber use in developing/emerging economies is rela-
tively low. The main stumbling blocks are associated with regulatory, 
 cultural, and social factors, including (1) the lack of regulations dealing 
with data messages and recognition of electronic signature; (2) the absence 
of specifi c legislations protecting consumers, intellectual property, per-
sonal data, information systems, and networks; (3) the dearth of appropri-
ate fi scal and customs legislation covering electronic transactions; and (4) 
the absence and/or inadequacy of laws dealing with cyber crimes.

Today’s technological advances are faster (Moore’s law) and more 
fundamental (breakthroughs in genetics). They are driving down costs 
(computing and communications) at a pace never before seen. Leading 
these transformations are the accelerated developments in ICT, biotech-
nology, and just- emerging nanotechnology. Information and communi-
cations technology involves innovations in microelectronics, computing 
(hardware and software), telecommunications, and optoelectronics – 
microprocessors, semiconductors, and fi ber optics. These innovations 
enable the processing and storage of enormous amounts of information, 
along with rapid distribution of information through communication 
networks. Moore’s law predicts the doubling of computing power every 
18–24 months due to the rapid evolution of microprocessor technology. 
Gilder’s law predicts the doubling of communications power every six 
months – a bandwidth explosion – due to advances in fi ber optic network 
technologies.
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Individuals, households, and institutions are linked in processing and 
executing a huge number of instructions in imperceptible timespans. This 
radically alters access to information and the structure of communication, 
thus extending the networked reach to all corners of the world. Today’s 
technological transformations are intertwined with another major historic 
shift – economic globalization – that is rapidly unifying world markets. 
The two processes are mutually reinforcing. The late twentieth century 
integration of world markets was driven by trade liberalization and other 
dramatic policy changes around the world, such as privatization and the 
fall of communism in the former Soviet Union. The new tools of infor-
mation and communications technology reinforced and accelerated the 
process. Globalization propels technological progress with the competi-
tion and incentives of the global marketplace and the world’s fi nancial 
and scientifi c resources. The global marketplace is technology based, with 
technology a major factor in market competition. Developing countries 
that can develop the requisite infrastructure can participate in new global 
business models of intermediation, business process outsourcing, and 
value chain integration. In developing countries, as the user base expands, 
costs fall and technologies are adapted to local needs, the potential of ICT 
will be limited only by human imagination and political will. The organi-
zation of work must be revamped if national economies are to perform 
more eff ectively in a global market. Practitioners, theorists, and futurists 
alike concur that the challenge for countries that want to maximize their 
global presence involves structuring relationships and the fl ow of informa-
tion so that the right parties can obtain it at the right time. Information 
technology and e- commerce initiatives play critical roles in the strategy 
of global competition. Countries reap the biggest benefi ts not by super-
imposing computers on top of old work processes but by restructuring 
those processes and the national culture. This strategy, over time, develops 
entirely new economic and business capacities.

Through the standardization of messages and business processes, 
today’s market makers will create interoperability among markets. They 
will serve also as guarantors of predictable, trustworthy behaviors among 
trading partners, giving entrepreneurs the confi dence that they need to 
take their great ideas into the market and build virtual businesses. Another 
crucial step is to establish standard specifi cations for business processes – 
the ways in which messages are generated and acted upon once they are 
received.

Technology to support this vast interconnected global commerce 
network is maturing rapidly due, in large part, to the great progress being 
made in establishing standard specifi cations for building commerce mes-
sages – requests for quotes (RFQs), purchase orders (Pos), contracts, 
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invoices, and so forth. Soon there will be completed libraries from which 
businesses can build and dispatch electronic messages that any other busi-
nesses in the world can accept and act upon with ease. One of the global 
consequences of IT, however, is the international concern about the risks 
and dangers that developed as well as developing economies may face in 
the wide application of IT. One such risk may be found in the proliferation 
of criminal activities in cyber space.

ECONOMIC DEVELOPMENT, GROWTH, AND RULE 
OF LAW

Many studies suggest that the key determinants of economic development 
are the accumulation of physical and human capital and technological 
improvements. Traditional neoclassical growth theory emphasizes physi-
cal capital accumulation whereas endogenous growth theory presumes 
that investment in human capital and technological progress are the 
main sources of economic growth. More recently, and as an extension to 
neoclassical models, Mankiw et al. (1992) have shown that physical and 
human capital are important determinants of growth. Nevertheless, it 
remains an open question whether these factors are the real sources of eco-
nomic development. There is reason to believe that if physical or human 
capital enrichment or technological improvements are taking place, the 
real growth factors must already have been unbound. Accordingly, physi-
cal and human capital and technology should be seen as proximate causes 
of growth.

The changing value proposition in the knowledge economy is triggering 
a revolution in the way businesses and governments carry out their jobs. 
The Internet always did have its own complicated ethics, and those ethics 
were set aside by old- style management. This is radically shifting. They 
are, in part, becoming the rules of the game. For example, not only does 
business- to- business supply- chain management provide huge effi  ciencies 
and signifi cant bottom line enhancement, but its deep integration allows 
partners to see into and through other organizations. As a consequence, 
decision makers are often privy to their competitors’ internal strengths 
and weaknesses, trade secrets, unique know- how, market positioning, key 
personnel, and other valuable economic assets.

In summary, perhaps the most profound ethical changes in the New 
Economy are going on internally, inside the organization and at the fi rm 
level. In the New Economy, where knowledge, not equipment, drives 
profi ts, employees can no longer be considered ‘outsiders’. They are the 
source of competitive advantage. The traditional command- and- control 
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model of management is rapidly being replaced by decentralized teams 
of individuals motivated by their ownership in the corporation. Value in 
the New Economy is being fundamentally redefi ned. As a result, trans-
parency and the rule of law are becoming two of the keys to success in 
the twenty- fi rst century. In e- business circles, transparency is no longer a 
rhetorical word. It is the rule of the game. It is unarguably recognized that 
the IT revolution will have signifi cant long- run eff ects on the economy 
and that the principal eff ects are more likely to be microeconomic than 
macroeconomic. As a result, the new information economy will require 
changes in the way the government provides property rights, institutional 
frameworks, and ‘rules of the game’ that underpin the market economy. 
Two main reasons underlie these changes; fi rst is the pace of technologi-
cal progress in the IT sector, which is very rapid and will continue to be 
very rapid for the foreseeable future. For example, at the end of the 1950s, 
there were 2,000 computers processing 10,000 instructions per second. 
Today, as estimated by Forrester Research, at the end of 2008, there are 
one billion computers processing several hundred million instructions per 
second. The number of personal computers will reach two billion by 2015. 
Forrester Research’s forecast is based on the assumption that from 2003 
to 2015 the total number of personal computers in the world will increase 
annually by 12 percent (Forrester Research, 2008). As the IT sector of the 
economy becomes a larger share of the total economy, the overall rate of 
productivity growth will increase toward the rate of productivity growth 
in the IT sector. Secondly, the computers, switches, cables, and programs 
that are the products of today’s leading sectors are general- purpose tech-
nologies. As a result, advances in high- technology aff ect all aspects of the 
economy, thereby leading to larger overall eff ects. These microeconomic 
eff ects will have long- lasting and far- reaching impacts on the economy. As 
a result, the role of the government in developed and developing economy 
alike needs to be re- examined. Since the creation of knowledge is cumula-
tive, the importance of intellectual property rights becomes more critical 
in the new information economy. Three issues are interrelated: property 
rights over ideas, incentives to fund research and development, and the 
exchange of information among researchers.

The new information economy is ‘Schumpeterian’ rather than ‘Smithian’. 
In a Schumpeterian economy, the production of goods exhibits increasing 
returns to scale. Under these conditions, the competitive equilibrium is not 
the likely outcome – setting price equal to marginal cost does not allow the 
fi rm to recover the large fi xed costs. However, government regulation or 
government subsidies to cover fi xed costs destroy the entrepreneurial spirit 
and replace it with ‘group- think and red- tape defects of administrative 
bureaucracy’ (Hakkio, 2001). In addition, when innovation becomes the 
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principal source of wealth, temporary monopoly power and profi ts may 
be essential to stimulate innovation. In a recent Brookings study on the 
economic impact of the Internet, a group of scholars estimated that the 
increased use of the Internet could add 0.25 to 0.5 percent to productivity 
growth over the next fi ve years. Most of the impacts come from reduc-
ing the cost of data- intensive transactions (ordering, invoicing, account-
ing, and recruiting), from improved management of supply chains, from 
increased competition, and from increased effi  ciency of the wholesale and 
retail trade. In addition, many of the benefi ts of IT may result in improved 
standards of living, even though measured gross domestic product is unaf-
fected. Examples include reduced error rates in medical care delivery; a 
reduction in accidents, crime, and fraud prevention; and additional con-
veniences for consumers in the use of time and space.

The emergence of the information economy has been a key feature of 
faster productivity growth for many economies, developed and devel-
oping. Information technology has aff ected productivity in two ways. 
First, the IT sector itself has contributed directly to stronger productiv-
ity. Computers and other IT hardware have become better and cheaper, 
leading to increases in investment, employment, and output of the IT 
sector. Secondly, advances in technology have also increased productivity 
in the more traditional sectors of the economy – fi nancial services, busi-
ness services, and the retail and distribution industries. In the US, eco-
nomic policy has contributed to a revival in productivity growth. Policies 
to maintain domestic competition and increase international competition 
have been stressed. Funds have been provided to support basic research 
and education. Also, and most importantly, the mix of monetary and 
fi scal policy has lowered interest rates and encouraged investment. The 
information economy can improve the eff ectiveness of monetary policy by 
allowing the private sector to better anticipate future central bank actions. 
Central banks typically operate by aff ecting overnight interest rates. By 
aff ecting current overnight rates and, most importantly, by aff ecting 
market expectations of future rates, monetary policy can aff ect fi nancial 
market prices such as long- term interest rates, exchange rates, and equity 
prices. These prices will have the greatest eff ect on economic activity.

CYBER LAW AS AN IMPEDIMENT OF CYBER SPACE

Cyber space is one of the most complex legal frontlines today; it is esti-
mated that from 2000 to 2008, Internet diff usion increased at an average 
rate of 290 percent globally, and presently an estimated 1.46 billion people 
per year are surfi ng the Internet. Developing/emerging countries in Africa 
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and Asia have accounted for the largest chunk of the increase; the expan-
sion in Asia has been 406 percent and in Africa 1,031 percent.2 Cyber 
security and cyber crime, including enormous and synchronized attacks 
against countries’ vital information infrastructure and attackers’ misuse 
of the Internet, are activities of major concern to society in general and 
developing economies in particular. In addition, the costs associated with 
cyber attacks are substantial, not only when it comes to lost revenues and 
inconvenience caused by network inoperability but, and most recently, in 
terms of lives aff ected due to identity theft.

Cyber crimes constitute a prime obstacle to the diff usion of e- commerce 
and e- government in developing economies. Thus governments have an 
important role in developing control mechanisms in the form of laws and 
legislation in order to minimize the rate and severity of cyber crimes to 
speed up Internet diff usion; setting appropriate policies and complemen-
tary services, particularly aff ecting the telecommunications sector, other 
infrastructure, human capital, and the investment environment, severely 
constrain Internet access in developing countries. The major impediment 
to the growth and success of cyber use in many developing and emerg-
ing economies is still poor telecommunications infrastructure. Required 
telecommunications facilities include transmission facilities connecting a 
country’s domestic network to the greater Internet, the domestic Internet 
backbone, and connections from homes and businesses to the backbone 
network. The defects of domestic telecommunications services may be less 
important for the larger fi rms in developing countries; these fi rms may 
fi nd it profi table to invest in telecommunications facilities (such as wire-
less) that bypass the local network. A growing number of African Internet 
sites, for instance, are hosted on servers in Europe or the US due to the 
poor infrastructure in those countries. Hence, even traffi  c that originates 
and terminates domestically can cost the same as international transmis-
sion. The high cost of Internet access, the lack of local loop infrastructure 
necessary for basic dial- up modem access, and the poor quality of the local 
loop infrastructure that does exist all impede connections to the domes-
tic backbone. Country comparisons show a strong relationship between 
usage price and Internet penetration. For many developing countries, the 
most important issue is the lack of telephone service to homes and busi-
nesses. Despite increases in rates of telephone line penetration during the 
1990s and the fi rst half of the 2000s, the average per capita telephone lines 
is close to 5 percent for Africa.

The most popular alternatives by which developing countries can over-
come inadequate local loop infrastructure are shared facilities or wireless 
local loop. Shared facilities, which involve local entrepreneurs selling the 
use of a computer with Internet access, are a fast and relatively cheap way 
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of increasing Internet use. Wireless and satellite technologies also provide 
an alternative to the high costs and ineffi  ciencies of many domestic tel-
ecommunications systems. Although currently used primarily for voice, 
mobile phones are increasingly acting as better devices for many of the 
usual Internet applications. Cellular phones in some developing countries 
have experienced strong growth rates and relatively high penetration, 
similar to those in industrial countries. In the United Arab Emirates 
(UAE), for instance, the mobile phone penetration rate is 200 percent in 
2008. On average, however, for developing countries as a group, mobile 
phone penetration remains well below industrial- country levels.

Poor infrastructure services (other than telecommunications) are an 
important constraint on the use of cyber space in developing economies. 
Frequent and long power interruptions can seriously interfere with data 
transmission and systems performance; many Bangalore software fi rms, 
as an example, have their own generators (Panagariya, 2000). Mail serv-
ices can be unreliable, expensive, and time consuming in many develop-
ing countries. For example, the unreliability of postal services in Latin 
America has meant that more expensive courier services must be used to 
deliver goods ordered over the Internet and, in response, international 
courier services are setting up special distribution systems in Miami. 
The lack of safeguards against fraud can severely restrict credit card 
purchases, the most common means of conducting transactions over 
the Internet. For example, many consumers in the Gulf countries of 
Saudi Arabia, UAE, and Kuwait are unwilling to purchase goods over 
the Internet because credit card companies will not compensate holders 
for fraudulent use of cards (in many industrial countries, cardholders 
have only a limited exposure to loss). A critical mass of highly skilled 
labor is needed in developing countries to supply the necessary applica-
tions, provide support, and disseminate relevant technical knowledge 
for e- commerce. The workforce in many developing countries lacks a 
suffi  cient supply of these skills, and the demand for this specialized labor 
from industrial countries has further strained the supply of this labor in 
developing countries.

Several regulatory impediments to the widespread adoption of cyber 
space activities exist in many developing countries. Duties and taxes on 
computer hardware and software and communication equipment increase 
the expense of connecting to the Internet. For example, a computer 
imported into some African countries may be taxed at rates exceeding 50 
percent (UNCTAD, 2003). The overall environment for private sector 
activities is a signifi cant determinant of Internet service diff usion. An 
open foreign direct investment regime helps promote technology diff u-
sion, which is important to the growth of e- commerce. Governments 
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must provide a supportive legal framework for electronic transactions, 
including recognition of digital signatures; legal admissibility of electronic 
contracts; and the establishment of data storage requirements in paper 
form, intellectual property rights for digital content, liability of Internet 
service providers, privacy of personal data, and mechanisms for resolving 
disputes.

A number of international organizations have undertaken the lead-
ership in pushing toward cyber law development in both developing 
and developed economies. The International Telecommunication Union 
(ITU) is identifi ed as a leader in this domain; it launched the Global 
Security Agenda in November 2007, and formed a High- Level Experts 
Group to look into the issues and develop proposals for long- term strate-
gies to promote cyber security. This group is currently working with the 
International Multilateral Partnership Against Cyber- Threats (IMPACT), 
a group sponsored by the government of Malaysia, with the aim of putting 
together an early warning system for cyber attacks. Another initiative 
undertaken by the ITU is COP, Child Online Protection, to develop safe 
guiding principles of surfi ng the Internet for children.

The Council of Europe has developed what is thought by many to be 
the most comprehensive treaty to protect people against cyber criminals. It 
developed the Cyber Crime Convention to resolve legal disputes and take 
forward a universal, collective system to take legal action against cyber 
criminals. The idea for the Convention on Cyber Crime was founded on a 
number of studies carried out by the Council in 1989 and 1995. As a result, 
the Council created a committee to draft this Convention; once it was 
completed, it opened for signing and ratifi cation in November 2001.

That most Internet business is conducted in English is currently an 
important constraint on using the Internet. Estimates of the share of 
English used on the Internet range from 70–80 percent, but only 57 percent 
of Internet users have English as their fi rst language (ITU, 2007). Per 
capita Internet use averages about 30 percent in those industrial countries 
where English is common, compared with about 5 percent in other indus-
trial countries. Conversely, Internet content is limited in the local language 
of most developing countries. From a commercial aspect, Schmitt (2000) 
found that just 37 percent of Fortune 100 websites support a language 
other than English. The amount of non- English material on the Web is 
growing, however. Spanish websites in particular are increasing, in part 
to serve the large Spanish- speaking community in the US (Vogel and 
Druckerman, 2000). Improvements in translation services (by people and 
machines), as well as Web browsers that recognize characters of diff erent 
languages, should ease language constraints. There is growing recognition 
that English- only content is insuffi  cient for a global economy.



 Establishing the context  19

RESOURCE- BASED VIEW

The resource- based view argues that the performance of a fi rm is a func-
tion of the resources and skills that are in place, and of those fi rm- specifi c 
characteristics which are rare and diffi  cult to imitate or substitute (Barney, 
1991). This concept is based on Coase’s theory of the fi rm, which main-
tains that the fi rm is a combination of alliances that have linked them-
selves in such a way as to reduce the cost of producing goods and services 
for delivery to the marketplace (Coase, 1937). An enhancement of this 
resource- based view is that a fi rm or an economy can create a competitive 
advantage by building resources that work together to generate organi-
zational capabilities (Bharadwaj, 2000). These capabilities permit fi rms 
and economies to adopt and adapt processes that enable them to realize a 
greater level of output from a given input or maintain their level of output 
from a lower quantity of input.

Capabilities aff orded by ICT are one major component of organizations’ 
and economies’ capabilities; and recent studies have identifi ed a number of 
specifi c ICT capabilities that provide competitive advantage. Bharadwaj 
(2000) classifi es an entity’s key ICT capability as comprising: (1) a physi-
cal IT infrastructure, (2) human IT resources (including technical IT skills 
and managerial IT skills), and (3) intangible IT- enabled resources (such as 
customer orientation, knowledge assets, and synergy).

Viewed from a growth perspective, resource- based theory is concerned 
with the origin, evolution, and sustainability of fi rms. Firms experiencing 
the highest growth have added new competencies sequentially, often over 
extended periods of time. Resource- based sequencing is important for 
achieving sustainable growth. In a changing environment, fi rms must con-
tinuously invent and upgrade their resources and capabilities if they are to 
maintain competitive advantage and growth (Agryris, 1996). This sequen-
tial development of resources and capabilities can make a fi rm’s advantage 
inimitable (Barney, 1991). Competitors cannot simply buy these resources 
and capabilities without acquiring the entire fi rm. This is because the 
resources and capabilities are built over time in a path- dependent process 
that makes them inextricably interwoven into a fi rm. This facet of 
resources and capabilities development makes it theoretically impossible 
for competitors to imitate completely (Dierickx and Cool, 1989).

Until recently, little research using a resource- based- view framework 
has examined strategy diff erences in the social context of developing 
economies. As with most resources that create competitive advantage, 
resources for competitive advantage in developing economies are, on the 
whole, intangible. However, they are not necessarily market or product 
specifi c, as might be expected. Although some qualifi cations are standard 
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regardless of the level of development (for instance, fi rst- mover advan-
tages), others are particularly important in developing economies. Global 
and multinational fi rms that are able to manage some of the imperfect 
conditions in developing economies benefi t from being fi rst movers; some 
of the benefi ts include economic advantages of sales volume and domina-
tion of distribution and communication channels.

In developing economies, however, such advantages are diffi  cult to 
establish without good relationships with home governments. Early rela-
tionships give tangible benefi ts, such as access to licenses, the number of 
which is often limited by a government. In addition, local competitors may 
have developed capabilities for relationship- based management in their 
environment that substitute for the lack of institutional infrastructure. 
Developing distribution mechanisms may protect a domestic fi rm in a 
developing economy against entry by foreign fi rms. Furthermore, focus-
ing on a market that has not yet reached the globalization stage might 
allow a domestic fi rm in an emerging economy to dodge the onslaught of 
multinational rivals. Additionally, competing in a global market may be 
possible in a commodity area where natural resources or labor give a low-
 cost advantage (Aulakh et al., 2000).

In essence, a fi rm must understand that relationship between its company 
assets and the changing nature of the institutional infrastructure as well as 
the characteristics of its industry. In so doing, the emerging economy fi rm 
may be able to become an aggressive contender domestically or globally 
by using its resources as sources of competitive advantage.

The resource- based view of the fi rm or an economy sees a fi rm or an 
economy as a bundle of resources and capabilities. Resources are fi rm-
 specifi c assets and competencies controlled and used by fi rms to develop 
and implement their strategies. They can be either tangible (e.g. fi nan-
cial assets, technology) or intangible (e.g. managerial skills, reputation) 
(Barney, 1997). Resources are heterogeneous across fi rms, and some 
resources are valuable yet rare, diffi  cult to imitate or non- substitutable, 
giving the fi rms that have them distinctive core capabilities. Resources 
that provide sustainable advantage tend to be: (1) causally ambiguous (e.g. 
transformational leadership), (2) socially complex (e.g. culture), (3) rare, 
or (4) imperfectly imitable (Barney, 1997). Capabilities are a fi rm’s abili-
ties to integrate, build, and reconfi gure internal and external assets and 
competencies so that they enable it to perform distinctive activities (Teece 
et al., 1997). The resource- based approach focuses on the characteristics of 
resources and the strategic factor markets from which they are obtained.

Past research using the resource- based view associates rent potential, 
that is, greater than normal returns, with two possible paths. The fi rst 
involves external factors, including buyer and supplier power, intensity 
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of competition, and industry and product market structure, that infl u-
ence what resources the fi rm selects, as well as how they are selected and 
deployed. The second path to the capture of rents involves creating idi-
osyncratically productive combinations of resources.

Firms cannot expect to garner rents by merely owning and control-
ling resources. They should be able to acquire, develop, and deploy these 
resources in a manner that provides distinctive sources of advantage in the 
marketplace. The traditional conceptualization of the resource- based view 
has not looked beyond the properties of resources and resource markets to 
explain enduring fi rm heterogeneity. In particular, past research has not 
addressed or examined the process of resource development (Oliver, 1997).

Firms’ decisions about selecting, accumulating, and deploying resources 
are characterized as economically rational within the constraints of limited 
information, cognitive biases, and causal ambiguity. Additionally, the tra-
ditional resource- based view is limited to relatively stable environments. 
Barney (1997: 171) warns, ‘if a fi rm’s threats and opportunities change in a 
rapid and unpredictable manner, the fi rm will often be unable to maintain 
a sustained competitive advantage.’ Only recently have researchers begun 
to focus on the specifi cs of how some organizations fi rst develop fi rm-
 specifi c capabilities and then how they renew competencies to respond to 
shifts in the business environment.

The dynamic capabilities approach (Teece et al., 1997) is an extension 
of the resource- based view of the fi rm that was introduced to explain how 
fi rms can develop their capability to adapt and even capitalize on rapidly 
changing technological environments. Dynamic capabilities emphasize the 
key role of strategic management in appropriately adapting, integrating, 
and reconfi guring internal and external organizational skills, resources, 
and functional competencies within a changing environment. The develop-
ment of such capabilities is limited by the fi rm’s existing base of  capabilities, 
and is shaped by its current market position and past history of develop-
ing capabilities (Teece et al., 1997). The diff erence between the traditional 
conceptualization of the resource- based view of the fi rm (Barney, 1997) 
and the dynamic capabilities view (Teece et al., 1997) is that under the tra-
ditional view, current fi rm resources and capabilities are exploited to the 
opportunities in the marketplace, whereas under the dynamic capabilities 
view, the fi rm needs to develop new capabilities to identify opportunities 
and respond quickly to them. Although Teece et al. (1997) outlined the 
dynamic capabilities approach, they did not provide empirical evidence 
to help understand how these capabilities are developed. Following 
this approach, a handful of models have been proposed to explain how 
resources and capabilities are built up over time (see, for example, Oliver, 
1997). All these models are empirically grounded; however, they have all 
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followed a factor- oriented, or variance theory, approach. Process theories 
are less common in the resource- based view of the fi rm literature, and have 
yet to be developed for explaining the resource and capability develop-
ment process. Process theories focus on sequences of activities to explain 
how and why particular outcomes evolve over time.

The literature review undertaken did not identify a single process model 
of capability development. The prevailing wisdom seems to be that capa-
bility development is a lengthy, complex process infl uenced by multiple 
organizational dimensions.

CHAPTER OVERVIEW

Cyber Law and Cyber Security in Developing and Emerging Economies uses 
a theory- based, empirical investigation to describe the linkage between 
the development and implementation of mature cyber laws and economic 
growth and development and a number of country- specifi c characteristics 
(resources). The book’s six chapters are organized as follows:

Chapter 1  ● This chapter has provided an overview of the entire book 
and has established the context for the whole book. Importance of 
the research at hand is emphasized, along with the theories used, 
the geographic area of implementation, the methods used, and the 
methodology applied.
Chapter 2  ● This chapter provides an overview of the move to the 
digital economy and the state of trust and security in cyber space. 
Coverage of the threat of cyber crime to economies and businesses, 
especially in the fi nancial sector, is introduced in this chapter. The 
chapter also covers the types of cyber crimes, especially in the fi nan-
cial sector.
Chapter ●  3 This chapter reviews the literature on resource-
 based theory and diff usion of radical technologies in developing 
economies.
Chapter 4  ● This chapter is devoted to the development of hypoth-
eses, discussion of methodology, identifi cation of variables, and 
data collection. In addition, reliable measures of this construct are 
identifi ed. This chapter also covers the experiences of the sample of 
emerging countries in developing and implementing cyber laws.
Chapter 5  ● This chapter is devoted to model testing, data analysis 
and presentation of the results; the analysis should reveal why some 
countries are more inclined to develop and implement what we refer 
to as mature cyber laws.
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Chapter 6  ● This chapter consists of a summary, concluding remarks, 
practical implications of fi ndings, and recommendations for future 
research.

BOOK SUMMARY

This book aims to take a step toward an empirical/theoretical framework 
for understanding the impact of cyber law and its determinants in terms 
of growth and development of emerging and developing economies. 
Basically, a framework that is grounded in strong theory is developed. The 
framework uses core constructs that appear central to resource- based and 
technology diff usion literature and provides a fi ne- grained understanding 
of cyber space adoption processes by public and private sector entities in 
developing and emerging countries. In so doing, this book considers how 
each exchange encounter is shaped by, and in turn shapes, relational char-
acteristics, which form the bases for growth and development.

This book is aimed at the ‘low to middle’ level of rigor. It is not designed 
to compete with extremely sophisticated modeling or quantitatively ori-
ented books. Actually, this book does not know of any competitor. This 
level of rigor makes the book attractive to any student, professional, practi-
tioner, or policy maker interested in fi nding answers to questions such as:

1. What are the determinants to the development of mature and compre-
hensive cyber laws?

2. What countries have been more vigilant in the development and 
implementation of cyber laws?

3. What are the components of an ideal cyber law for developing econ-
omies?

The major thrust of the book, which evaluates the experience of cyber 
space laws and regulations in developing and emerging economies from 
a resource- based theory perspective, is unique and innovative in nature. 
The features of uniqueness and innovativeness, coupled with the radical 
changes in the use of governmental resources to improve the eff ectiveness 
and effi  ciency of an economy, and the eff ects of these changes on the eco-
nomic structure of a country, make this book useful to many disciplines. 
The book is inspired by a number of factors, including (1) the importance 
of the subject at hand and (2) the lack of empirical research on the subject. 
Most of the work done by others is descriptive in nature. This book brings 
economic concepts into the picture of adopting a cyber law model by using 
resource- based theory as a vehicle of analysis.
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As e- commerce and other cyber space activities mature and their tools 
and applications improve, greater attention is given to their use to improve 
the business of public institutions and governments. The main goal is to 
provide citizens and organizations with more convenient access to govern-
ment information and services, and to provide delivery of public services 
to citizens, business partners and suppliers, and those working in the 
public sector. E- government applications extend over a wide spectrum: (1) 
government- to- citizens (G2C), (2) government- to- business and business-
 to- government (G2B and B2G), (3) government- to- government (G2G), 
and (4) government- to- employees (G2E). Cyber law is deemed a critical 
success factor for these initiatives.

As in the industrial age, in many instances it will be up to governments 
to lead the transformation to the new information/knowledge age, and as 
such the criticality of developing cyber laws to protect cyber activities and 
cyber users. Public sector organizations will have to adjust their relation-
ships with citizens, businesses, employees, and other public agencies. To 
this end, the information/knowledge society has prompted many countries 
to adopt e- government initiatives. The value of the book is twofold. First, 
it will cover the experience of a number of developing countries and newly 
industrialized countries (NICs), or emerging countries that have enacted 
and implemented cyber law initiatives early on, such as Hong Kong and 
the UAE. Some fragmented literature exists on the experience of these 
countries, but there is no unique book evaluating those experiences from 
a comparative analysis, resource- based perspective. The book will add 
value to existing literature by accomplishing this goal. In addition, it will 
cover the diff erent approaches governments in the various countries have 
taken based on their own social, cultural, and economic contexts. Some 
countries have adopted a gradual approach to regulating cyber activities 
by adapting their existing laws or have taken a more radical approach 
by enacting new cyber laws. Many countries embarking on enacting new 
cyber laws are utilizing the 2001 European Convention on Cyber Crime as 
a guideline; the Convention criminalizes:

Off enses against confi dentiality, integrity off enses against confi den- ●

tiality, integrity and availability of computer data and availability 
of computer data;
Computer- related off enses such as forgery; ●

Content- related off enses such as child pornography; and, ●

Copyright- related off enses. ●

The book will cover the experiences of those countries from the inception 
of the idea, to the setting of vision, to the formulation of strategy, through 
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implementation, and ending with assessment of the costs and benefi ts of 
the initiative from a resource- based theory perspective.

Second, the book aims to take a step toward an integrative theoreti-
cal framework for understanding the impact of the rule of law in cyber 
space on economic development from a resource- based perspective. A 
large stream of research in organization theory, information systems, 
organizational sociology, economics, and technology management has 
contributed substantially to our understanding of organizational adoption 
of innovations. A close examination of the research would suggest three 
broad themes: (1) a number of organizational and environmental factors 
which infl uence organizational adoption of innovations; (2) institutional 
pressures from the environment to infl uence technology adoption; and (3) 
fi rms and governments often fail to respond eff ectively to environmental 
changes, including new technology.

In this book, the authors extend theoretical developments in the resource-
 based view to investigate why some countries respond better to new tech-
nologies, in general, and cyber activities, in particular. Technological 
opportunism, a ‘sense and respond’ capability of decision makers with 
respect to new technologies, is an important determinant of e- commerce/ 
e- government adoption. To assess the incremental contribution of techno-
logical opportunism in explaining e- commerce adoption, variables such as 
the perceived usefulness of e- commerce as a technology and complemen-
tary assets that help generate value from e- commerce are integrated in the 
model. Electronic marketplaces, e- commerce and e- governments are (and 
will be) playing a signifi cant role in determining the success (or failure) of 
corporations, governmental agencies, and, even, nations. Management 
and government offi  cials need to learn that the real challenge surrounding 
electronic marketplaces, in particular, and e- commerce, in general, is the 
task of making it happen. The book targets professionals, academicians, 
and researchers. It can be used as a recommended reading in Electronic 
Commerce classes, Information Economy classes, Management of Change 
classes, Economic Development classes, and Macroeconomic classes, as 
well as Marketing classes. The book is great reading for small and medium 
sized businesses that are considering moving into e- commerce and are 
looking for a real case study. In addition, the greatest benefi t could be 
gained by governmental offi  cials of developing and NICs contemplat-
ing e- government initiatives. The book’s timeliness and insights into the 
changes in organizational and governmental practices make it appealing 
to a broad management and geographic market: (1) senior and mid- level 
managers and strategic planners who are charged with developing business 
strategies; (2) corporate executives who must drive their fi rm’s competitive 
future; (3) government offi  cials, especially in developing economies, and 
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(4) IT managers, both in the public and the private sectors, who need to 
lead their teams with strategic decisions.

The book is geared toward professionals in the private and public 
sectors, researchers, and academicians. It refrains from technical com-
plexity and this makes it readable and understandable. With respect to 
competition, I do not know of any book analysing the empirical impact of 
cyber laws on e- marketplaces, and on the economic, cultural, and social 
texture of an economic entity from a strong economic theory such as the 
resource- based approach. The book is unique and I believe it will open 
the door to other researchers to explore research and study experiences of 
other economic entities.

A major competitive advantage of this book is the fact that it is the 
collective product of an academician/consultant who is knowledgeable 
of the latest developments in cyber space development and e- commerce 
theory and application; and a practitioner who is applying leading- edge 
e- government technology and policy making at the UAE national level.

CONCLUSION

The Internet and cyber space revolution is not only changing the technol-
ogy of the workplace but fundamentally redefi ning the way that countries 
design their growth and development strategies. Electronic governments 
and the B2B world with its e- markets, customer focus, and deeply inte-
grated corporate and economic relationships are driving growth and 
development of economies at e- speed and creating value in diff erent ways. 
The key to survival in the relatively new world of cyber space depends 
upon governmental leaders’ ability to adapt to a new, more collabora-
tive, corporate- type, and transparent competition model. This new reality 
presents major challenges to traditional ways of governing and leading 
economic growth and development. Economic development is the process 
of creating wealth by mobilizing human, fi nancial, physical, natural, and 
capital resources to produce (generate) marketable goods and services. 
The government’s role is to infl uence the process for the benefi t of the 
various stakeholders in the country. Economic development, then, is 
fundamentally about enhancing the factors of productive capacity – land, 
labor, capital, and technology – of a national, state, or local economy.

Early economic development theory was but merely an extension of 
conventional economic theory which equated ‘development’ with growth 
and industrialization. As a result, Latin American, Asian, and African 
countries were seen mostly as ‘underdeveloped’ countries, that is, ‘primi-
tive’ versions of European nations that could, with time, ‘develop’ the 
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institutions and standards of living of Europe and North America. 
Economic growth is caused by improvements in the quantity and quality 
of the factors of production that a country has available, that is, land, 
labor, capital, and enterprise. Conversely, economic decline may occur if 
the quantity or quality of any of the factors of production falls. Increases 
in the supply of labor can increase economic growth. Increases in the pop-
ulation can increase the number of young people entering the labor force. 
Increases in the population can also lead to an increase in market demand, 
thus stimulating production. However, if the population grows at a faster 
rate than the level of GDP, the GDP per capita will fall. It is not simply 
the amount of labor and skills that will lead to economic growth. It is often 
the quality of that labor. This will depend on the educational provision in 
countries. Improving the skills of the workforce is seen as an important 
key to economic growth. Many developing countries have made enormous 
eff orts to provide universal primary education. As more and more capital 
is used, labor has to be better trained in the skills to use it. It should always 
be remembered that education spending involves an opportunity cost in 
terms of current consumption and thus it is often referred to as investment 
spending on human capital.

NOTES

1. See www.cybercrimelaw.net for a list of his publications.
2. See World Internet Usage and Population Statistics, http://www.internetworldstats.com/

stats.htm (June 2008).
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2. Security and trust in cyber space

INTRODUCTION

There is no doubt that the technology utilized by a large number of 
businesses, including fi nancial institutions, noticeably in developing and 
emerging countries, is becoming more and more varied, advanced, and 
innovative. When measuring the gap between fi nancial institutions that are 
technology centric and those that are not, one fi nds a notable diff erence.

The International Telecommunication Union (ITU) has identifi ed fi ve 
key factors to the success of a cyber security program at the national level; 
these are: (1) a national strategy; (2) collaboration between government 
and industry; (3) a sound legal foundation to deter cyber crime; (4) a 
national incident management capability; and (5) a national awareness of 
the importance of cyber security (Ennis, 2008).

Attacks and unauthorized uses on businesses and institutions include 
malicious acts such as theft or destruction of intellectual property, abuse 
by insiders, and unauthorized access to information that results in a loss 
of data integrity and confi dentiality, as well as malware threats such as 
viruses, spyware, worms, and Trojans. These cyber attacks aff ect the trust 
of cyber users and, as such, lead to apprehension about using the Internet 
as a means to conduct transactions.

Philosophers when discussing ‘trust’ frequently refer to the party which 
displays trust in another as making itself vulnerable to the other party’s 
behavior. In other words if you trust somebody then you are accepting 
that while it is a theoretical possibility it is not a realistic probability that 
they will act in a manner that would disadvantage you.

The concepts of trust and security have attracted a great deal of attention 
in recent management literature. There has been discussion of what trust is; 
what it means, its impact on online activities, its contribution to the diff u-
sion of activities in cyber space, and so on. Much of the literature has been 
in the organizational behavior fi eld. More importantly, there has also been 
a growing use of the concept of trust in Internet- based businesses.

The term ‘trust’ is used by people concerned with information security 
and cyber space; the most popular domain for its usage has been research 
regarding authentication and the infrastructure for public key technology 
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in a networked environment. The issue of how to exchange public keys and 
their certifi cations over the Internet has been important to the creators and 
users of public key application. However, the broader, more traditional 
usage of the word – beyond the specifi cations of certifi cation formats for 
public keys – has increased with the rise of cyber activities.

Even though the term ‘trust’ is used, it is rarely defi ned; trust is defi ned, 
in part, by Webster’s Dictionary as,

1. fi rm reliance on the integrity, ability, or character of a person or thing;
2. reliance on the intention and ability of a purchaser to pay in the future.

Both of these defi nitions speak to the commonsense understanding of 
trust. If I trust you, I am relying upon a quality or attribute of something, 
or the truth of a statement. It also hints at a logical treatment that could 
apply toward understanding trust in a relationship.

Trust is ‘a state involving confi dent positive expectations about  another’s 
motives with respect to one’s self in situations entailing risk’ (Boon and 
Holmes, 1991: 194) and thus is an orientation toward others that is beyond 
rationality (Lewis and Weigert, 1985; Tyler and Kramer, 1996) because it 
increases one’s vulnerability to opportunistic behavior (Cummings and 
Bromiley, 1996; Zand, 1972). In the same vein, McAllister explains trust as 
‘the extent to which a person is confi dent in, and willing to act on the basis 
of, the words, actions, and decisions of another’ (1995: 25), and he empiri-
cally identifi es cognitive-  and aff ect- based trust as separate constructs. 
This combination of views and fi ndings provides us with a defi nition of 
trust between individuals (i.e. interpersonal trust).

However, trust also occurs at the level of the organization (organi-
zational trust), and has empirically been found to be diff erent from 
interpersonal trust (Doney and Cannon, 1997). Zaheer et al. describe 
organizational trust as ‘the extent to which organizational members have a 
collective trust orientation toward the partner fi rm’ (1998a: 143). This defi -
nition closely matches the understanding of macro- level trust in sociology. 
For example, Coleman clarifi es trust at the macro level as being ‘a gener-
alization of the two actor system of mutual trust, but [it] involves a greater 
number of actors’ (1990: 188). Coleman also argues that there is some kind 
of feedback between the macro and micro, and micro and macro, levels.

Management research on organizational trust is largely in agreement 
that it is benefi cial for performance, but the results of research on interper-
sonal trust are less clear. For example, Chow and Holden’s (1997) research 
off ers strong support for the signifi cance of interpersonal trust, whereas 
Zaheer and colleagues (1998a, b) discovered that its function was less 
important than that of organizational trust. It is clear that more theory is 
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needed before the importance and eff ects of trust are more fully realized 
and distinguished.

Emerging empirical evidence, however, lends support to McAllister’s 
(1995) fi nding that trust has both cognitive-  and aff ect- based dimensions 
(Johnson et al., 1998; McAllister, 1995). Cognitive- based trust refl ects 
technical competency and a fi duciary obligation to perform (Butler, 1983) 
and is based on predictability, past behavior, dependability, and fair-
ness (Rempel et al., 1985). It relies on a rational evaluation of another’s 
capability to carry out obligations. Unlike cognitive- based trust, aff ect-
 based trust is ingrained in emotional attachment and thoughtfulness and 
concern for the other party’s well- being (Lewis and Weigert, 1985). There 
is an intrinsic value to the relationship itself and a conviction that the other 
party feels the same way (Pennings and Woiceshyn, 1987; Rempel et al., 
1985).

The importance of trust in the use of the Internet as a means to transact 
business or a means of communications deserves special attention. The 
physical separation of the buyer and seller, the physical separation of the 
buyers and the merchandise, and the overall environment of perceived 
insecurity on the Internet provide unique challenges to Internet- based 
businesses to fi nd ways in which to initiate and develop these cyber space 
relationships. Based on these limitations, the seller must develop a trust-
worthy relationship in order to make that initial sale, thus fostering cus-
tomer loyalty.

The lack of physical presence of the product and the physical distance 
between the buyer and seller, make this a unique situation in which trust is 
of paramount importance. The development of this trust evolves over time 
as relationships grow between both parties. The pace at which customers 
are becoming connected to the Internet and the rate at which purchas-
ing over the Internet is becoming conventional provide Internet- based 
businesses with greater opportunities in electronic commerce exchanges. 
Business, as conducted online, is positioned to pump up in the next few 
years. Conventional marketing models, however, may not be suffi  cient to 
explain consumer behavior online. Such diff erences between store retailing 
and online retailing include the physical separation of the buyer and seller, 
the absence of a salesperson, the separation of the product and the buyer, 
and the ability of marketers to immediately update product, price, and dis-
tribution information. These diff erences represent threats to e- marketers 
that must be overcome for consumers to initiate a purchase online.

Consumer loyalty is emerging as the marketplace currency for the 
twenty- fi rst century. Marketers desire and seek it through building rela-
tionships with customers, yet it remains elusive. To acquire and hold 
this elusive currency would require a deep understanding of processes by 
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which consumers maintain relational exchanges with providers, and how 
these processes in turn infl uence loyalty. This is especially the case for 
services as their inherent intangibility, heterogeneity, and performance 
ambiguity pose challenges for forming and sustaining customer service 
provider relationships. Although this issue has received signifi cant atten-
tion in the literature, some critical gaps remain.

First, the literature has tended to view consumer relationships from the 
perspective of the marketer/service provider. Few researchers have used 
the consumers’ perspective to examine relational exchanges. Likewise, 
much theoretical work for understanding relational exchanges in service 
contexts has been shaped by conceptualizations of exchange mechanisms 
involving inter- organizational partners (Berry, 1995). By contrast, theo-
retical work for inquisitive relational means from a consumer’s perspec-
tive is not there. Thus, Buttle (1996) states that customers have no say in 
relationship marketing, and since relationships are intrinsically two- sided, 
this unbalanced focus is awkward.

Second, the limited research that exists has tended to attack mainly either 
the economic or psychological approach; as such, integrative endeavors 
have been lacking. For instance, researchers have had some success in 
using the economic principles of agency theory to understand contracts 
between consumers and providers (Casson, 1997). Equally, psychological 
approaches have tended to look at the role of consumer–provider trust 
in promoting relational exchanges and building trust (Garbarino and 
Johnson, 1999). Although both approaches have provided interesting 
fi ndings, little attention has been given to how the economic and psycho-
logical approaches might work together to shape and infl uence consumer 
trust and loyalty in relational exchanges.

There is little doubt that the Internet provides enormous potential 
benefi ts for consumers worldwide. Wider choice ranges, lower prices, and 
entirely new products have become available in many product categories 
such as books, CDs, and travel packages, to consumers who are physically 
far away from the world’s centers of traditional commerce (Economist, 
1997). Amazon.com sells 20 percent of its books to foreign destinations 
(Hamel and Sampler, 1998). Although favorable pricing might be a neces-
sity to win orders by overseas customers, it may not be suffi  cient. Doney 
and Cannon (1997) label trust as an order qualifi er for purchase decisions. 
That is, in order for a consumer to place an order, the consumer must trust 
the merchant fi rst. Trust is a belief or expectation that the word or promise 
of the merchant can be relied upon and the seller will not take advantage 
of the consumer’s vulnerability (Geyskens et al., 1996). Trust is a critical 
factor in any relationship in which the trustor (for example, consumer) 
does not have direct control over the actions of a trustee (for example, 
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merchant or store), and there are possible negative consequences of one 
party not fulfi lling its promises (Deutch, 1958; Mayer et al., 1995).

Quelch and Klein (1996) speculate that in the early stages of Internet 
development, trust is a critical factor in stimulating purchases over the 
Internet. Keen (1997) warns that trust is not only a short- term issue 
but the most signifi cant long- term barrier for realizing the potential of 
Internet marketing to consumers. An experiential survey of US- based 
online surfers, new to Internet- based shopping, found the shoppers fasci-
nated by international shopping opportunities on the Web, but they were 
skeptical about actually purchasing from overseas sites (Jarvenpaa and 
Todd, 1997). Others report widespread distrust among consumers about 
Internet- based merchants.

Consequently, the role of trust throws up some uncertainties about 
Internet consumer merchandising. Consumers are unlikely to support 
electronic stores that fail to create a sense of trust. Trust can only exist if 
the consumer believes that the seller has both the ability and the motiva-
tion to deliver goods and services of the quality expected by the consumer. 
This belief may be more diffi  cult for an Internet- based business to create 
than it is for a conventional business. In cyber space, providers depend on 
an impersonal electronic storefront to act on their behalf. Additionally, 
the Internet lowers the resources required to enter and exit the market-
place. Internet- based businesses might be considered fl y- by- night as there 
are fewer assurances for consumers that the retailer will stay in business 
for some time. In traditional contexts, a consumer’s trust has been found 
to be aff ected by the seller’s investments in physical buildings, facilities, 
and personnel (Doney and Cannon, 1997). E- tailers thus face a situation 
in which consumer trust might be expected to be inherently low, and as 
such certain strategies have to be developed and adopted to increase the 
level of trust in Internet- based businesses.

THREAT OF CYBER CRIME IN THE FINANCIAL 
SECTOR

The banking sector environment is especially vulnerable to a wide range 
of cyber threats. Those in charge of information security have been invest-
ing signifi cant resources into the implementation of diverse technologies 
designed to protect both data and information technology (IT) infrastruc-
ture from those threats. All of these investments can serve an important 
role in safeguarding today’s highly IT- dependent fi nancial institutions but, 
by themselves, they are insuffi  cient. In fact, over- reliance on security tech-
nology can put a fi nancial institution at risk because a large percentage of 
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information security breaches are in reality the outcome of fl awed human 
behaviors, rather than hardware or software weaknesses.

The job of the regulatory agencies in these countries, dealing with devel-
oping, enacting, and dictating rules and directions to cover all types of 
institutions, utilizing all kinds of technology to varying degrees, becomes 
a challenge. Major trends aff ecting the security issue in banking and fi nan-
cial institutions in emerging/developing countries are: (1) the increased 
complexity and coverage of technology; (2) the expansion of the number 
of fi nancial institutions utilizing cutting- edge technologies; (3) the steady 
increase in the number of cyber users, especially in conducting fi nancial 
transactions; and (4) the lack of laws dealing with cyber crimes.

The electronic distribution of retail banking services emerged with the 
inauguration of automated teller machines (ATMs) by Barclays Bank 
in 1967 (Ba´tiz- Lazo and Wood, 2002; Ba´tiz- Lazo and Wardley, 2007). 
A marked proliferation of electronic banking occurred in the 1990s due 
to the spread of the Internet. It did not take banks long to realize the 
potential of the Internet as a medium to increase their depth and breadth 
of services, while at the same time reducing cost. The fi rst bank to adopt 
online transactions was California- based Wells Fargo in 1995 and the 
establishment of the fi rst virtual branchless bank, Security First Network 
Bank, occurred during the same year (DeYoung et al., 2007).

The main driver behind Internet banking is the massive benefi ts it off ers 
to customers and businesses. A number of studies undertaken by research-
ers mainly in developed countries (the US, Spain, and Italy) show a posi-
tive relationship between banks’ fi nancial performance, the adoption of 
online banking, and the provision of online services (DeYoung et al., 2007; 
Hernando and Nieto, 2007; Hasan et al., 2005). In addition to the reduc-
tion of operational expenses, these studies found that the creation of an 
alternative distribution channel provides banks with the opportunity to 
increase their revenues by selling additional fee- based services.

The diff usion of cyber banking is slowed by a number of impediments, 
mainly security in cyber space. When one considers banking in cyber 
space, customer trust is absolutely vital and paramount; and, currently, 
this trust is being focused more and more on technology- centered services. 
Examples of issues associated with using cyber space to conduct banking/
fi nancial activities include, but are not limited to, concern over the hacking 
of passwords, theft of personally identifi able information (PII), gaining 
access to a person’s bank account number and credit card number, and so 
on. It has to be emphasized here that in moving forward trust will be about 
ensuring the customer’s investments, data, and identity are protected.

With respect to the state of the regulatory environment, the modus oper-
andi for agencies is playing catch- up at this point. Cyber crime laws and 
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regulation, especially when it comes to the fi nancial/banking sector, are 
not moving at the same pace as the technological advancement that has 
taken place within the past ten years. More and more banking services and 
transactions are moving away from the physical bricks- and- mortar space 
to embracing a new business model based on the philosophy of a customer 
gaining access to and utilizing his or her fi nances whenever and wherever 
he or she wants. Mobile banking and in general wireless data transmission 
appear like a target in the spotlight for cyber criminals. Advancement of 
Internet and computer technology has made cyber attacks easier for the 
attackers and worse for the victims. The size, extent, seriousness, and 
impact of technology- based fraud will continue to grow in the next few 
years. This will ultimately aff ect and shake customers’ trust.

The threat to banks and fi nancial institutions with online operations 
from Internet and cyber criminals was underlined in February 2008 when 
a number of Swedish hackers in the middle of planning an online robbery 
of a bank were arrested after having failed to steal millions from another 
bank the previous year. The attack was a reminder of the January 2007 
online attack by Russian hackers who broke into a Swedish bank and 
made away with more than US$1 million through the use of a Trojan 
horse program; a program that seems genuine but executes some criminal 
activities when it is run (Krebs, 2008).

In September 2007, Deloitte surveyed 169 worldwide fi nancial institu-
tions on operational security and reported that standard, basic security 
measures such as encryption, access control, and network security are 
insuffi  cient at protecting banking and fi nancial institutions’ online opera-
tions. The survey determined that 27 percent of respondents had become 
victims of security breaches in their international operations in 2007. 
Accordingly, foreign banks, especially those in Eastern Europe and Brazil, 
have applied more technologically based, radical measures to secure their 
online banking operations; it is indicated that, as a result, almost 100 
percent of Brazilian Internet banking depends on secure website protocols 
and uses two personal identifi cation log- in requirements.

Banks and fi nancial institutions in developing and emerging countries 
are in need of more support and help when it comes to security and legis-
lation. Security and data/information privacy, the global character of the 
provision of e- fi nance services, and entry by non- regulated new intermedi-
aries are challenges faced by the fi nancial regulators and fi nancial services 
industry. The online environment leaves all the operations of a fi nancial 
services fi rm susceptible to external and internal threats. Security of trans-
actions and data privacy are increasingly matters of concern for regulators 
worldwide. Moreover, such threats can exist internally within the organi-
zation. Pre- employment checks and security and continuous education 
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become all the more pertinent in today’s technology- intensive environ-
ment in which an employee can e- mail enormous amounts of information 
in a matter of seconds (Shahrokhi, 2008).

Cyber space has become a ‘playing fi eld’ for cyber criminals, and it is 
the fi nancial/banking sector institutions that off er online services to make 
it safe for consumers to transact online. A recent UK Parliamentary report 
on e- crime, titled Personal Internet Security, states that cyber banking 
fraud is one of the biggest problem areas of recent years. It also emphasizes 
that today’s cyber criminals are not just lone hackers but belong to highly 
skillful and specialized organized crime groups (House of Lords, 2008). 
The UK government report assigns responsibility for fi ghting online fi nan-
cial fraud unequivocally to the banks and other fi nancial institutions, con-
testing the point of view that cyber security is the primary responsibility of 
the user. Although the prevalence and cost of cyber crimes are thought to 
be enormous, no exact data on these costs exist. Cyber security provider 
VeriSign alleges that the level of bad traffi  c caused by cyber criminals 
(including denial of service (DoS) attacks, e- mail spam, and phishing) is 
reaching 170 times the basic level of Internet traffi  c; by 2010 it is predicted 
to be 500 times the basic level (Hawser, 2007).

Spamming refers to the sending of unsolicited bulk messages to users. 
Although various techniques exist, the most common is e- mail spam. Cyber 
criminals send out millions of e- mails to users, often including advertise-
ments for services and/or products with malicious viruses attached to 
them. The fi rst spam e- mail appeared in 1978, but the frequency and 
maliciousness of spam have increased dramatically since.1 Today, e- mail 
provider organizations report that as many as 85–90 percent of all e- mails 
are spam. With respect to where spam originates, in 2007 the main sources 
were the US (19.6 percent of the recorded total), China (8.4 percent), and 
South Korea (6.5 percent).2

Last year (2008) was full of stories of cyber criminal activities all around 
the world, with hackers, spammers, and phishers causing chaos, and, in 
some cases, confusion on computer systems and consumers, causing credit 
and debit fraud numbers to soar. Experts and law enforcement offi  cials 
worldwide who hunt down cyber crimes state that scams increased in the 
last half of 2008, as criminals took advantage of economic uncertainty 
and unease to attack both consumers and businesses. Cyber criminals are 
sending out false e- mails and putting up bogus websites pretending to be 
banks, mortgage- service fi nancial institutions, and even government agen-
cies. Mobile phones and Internet- based phone services have also been used 
to identify and attack victims, with the objective of stealing money or gaining 
information for identity theft. Cyber off ensives on many banks doubled in 
the last half of 2008 in developed as well as emerging/developing countries 
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around the world, including Mexico, Taiwan, and Brazil. Although most of 
these institutions are protected by computer and network security defenses, 
such as spam fi lters and fraud- detection systems, that still leaves potentially 
millions of victims. Until recently, most cyber crimes were dispersed, with 
spam e- mails sent indiscriminately to thousands of computer users at once. 
Currently, criminals are beginning to identify specifi c targets through prior 
research, a tactic called ‘spear phishing’. In these attacks, e- mails are tar-
geting offi  ces of wealthy families or their corporate money managers, for 
instance. Potential victims and/or their companies are addressed by name, 
and an e- mail seems to be coming from an associate.

A more recent study, the only one of its kind, by the University of 
Michigan, shows that 76 percent of online banking websites have at least 
one design error that could direct users to make what are considered ‘bad 
security decisions’. The Michigan State study of online banking plans in 
214 US fi nancial institutions focused on the recurrence of fi ve widespread 
design fl aws that were documented in a previous pilot study. These fl aws 
are not the symbolic software bugs that can be fi xed with a patch, but they 
become apparent in websites that are designed by security experts and 
developed with the latest security protocols, such as Socket Security Layer 
(SSL), and can inadvertently make it easy for users to expose sensitive data 
to cyber criminals. The fi ve reported fl aws along with the frequency (in 
parentheses) of their occurrence are described below:

1. Content information/security advice on insecure pages (55 percent). 
Here the criminal only spoofs or alters the page, substituting bogus 
numbers for the customer service phone numbers. A cyber criminal 
might establish a fake customer service number with the dishonest 
intention of later collecting information from a customer when he/she 
calls in response to a false message informing the user of the need to 
reset his/her password, for instance. The user, taking for granted that 
the information is safeguarded, gives whatever information he/she is 
asked to supply. The study claims that the main design fl aw here is 
overlooking the well- known security principle of protecting not only 
the data distribution channel, but also the environment used to create 
the session keys for the channel.

2. Presenting secure login options on insecure pages (47 percent). In this 
case, a domain name hijacker can impersonate the entire page, while a 
trusting user might not realize the nonexistence of a secure option, and 
will not be cognizant of the security risk caused by having protected 
and unprotected portions on the same page.

3. E- mailing security- sensitive information insecurely (41 percent). This is 
the basis of phishing attacks.
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4. Break in the chain of trust (30 percent). If a website declares that it is 
SSL- protected, a user will likely trust its security; but the trust issue 
can have more understated aspects. Several sites analysed by the 
Michigan University team started a user’s Web navigation off  on the 
right track, but for some transactions the program redirected users 
to a site with diff erent company names on the URL from the signed 
security certifi cate.

5. Inadequate policies for user IDs and passwords (28 percent). The most 
popular IDs are the user’s e- mail address and user’s Social Security 
Number (SSN); both present a security risk for the user. E- mail 
addresses are straightforwardly gathered from the Internet; cyber 
criminals do this all the time. A US SSN is easy to calculate: each has 
only nine digits within the range of 0–9. The risk is diminished if users 
are asked and mandated to change their passwords to more secure 
ones.3

Financial systems do not operate in a void and independently of 
external and internal environmental factors; instead, their execution 
and success depend on a suitable enabling environment, whose mecha-
nisms include a sound and eff ective contractual structure that properly 
defi nes and enforces creditor and debtor rights; an effi  cient information 
framework, including accounting and auditing standards, and operative 
measures for debtor and collateral information sharing; satisfactory mac-
roeconomic management, including a sensible fi scal policy, a clear and 
trustworthy monetary policy, and effi  cient government bond markets; 
and eff ective practical oversight, including a well- functioning safety net. 
Certainly, it is the enabling environment that is directly aff ected by policy; 
given the impact of size and externalities, important elements of fi nancial 
development may be delayed in smaller economies, relative to bigger, well-
 established countries at similar levels of economic development (Beck et 
al., 2008).

TYPES OF CYBER CRIME IN FINANCIAL 
INSTITUTIONS

Cyber crimes are no longer the work of a teenage hacker creating viruses 
and worms from his basement; it is a fl ourishing industry. Now, the US 
Federal Bureau of Investigation (FBI, 2008) reports that, for the fi rst time 
ever, revenues from cyber crime have exceeded drug traffi  cking as the 
most lucrative illegal global business, estimated at more than US$1 trillion 
annually in illegal profi ts; technological advancements in ICT have helped 
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this to fl ourish. Sophisticated password- stealing Trojans and keyloggers 
designed to discreetly sit on a user’s computer and send important infor-
mation and data into remote foreign servers have replaced viruses and 
worms.

Malware is frequently distributed through malicious links sent via e- mails, 
directing people to an infected website. Security experts have recently seen 
a rise in malware attacks on legitimate, but vulnerable website, which stay 
for a short period of time before they are identifi ed and removed. Usually, 
the victims are people encouraged to click malicious links by some kind 
of appealing social engineering tactic sent through e- mail. Some of the 
widespread tactics consist of malicious eVites or e- cards, and links to web-
sites or videos imitating high- profi le events. Chinese cyber criminals have 
become experts at the art of creating eff ective social engineering techniques 
with widely targeted messages using biographical data collected from the 
various sources. In no time, an infected computer becomes part of a larger 
network used to distribute malware to other systems.

Cyber criminals are working very hard on fi nding techniques to evade 
most traditional security procedures by creating malware that sidesteps 
the antivirus programs.

The Council of Europe Convention on Cyber Crime of 2001 defi nes 
cyber crime in Articles 2–10 on substantive criminal law in four diff erent 
categories: (1) off enses against the confi dentiality, integrity, and avail-
ability of computer data and systems; (2) computer- related off enses, (3) 
content- related off enses; and (4) off enses related to infringements of copy-
right and related rights.

In many emerging and developing countries, content- related off enses 
such as copyright infringements, racism, xenophobia, and child pornog-
raphy may normally not be defi ned, categorized, and/or understood as 
cyber crimes. Copyright infringements are based on civil agreements and 
contracts and are not traditionally criminal off enses; these will very often 
be enforced through civil remedies due to their many complicated issues. 
Child pornography has always been classifi ed as criminal.

Massive and coordinated attacks against the information infrastructure 
of a country are a serious cyber crime. As an example, one can refer to 
the coordinated cyber attacks against critical information infrastructure 
in Estonia from 27 April to 18 May 2007. The severity of those attacks 
increased as time passed; at the start, the attacks were relatively simple 
Denial of Service (DoS) attacks against government organizations, web-
servers, and Estonian news portals; then much more sophisticated, massive 
(use of larger botnets) and coordinated attacks took place. The most 
serious were the distributed denial of service (DDoS) attacks against some 
of the critical infrastructure components, against data communication 
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network backbone routers, and attacks against domain name service 
(DNS) servers; these led to interruptions in data communication backbone 
networks. On 10 May 2007, attacks targeted two Estonian banks. For one 
of them the attack lasted for almost two days and Internet banking services 
were unavailable for an hour and 30 minutes. For several days, restrictions 
aff ected the access of Internet banking services from foreign countries.

The following section covers the most popular types of cyber criminal 
activities and tools.

Social Engineering

An expanding practice to violate information security that involves social 
engineering in which victims are tricked into revealing confi dential infor-
mation to perpetrators for illicit fi nancial gains (Mitnick and Simon, 2002). 
Workman et al. (2008) created a comprehensive model of social engineer-
ing factors which were tested empirically. While information security man-
agers must certainly use technology to prevent malevolent interloper or 
internal users from hacking their way into vulnerable systems, they must 
also act aggressively to ensure that bank employees do not unintentionally 
compromise sensitive data.

Phishing

The term ‘phishing’ is a short form of ‘password harvesting fi shing’ and 
refers to a particular method of online identity theft. The cyber criminal, 
usually posing as a fi nancial institution, sends spoof e- mails to a number 
of possible victims requesting verifi cation or an update of their account 
details. The link incorporated in the e- mail redirects the recipient to a 
counterfeit webpage designed by the cyber criminal, which closely rep-
licates that of a legitimate fi nancial institution. Once the account details 
are disclosed, the cyber criminal will use them fraudulently to enrich 
himself/herself. It has been estimated that the response rates to this kind 
of spam e- mail range from 0.5 percent to 4 percent (Bielski, 2004). This 
fact is disturbing, given the frequency with which the phishing attacks 
are unleashed. Symantec (2007) reports that in the fi rst half of 2007, its 
software blocked over 2.3 billion phishing messages. Some of the more 
complex phishing attacks have proven capable of circumventing complex 
two- factor authentication systems.4

In 2008, the fi nancial services industry saw an increase in the numbers 
of phishing attacks that is expected to continue in the future, includ-
ing sophisticated spear phishing (aimed at a specifi c company) and rock 
phish (multiple domain) attacks. The Anti- Phishing Working Group 
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reports that the fi nancial services sector continues to be the most aff ected 
sector; with more than 90 percent of attacks being directed at fi nancial 
services. Further, one area of growth for phishing attacks is ‘smishing’ 
or SMS (short messaging system) phishing, where phishing messages are 
sent over cell phones via text messages. This will cause confusion among 
online banking users, especially those using mobile banking services. This 
type of attack will pose credibility and trust issues, and will impact banks 
with mobile banking services, especially as more and more customers use 
these services. Phishing goes through a life cycle; the Financial Services 
Technology Consortium (FSTC) describes this cycle as a process consist-
ing of six stages, namely Planning, Setup, Attack, Collection, Fraud, and 
Post- Attack (Wetzel, 2005).

Gartner estimated that 2 million people had been enticed to release 
their sensitive information (Ollman, 2004). Another emerging trend 
is phishing attacks via Internet Relay Chat. An eff ective method for 
deterring such phishing attacks is to adopt authentication of incoming 
e- mails. Mechanisms such as Sender Policy Framework, DomainKey, and 
SenderID have been suggested for providing authentication; making use 
of alias e- mail addresses is also useful for minimizing the consequences.

Another channel of phishing attacks is via bogus websites. In this case, 
phishers fi rst build a website which looks very similar to that of a trusted 
third party and then invite the general public to log on to the bogus site by 
giving away confi dential information for verifi cation. In order to combat 
this attack, it is important to ensure that the digital server certifi cate exists 
for the site that is being visited. Measures such as trusted path- ensured 
browsers are also useful to deter such phishing attacks (Dhamija et al., 
2005). After obtaining users’ confi dential information such as user name 
and password from an online banking website, phishers commit identity 
theft by impersonating the victim at the website of the bank they mimic. 
Two- factor authentication in the form of a hardware security token, one-
 time password, and digital certifi cate, and zero knowledge proof are eff ec-
tive in deterring identity thefts.

Spyware

Spyware is considered one of the most dangerous threats to Internet users 
since spam, yet most users do not even know spyware is on their personal 
computers. Spyware makes its way into the computer without the user’s 
knowledge and steals the information as if it were a spy. A user can unsus-
pectingly install it even if he or she observes normal computer usage. 
Some kinds of spyware are benign but some are viciously planned to steal 
specifi c information.
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Spyware categories are varied; the fi rst category is related to advertis-
ing displays, where installed modules display ads by various means to the 
computer user. They show ads that are embedded with code to automati-
cally redirect users to a diff erent webpage or install software on a user’s 
computer without their knowledge. The latest scheme is referred to as 
‘cookie surfi ng’, where a window pops up at off - screen coordinates so it is 
not visible to the user; this is embedded with a code designed to intercept 
clicks on the advert to redirect the user to purchase the advertised item 
through alternate channels (Edelman, 2006).

The next category is automatic download software, which requires 
no interaction with the user. These ‘Driveby download’ programs are 
installed without the user’s knowledge or consent, either by a compromised 
webpage or malware placed on the system by other means. Trojan droppers 
are intended to drop on to a system, unpack and install Trojans and other 
executables, and then delete themselves (Anti- Spyware Coalition, 2006).

The third type of spyware is the autonomous ones. These are programs 
run outside of the browser that are activated at system startup with the 
security access rights of the current user. They may operate as remote 
control programs, keyloggers, e- mail, packet sniff ers, and more. These 
programs may modify operating system settings, fi les, or functionality. 
Some modules also disable protective software such as anti- virus/spyware 
programs (Hackworth, 2005).

The fourth group of spyware is browser hijackers; these are modules 
that change Web browser settings and aff ect browsing activities. This type 
of program changes browser security settings to compromise security and 
redirects users when they attempt to visit certain sites. Some modules even 
change user Internet connection preferences (Hackworth, 2005).

Keyloggers record the sentences and commands that the user inputs 
into the computer. There have been an increasing number of cases where 
this software is used to steal personal information, including the user’s 
name, account number, PIN, and e- mail address. These programs record 
users’ keystrokes, including passwords, personal data (name, address, ID 
no.), and fi nancial information (bank accounts, credit card numbers) to 
send to an external server. The personal information may be used directly 
by the person who collected it, for purposes such as identity theft, or sold 
to information brokers for widespread use (Edelman, 2006).

Another group of spyware falls under the category of tracking software. 
The spyware distributor, or an agent, uses third- party cookies or other 
means to keep track of a user’s Web browsing behavior and page visits. 
Tracking software may also record keystrokes, perform ‘screen scrapes’, 
and harvest passwords and personal information to send to an external 
server (Edelman, 2006).
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ATM Frauds

There are a number of frauds associated with Automatic Teller Machines; 
these include skimming, peeping at an ATM, and having an imposter at 
an ATM. Skimming is a scam where the magnetic data on the cash card or 
credit card are illicitly read stealthily in order to make a counterfeit copy 
of the card. This does not steal the card itself but only the information; in 
most cases, the victim does not notice it until cash is withdrawn from his/
her account. Criminals install a skimming device to the ATM which elec-
tronically records the customer’s debit card number and a small camera in 
the device video records the ATM keyboard as the customer enters his or 
her password. The criminals then download the information to a computer 
and send it to an e- mail account, most probably in one of the black market 
areas; the fraudsters then receive an e- mail in return attaching a list of bank 
debit card numbers and passwords. It is expected that until fi nancial insti-
tutions and credit card companies roll out either a contact or contactless-
 based smart card infrastructure, there won’t be a great reduction in the 
amount of fraud being perpetrated against consumers (Bruene, 2009).

Peeping, also called ‘shoulder surfi ng’, involves cases where the user’s 
PIN is stolen by peeping from behind the ATM; this crime is on the rise. 
There are even cases where a camera is secretly placed on the ATM.

With the imposter ATM scam, the fraudster impersonates a bank clerk 
or guard to deceive a customer using an ATM. Typical cases are where the 
imposter pretends to help an elderly user operate an ATM, and asks for 
the PIN.

The organization and sophistication of criminals are increasing, and so 
is the sophistication of their attacks. A focused approach targeting preci-
sion attacks on an institution’s customers is the new scheme cyber crimi-
nals have adopted. Cyber criminal groups are compiling huge amounts of 
data in order to get consumers to share account information with them. 
This allows them to entice those customers to ‘give up the goods’ by 
divulging enough information so they feel comfortable with the scam.

Denial of Service

Another especially painful crime to online banking/fi nancial institutions 
is the denial of service, or distributed denial of service attack. The archi-
tect of the attack directs a large number of computers to concurrently 
send communications to a bank’s Web server. This fl oods the server with 
so much traffi  c that it cannot fulfi ll its legitimate user requests. The site 
becomes inaccessible to customers, shutting down the business. This can 
be very expensive in the banking/fi nancial industry. A downed brokerage 
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fi rm can lose US$6.4 million per hour (Johnson- Edwards, 2005). Smaller 
fi nancial institutions are actually more susceptible to these kinds of 
attacks, especially, ‘pure click’ ones. Online gaming sites present a well-
 known example of main DDoS targets. What is interesting to note here 
is that when targeted, most of these entities are reluctant to contact law 
enforcement, even those based in countries (unlike the US) where online 
gambling is legal, fearing a tarnished reputation.

Cryptovirology

This is a type of cyber extortion, whereby a ransom- ware program such as 
Trogan.Pgpcoder searches an infected fi nancial institution system’s hard 
drive and encrypts all common fi le types (.db2, .doc, .htm, .txt, .xls) on 
the system. It then leaves a text message instructing the institution how to 
contact the hacker to buy the key to unlock them (PC Magazine, 2005). 
The idea of cryptovirology, off ensive encryption, is not something new.

Insider Threat

This is one of the most dangerous and often ignored threats that fi nan-
cial institutions are going to face in the coming years. During economic 
downturns, employees are going to be more tempted to steal inside data, 
to sell it or use it for their own purposes. The insider threat will be more 
widespread where there is more despondent players around badly secured 
data and information. Appropriate checks and balances of all employees, 
suppliers, and contractors will help reduce this threat, but as seen in the 
most publicized cases recently, such as the US$7.2 billion in fraudulent 
trades at the French bank Societe Generale, action by a tenacious insider 
is one of the toughest types to prevent.

Threats by insiders are real and not so uncommon; a survey conducted by 
the United States Secret Service, the CERT Coordination Center (CERT/
CC), and CSO magazine found that in cases where respondents could 
identify the perpetrator of an electronic crime, 20 percent were committed 
by insiders. The losses from crimes and security breaches conducted by 
insiders can be substantial because these people know exactly what to look 
for and where to look to obtain access to the fi nancial accounts or intel-
lectual property, and how to evade existing security measures. CERT has 
documented several cases where the costs, both tangible and intangible, 
were quite high. In one case, a technical employee of a defense contractor 
wrote a logic bomb that resulted in US$10 million in losses and the layoff  
of 80 employees. CERT/CC has published a report called ‘Commonsense 
Guide to Prevention and Detection of Insider Threats’ (cert.org 2008). 
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The information is based on the analysis of more than 150 known cases of 
malicious insider activities, how they were executed, and what could have 
helped to prevent them. It also contains trends and patterns in the various 
malicious activities, which fall into categories including insider IT sabo-
tage, fraud, and theft of confi dential or proprietary information.

Contractors and consultants pose equal risk to security of banking/
fi nancial institutions. Failing to recognize this security threat has already 
had serious consequences for many organizations, especially in light 
of two major business trends – outsourcing and remote connectivity. 
Outsourcing key corporate functions to low- cost providers and employee 
access to corporate resources from around the globe have decreased costs 
and increased effi  ciency. However, they have also led to the transmission 
and storage of sensitive data beyond the corporate fi rewall, extending the 
security perimeter to places beyond an organization’s control.

Insiders constitute a permanent threat; they have access to data, infor-
mation, and systems and they know how the system and its security work. 
Most bank thieves and large- scale corporate frauds, and many of the most 
notorious and impressive criminal attacks, involve insiders. Insiders are 
especially pernicious attackers because they are trusted. They have access 
because they are supposed to have access. They have opportunity, and an 
understanding of the system, because they use it – or they designed, built, 
or installed it. They are already inside the security system, making them 
much harder to defend against. In offi  ces, employees are trusted people 
given access to facilities and resources, and allowed to act –  sometimes 
broadly, sometimes narrowly – in the company’s name. In stores, employ-
ees are allowed access to the back room and the cash register; and cus-
tomers are trusted to walk into the store and touch the merchandise. 
Banks and fi nancial institutions could not operate without trusted people. 
Replacing trusted people with computers does not make the problem go 
away; it just moves it around and makes it even more complex. The com-
puter, software, and network designers, implementers, coders, installers, 
maintainers, and so on are all trusted people.

Identity Theft

Koops and Leenes (2006) were the fi rst to coin the term ‘identity- related 
crime’. As they defi ned it, this term embraces all criminal activities having 
identity as a target or a principal tool, and liable to be punished by law. 
However, there is no common, universally accepted defi nition of identity-
 related cyber crime, as it frequently includes many forms and kinds of 
crime such as identity fraud, identity theft, intellectual property abuse, or 
other related crimes (UNODC, 2007a, 2007b, 2008a, 2008b).
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The 2008 Kroll Report (krollfraudsolutions.com 2008) claims that up 
until October 2008, victims of identity theft were aff ected by four of the fi ve 
most common techniques; these involve opening new credit card accounts, 
using existing ones, opening new deposit accounts, and obtaining loans. In 
the past in the United States, fi nancial institutions have off ered assistance 
to victims but, with the new federal ‘Red Flags Rule’, proposed in 2006, 
the fi nancial institution must establish a written identity theft program 
with policies and procedures to protect the customer and the bank. This 
rule requires fi nancial institutions to verify the identity of those opening 
new accounts. They will also have to establish a list of ‘red fl ags’ to catch 
conditions that might indicate or facilitate identity theft. Staff  have to be 
trained to implement the Red Flags program. For credit and debit card 
issuers, policies have to be put in place to monitor and validate change- of-
 address requests and requests for additional cards.

Identity theft is the fastest- growing crime in the United States, aff ecting 
more than 55 million adults since 2000 and 8 million- plus in 2007 alone. 
Today data and information are the lifeblood of any fi rm or governmental 
agency, and as such must be protected, especially PII. Information clas-
sifi ed as PII includes, but is not limited to: (1) full name; (2) national ID 
card; (3) credit card number; (4) telephone number; (5) address; (6) e- mail; 
(7) fi nancial account number; and (8) face and fi ngerprint information. All 
of this is information which can help a criminal or someone malicious to 
identify a person when it is compiled together.

The world is seeing a steep rise in the incidence of identity thefts of all 
types, including phishing, pharming, and theft of corporate identity; in 
addition, one notices a rise in traditional fraud schemes, such as theft by 
employees, the use of fi ctitious prime bank instruments to deceive inves-
tors, and so on. The total number of data breaches in 2008 exceeded those 
reported in 2007 (ITRC, 2008). In 2007, 656 breaches were reported, 
as at the end of 2006; as of August 2008, the data breach total stood at 
449, the report by the ITRC states, adding that more incidents are either 
unreported or under- reported. In the United States, for instance, only 
three common states publish such information. In addition, there has 
been a steep increase in the frequency and volume of major data breaches. 
The Bank of New York Mellon Corp., for instance, admitted that a 
recent security breach involved 12.5 million customers, instead of the 4.5 
million it had originally announced had been aff ected. In another incident 
in February 2008, it lost a box of six to ten unencrypted backup tapes 
containing customer names, addresses, birth dates, and Social Security 
numbers while they were being transferred.

Identity theft rose by nearly 25 percent in 2008 in the United States, 
according to The 2009 Identity Fraud Survey Report by Javelin Strategy 
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& Research (2009). The report shows that the number of identity fraud 
victims increased 22 percent to 10 million people, at a total cost of US$48 
billion. With the tough economy, cyber criminals have become more des-
perate, and identity theft in the fi nancial services industry has gone up at 
an increasing rate (McGlasson, 2009). The report shows that because of 
identity fraud, 15 percent of all customers leave their credit card provider, 
17 percent leave their current bank or credit union, and 40 percent of 
people defrauded through a debit card look for other providers.

Identity- related cyber crime is on the rise, both in developed and 
developing countries. The twenty- fi rst century has witnessed a surge of 
identity- related cyber crimes which left tens of millions of victims around 
the world. Identity- related cyber crimes are carried out with ease when 
 compared with identity- related crimes in the bricks- and- mortar space 
(Smith, 2007); further, the negative consequences of identity- related 
cyber crime are much more damaging. The global disposition of criminal 
cyber activities and their connections to other criminal activities, such as 
fraud and money laundering, were described by UNODC as the crime of 
the twenty- fi rst century (UNODC, 2008a: para. 30). The most popular 
method of identity- related crimes is phishing, based on the use of social 
engineering and malware; this can take place through ‘pharming’, where 
crimeware is used to direct users to fraudulent sites or proxy servers, typi-
cally through DNS hijacking or poisoning; ‘SMiShing’, through the use 
of short messaging system (SMS) in cell phones; or ‘ViShing’, through the 
use of voiceover protocol (Acoca, 2008).

There are no systematic data and statistics on the incidence of identity 
theft; with the exception of the United States, international statistics on 
identity- related cyber crime are not systematically collected, analysed, 
or published. Countries like Australia and the United Kingdom have 
recently developed various reports on identity theft, which provide base-
 level statistics, but not on identity- related cyber crime. As with respect to 
emerging/developing countries, this kind of statistic does not exist. The 
eff orts of the UNODC core group of experts on identity- related crime 
(UNODC, 2008b) are laudable and it has to further specifi cally look into 
identity- related cyber crime and provide solutions for its prevention and 
the protection of victims.

It is essential that law enforcement agencies, businesses, consumers, and 
legislators understand the causes of data breaches, so they can be dealt 
with and the occurrence of these incidents minimized. It is only when one 
understands how data are exposed or stolen that one can avert further 
breaches through improved security procedures and safer information 
handling.

Lost laptops and other digital media containing consumer data lead 
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to 21 percent of data breaches, and 14 percent of breaches involve the 
accidental publishing of sensitive consumer data. Because these are acci-
dental occurrences, they are diffi  cult to prevent; however, banks can help 
minimize the likelihood with employee education (Morrow, 2008). In the 
United States, for instance, customer data theft by company employees 
accounts for 15.6 percent of data breaches; and approximately two million 
identity thieves are hired every year using stolen credentials because of 
poor background screening processes (Morrow, 2008).

The problem is not so much recognizing the nature and severity of the 
problem caused by cyber- facilitated frauds of all kinds, but understand-
ing just what to do to protect ourselves from them. Given the state of 
 economic uncertainty in the world, identity theft does not seem to be 
a policing priority for most countries; there are insuffi  cient numbers 
of trained personnel and specialists to deal with the amounts of fraud 
reported; consequently, a large number of reports dealing with identity 
theft go uninvestigated. In addition, some of the major frauds committed 
by employees and businesses go unreported or under- reported.

With the growth of online business, it has become common for users to 
disclose fi nancial and personal information about themselves on websites 
that let other users identify them. In many cases, this information is used 
to target advertisements and promotions directly to users. The increased 
reach and richness of information collection has led to increased levels of 
fraud, identity theft, spam e- mail, and junk faxes. The good news, though, 
is that the increase of international criminal activity in the form of iden-
tity theft and the like has been followed by an increase in court cases and 
judgments facilitated by the cooperation of international law enforcement 
agencies led by the United States. The face of cyber crime is global; in 2008, 
for instance, members of an international organized crime group operat-
ing a ‘phishing’ scheme in the United States, Canada, Pakistan, Portugal, 
and Romania obtained private information to use in a credit card fraud. 
Among the fi nancial institutions aff ected were Citibank, Capital One, 
JPMorgan Chase, Comerica Bank, Wells Fargo, eBay, and PayPal. In 
another incident, hackers were arrested for infi ltrating cash register termi-
nals at Dave & Buster’s restaurants in the United States to acquire credit 
card information, which was resold to others for criminal purposes. The 
hackers were prosecuted with the cooperation of the Turkish and German 
governments. A third case involves a Nigerian who installed a spyware 
program on a NASA employee’s computer to capture personal data, such 
as bank account numbers, Social Security number, driver’s license infor-
mation, home address, and passwords to various computer accounts, as 
well as to intercept private electronic communications. Another incident 
involves a global criminal ring who smuggled counterfeit luxury goods 
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into the United States from the People’s Republic of China. Valued at 
more than US$100 million, the counterfeit handbags, wallets, purses, and 
carry- on bags were labeled with such ‘name’ brands as Nike, Burberry, 
Chanel, Polo Ralph Lauren, and Baby Phat. The defendants paid more 
than US$500,000 in bribes to an undercover agent.

Operation Phony Pharm investigated the illegal sale of anabolic ster-
oids, human growth hormone, and other controlled substances over 
the Internet. Raw materials imported from China and manufactured in 
US, Canadian, and Mexican underground laboratories were distributed 
through a MySpace profi le and a website. Collaboration with Operation 
Raw Deal has resulted in the seizure of 56 steroid labs across the United 
States. The US operation took place in conjunction with enforcement 
operations in Mexico, Canada, China, Belgium, Australia, Germany, 
Denmark, Sweden, and Thailand.5

Three surveys will be mentioned here (Morrow, 2008); the fi rst is the 
empirical research conducted by the US Computer Emergency Response 
Team, which estimates that almost 40 percent of IT security breaches 
are carried out by people inside a company; perhaps the most common 
way for attackers to gain access to a network is by exploiting the trusting 
nature of employees. You can have the best technical system in place, but 
it is not eff ective if people aren’t educated about the risks. The second is a 
more recent survey conducted by Deloitte, which found that 75 percent of 
companies have not trained their staff  in the risks of information leakage 
or social engineering. And the third is based on research conducted by the 
Identity Theft Resource Center, which found that during the fi rst seven 
months of 2008, the number of data breaches grew by 68 percent versus 
the same period in 2007. The same study acknowledges that some inci-
dents are under- reported and multiple breaches are sometimes reported 
as a single event. The research shows that breaches are becoming more 
technology based; during 2008, electronic data breaches accounted for 
81 percent of the total, versus 19 percent which were considered paper 
breaches. The good news is that there is increased awareness of identity 
theft among people, so opening fraudulent accounts with other people’s 
information is becoming increasingly diffi  cult. The bad news is that 
because of this increased awareness, more fraudsters take over accounts 
instead of trying to open new ones.

All of these studies confi rm that our biggest threat is not from the 
outside; it is from within and we need to look no further than the recent 
event at Societe Generale to highlight the severity of this threat and its 
implications when lax security and poor password management gaps 
are exposed. In the case of Societe Generale, the second largest bank in 
France, you have the case of a trusted employee of six years who combined 
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the theft of his coworkers’ passwords with his knowledge of the bank 
system to perpetuate 7 billion dollars worth of fraud. However, Societe 
Generale is not alone; many stories are published in the press, as the three 
recent studies cited earlier indicate.

Another survey conducted in early 2008 by Websense.com (2009) found 
that more than 75 percent of UK workers using PCs at work admit copying 
data on to mobile devices at least once a week. The advice here is to use 
software to specify policies on what devices can be connected to the corpo-
rate network and what data can be downloaded. This should be enforced 
by the company and employees should be educated about why the policies 
are in place – or they will simply fi nd a way to work around them. You can 
advise what we call an ‘Acceptable Use Policy’ which spells out employees’ 
responsibility for network security, ensure it is signed by everyone, and 
that employees fully understand the risks and their responsibilities.

In February 2008, McAfee, Inc. reported on fi ndings from the fi rst 
global study on the security of information economies.6 The study ana-
lysed responses from more than 800 chief information offi  cers (CIOs) in 
the United States, the United Kingdom, Germany, Japan, China, India, 
Brazil, and Dubai; questions in the survey dealt with important informa-
tion such as sources of intellectual property, where it is stored globally, 
and how it is transferred and misplaced. The companies surveyed esti-
mated that they lost a combined US$4.6 billion worth of intellectual 
property in 2007 alone, and spent approximately US$600 million repairing 
damage from data breaches. Based on these numbers, McAfee projects 
that companies worldwide lost more than US$1 trillion in 2008.

This study is a wake- up call, especially in the existing environment of 
the current economic crisis; this will possibly lead to a global meltdown 
in vital information. Increased pressures on fi rms to cut costs and reduce 
staffi  ng, especially in the information/computer security area, have led to 
an increased opportunity for crime caused by weak security measures. 
The study calls for a corporate cultural change whereby companies would 
start looking at information security as a business enabler not as a cost 
center. The study further suggests that the ability to safely store data and 
information in the form of intellectual property is a key driver of security 
investment in Brazil, Japan, and China. The study reports that 60 percent 
of Chinese survey participants cited ‘safer storage’ as a reason for storing 
intellectual property and other sensitive information outside of their own 
country.

The study sheds light on the impact of the current fi nancial crisis on the 
state of securing intellectual property. Businesses are evidently concerned 
about the global fi nancial crisis and its eff ect on the security of critical 
information such as intellectual property. The McAfee study reports that 
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39 percent of respondents surveyed consider their intellectual property to 
be at risk given the current economic conditions.

The study also evaluated the commitment of the various countries to 
protecting critical information; the results suggest that emerging and 
developing countries are more enthused about protecting their valuable 
new wealth, as demonstrated by the money spent on protecting their 
intellectual property, than their Western counterparts. Results show that 
Brazil, China, and India spent more money on security than Germany, the 
UK, US, and Japan, combined.

It is becoming evident to executives and policy makers around the world 
that intellectual property is an emerging target for cyber criminals, as 
evidenced by the increased number of attacks by what are being referred 
to as cyber mafi a gangs. One trend shows that phishing techniques are 
becoming more and more sophisticated. Another trend highlights the 
danger of insiders and shows that employees steal intellectual property for 
the purpose of fi nancial gain and to improve their competitive advantage. 
A mounting number of employees, many executives believe; 42 percent 
of those who responded to the McAfee survey believe displaced employ-
ees constitute the principal threat to critical information. In addition, it 
appears that China, Pakistan, and Russia are still the main source of cyber 
threats for various legal, cultural, and economic reasons.

BASES FOR TRUST BUILDING

Some bases for trust building identifi ed in the relevant literature are reviewed 
in the following section. Competence (Blomqvist, 1997) is believed to be a 
basic and profound source of trust in asymmetric technology partnerships. 
Competence may be divided into technological, economic, and partnering 
competencies. It may be evaluated as a soundness of organizational strategy 
and vision of management. Ability to perform and reputation for partner-
ing are aspects of organizational competence as well. At the individual level 
competence is signaled in professionalism, capability to carry through, real-
istic judgment of a situation, and interpersonal skills. Already at the very fi rst 
meetings the professionalism of the counterpart is evaluated. Self- reference 
and double- contingent relationships mean that parties are able to refer to 
themselves and their competencies as actors of the system and dependent on 
other actors. Organizational and personal self- reference describe the actor’s 
ability to defi ne her/himself, and appreciate, evaluate, and communicate the 
complementary needs to other actors. A large company with strong NIH 
(‘not invented here’) may not be able to appreciate complementary knowl-
edge and resources. At an individual level the ability to tolerate dissimilarity 
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is needed in order to be able to enjoy the benefi ts of complementary (by 
defi nition dissimilar) actors. Equity (Das and Teng, 1998) is a profound 
base for cooperation. Open dialogue based on equity characterizes double-
 contingency relationships. Reciprocity is a vital manifestation for the devel-
opment of trust. At organizational and inter- organizational levels it may be 
enhanced through norms and values promoting reciprocity. Shared values 
promote synergistic social behaviors and organization- specifi c investments 
(Jones and George, 1998). Shared values and subsequent trust also increase 
a person’s will to stretch his/her roles in the organization. Resulting high 
personal involvement promotes joint eff ort. Identifi cation with a group 
increases expectations that others will reciprocate (Tyler and Kramer, 
1996). Social and character similarity breeds trust (Creed and Miles, 1996; 
Ladegard, 1997). Social similarity may be based on character, education, 
competence, and personality at the individual level. At the organizational 
level character similarity may be characterized by compatible organiza-
tional culture and values. In asymmetric partnerships, both personal and 
organizational dissimilarity may exist and cause inertia. Social dissimilarity 
in asymmetric partnerships may be managed with boundary- spanners able 
to cope with both worlds. Socialization and shared meaning (Zucker, 1986) 
create trust. Shared experiences and interaction at an individual level may 
enhance socialization. Building a wide interface and promoting partner 
visits may also enhance socialization.

Managerial philosophy refl ects an attitude toward economic life, which 
becomes visual via consistency of management behavior and organiza-
tional norms of, for example, honesty, openness, and keeping promises. 
It actualizes in management behavior, which should be refl ected very 
carefully in respect to its impact upon inter- organizational trust. At the 
individual level the propensity to trust involves the ability to accept risk 
and delegate as well as the will to communicate feelings and expectations 
openly. Organizational culture and values can be seen in consistency of 
organizational behavior, decisions, and values. Personal values are real-
ized in attitudes and emotions and fi nalized in made choices. In manage-
ment philosophy trustworthiness may be experienced at both cognitive 
(rational) levels of trust such as competence, fairness, or openness, and in 
aff ective (emotional) levels of experienced trust such as care and concern 
(see O’Brien, 1995).

Converging goals set jointly create trust and commitment (Das and 
Teng, 1998). Organizational structures may be quite diffi  cult for partners 
to identify and understand. In volatile industries like telecoms organiza-
tions are in the middle of a change and development process, which is 
refl ected in organizational structures. Some aspects of this change may be 
communicated without losing too- sensitive information. Organizational 
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structure and roles refer to the clarity and visibility of organizational 
structures to external parties and the authority of organizational actors to 
enact their roles. At the individual level role clarity brings predictability 
and role stretching creates a feeling of adjustment to needs. In order to 
create the suffi  cient feeling of openness and security necessary for trust to 
develop, the roles and relevant authority of large fi rm boundary- spanners 
should be made clear to potential partners.

Information and communication are perhaps the most common and in 
theory easy to manage sources of trust. However, in everyday life much 
distrust is created due to inappropriate communication of issues, feelings, 
intentions, and opinions. As argued by Zucker (1986), production of trust 
rests on a common base of knowledge, which increases the predictabil-
ity of partner behavior through shared meanings. Relevant information 
should be given promptly and frequently (O’Brien, 1995) and also some 
negative aspects should be revealed. In addition to fact- based information, 
information on feelings, intentions, and opinions should also be commu-
nicated. In successful communication, building trust and creating knowl-
edge, all these diff erent types of information exist. Sydow (1998) refers 
to multiplexity of network relations, meaning that organizational actors 
transact for a variety of reasons and exchange diff erent contents, that is, 
information and emotion. If a communicator is able to be clear and precise 
on an issue and simultaneously add and develop the dialogue, she/he is 
bound to develop a trusting relationship. Communication skills are espe-
cially important when natural socialization does not enhance trust build-
ing because asymmetric technology partners are working separately and in 
diff erent contexts or cultures. Concern (O’Brien, 1995) shows care and is 
an emotional basis for trust. If this is shown honestly in the form of proac-
tive information, advice, and social support, it may be a strong building 
block to trust. Openness and concern may be possible to the extent of not 
revealing proprietary information. Parties may be quite frank about their 
internal competencies and weaknesses (challenges). Informing of delays in 
schedules shows concern for the resource- constrained small party. In line 
with the above presented idea of organizational boundary- spanners with 
knowledge of both worlds, Zucker (1986) states the need to assign a ‘trans-
lator’ in order to gain access to highly specialized or idiosyncratic knowl-
edge. Security and stability (Creed and Miles, 1996) create trust. Thus 
communicating clear organizational roles and repeated contacts create 
trust through security. Individual boundary- spanners and organizational 
principles should converge in order to meet the expectations set for the 
organization (Sydow, 1998) Changes are evident but informing the other 
party of possible changes in advance will show concern and subsequently 
enhance security and reliability.
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Learning of mutual competencies and diff erences is bound to lessen the 
negatively experienced dissimilarity and thus increase mutual understand-
ing. Understanding enhances the ability to take the role of the other, an 
important source of trust creation (Jones and George, 1998). Thus trust 
could be enhanced by increasing education to accept diversity and by 
stressing the perceived similarities. Asymmetric partners may organize 
inter- fi rm workshops and seminars, where both parties present and work 
in teams. Informal settings may also increase understanding if partners 
are seen in a diff erent light. Asymmetric partnering may be easier if part-
ners have had personal experience (Creed and Miles, 1996) of the other 
context, for example, an entrepreneur had previously worked in a large 
fi rm (Blomqvist, 1999). Inter- fi rm adaptation (Das and Teng, 1998) is a 
sign of commitment, enhancing trust. Adaptation may be quite unusual 
in the large party of an asymmetric partnership. Transfer of key person-
nel could increase the motivation for adaptation and potentially enables 
some consideration for learning and best practices. Commitment is a con-
crete base for trust. Commitment may materialize in the relation- specifi c 
investments, for example, time and sense of urgency, of the key boundary-
 spanners and management. Reputation (Zucker, 1986; Creed and Miles, 
1996) is a focal source for trust both at organizational and at personal 
level. A reputation of a third party, that is, intermediaries, may be used 
for trust building (Zucker, 1986; Sydow, 1998). Internal norms, incentives, 
and threat of punishment may help to manage reputation.

NATIONAL CULTURE AND TRUST

Another antecedent of trust may be the cultural background of a con-
sumer. Societal membership socializes people early in life into a national 
culture with a set of values. These values infl uence what information is 
processed and found credible. In consumer behavior, cultural values have 
been shown to aff ect consumers’ motives, attitudes toward choices, inten-
tions, and behavior although there is a scarcity of empirical research on 
cross- cultural consumer behavior (McCort and Malhotra, 1993).

One dimension of culture is individualism–collectivism. Hofstede (1980) 
found this dimension to have the strongest variation across cultures. In 
individualistic cultures, individuals take precedence over the group’s cul-
tures, needs, values, and goals. In collectivistic cultures, the needs, values, 
and goals of the group take precedence over those of the individual. Those 
high on the individualism scale are characterized as self- reliant, com-
petitive, trusting of others, and focused on utilitarian views of exchange 
and competence. Because of the utilitarian view, others are trusted if the 
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circumstances suggest that it is in the other’s own interest to behave well. 
Individualism also promotes a trusting stance; one gets better outcomes 
assuming that others are reliable. Hence, individualists are much more 
likely to trust others until they are given some reason not to trust. By 
contrast, those high on collectivism are more likely to base their trust 
on relationships with fi rst- hand knowledge. Because of the emphasis on 
social relatedness and interdependence, collectivists are sensitive to the 
ingroup–outgroup boundary. Members of collectivist cultures are less 
likely to trust someone who is not part of their ingroup (Yamagishi and 
Yamagishi, 1994).

Some errors stemming from subtle language and cultural standards have 
become classic examples that are regularly used in training international 
businesspersons. General Motors could not understand why its Chevrolet 
Nova model was not selling well in Latin America until someone pointed 
out that no va means ‘it will not go’ in Spanish. Pepsi’s ‘come alive’ adver-
tising campaign fi zzled in China because its message came across as ‘Pepsi 
brings your ancestors back from their graves’. Another company sold 
baby food in jars adorned with the picture of a very cute baby. The jars 
sold well everywhere they had been introduced, except in parts of Africa. 
The mystery was solved when the manufacturer learned that food contain-
ers in those parts of Africa always carry a picture of their contents.

The cultural overtones of simple design decisions can be dramatic. 
In India, for example, it is inappropriate to use the image of a cow in a 
cartoon or other comical setting. Potential customers in Muslim countries 
can be off ended by an image that shows human arms or legs uncovered. 
Even colors or webpage design elements can be troublesome. A webpage 
that is divided into four segments or that includes large white elements 
can be off ensive to a Japanese visitor. Both the number four and the color 
white are symbols of death in that culture. Softbank, a major Japanese 
fi rm that invests in Internet companies, has devised a way to introduce 
cyber space to a reluctant Japanese population. The Japanese have resisted 
the US version of electronic commerce because they prefer to pay in cash 
or by cash transfer instead of by credit card, and they have a high level of 
apprehension about doing business online. In 1999, Softbank created a 
joint venture with 7- Eleven, Yahoo! Japan, and Tohan (a major Japanese 
book distributor) to sell books and CDs on the Web. This new venture, 
called eS- Books, allows customers to order items on the Internet, and then 
pick them up and pay for them in cash at the local 7- Eleven convenience 
store. By adding an intermediary – the exact opposite of the strategy used 
by US fi rms – that satisfi es the needs of the Japanese customer, Softbank 
plans to bring Internet- based commerce to Japan.

Some parts of the world have cultural environments that are extremely 
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inhospitable to cyber activities initiatives. For example, a report issued in 
1999 by Human Rights Watch stated that many countries in the Middle 
East and North Africa have been reluctant to allow their citizens free 
access to the Internet. The report notes that many governments in this 
part of the world regularly prevent free expression by their people and 
have taken specifi c steps to prevent the exchange of information outside 
of state controls. Saudi Arabia and Yemen, for instance, use proxy servers 
to fi lter content. Jordan has imposed taxes that put the cost of Internet 
access beyond the means of most Jordanians. Jordan also passed a 1998 
law that prohibited publications in any media that confl ict with the values 
of an Islamic nation.

In contrast, Algeria, Morocco, and the Palestinian Authority have 
not limited online access or content. In most North African and Middle 
Eastern countries, offi  cials have publicly denounced the Internet for carry-
ing materials that are sexually explicit, anti Islam, and that cast doubts on 
the traditional role of women in their societies. In many of these countries, 
Internet technology is so at odds with existing traditions, cultures, and 
laws that electronic commerce is unlikely to exist there at any signifi cant 
level in the near future.

Some countries, although they do not entirely ban cyber activities, have 
strong cultural requirements that have found their way into the legal codes 
that govern business conduct. In France, an advertisement for a product 
or service must be in French. Thus, a business in the United States that 
advertises its products on the Web and that is willing to ship goods to 
France must provide a French version of its pages. Many US electronic 
commerce sites include in their webpages a list of the countries from which 
they will accept orders through their websites. By limiting sales in this 
way, these companies hope to limit their exposure to legal liability in the 
excluded countries.

TRUSTWORTHINESS: COULD IT BE 
DEMONSTRATED?

‘It has been suggested that trust is one of the states that appear to have 
the property that they can only come about as the by- product of actions 
undertaken for other reasons. They can never, that is, be brought about 
intelligently or intentionally, because the very attempt to do so precludes 
the state one is trying to bring about’ (Elster, 1983: 43). It may be pos-
sible though to prove one’s reliability – which is sometimes a fi rst step 
toward gaining another’s trust. At a less philosophical level there is also 
the practical issue that the person who tries too hard to demonstrate their 
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trustworthiness often produces the opposite eff ect to that which they 
intended! Luhman has commented on the diffi  culty of convincing another 
that one is trustworthy, stating that where participants can infer that a 
process is being employed in order to build up trust ‘motives are unavoid-
ably put in question, and such questioning can easily turn into mistrust’ 
(Luhman, 1979: 43).

The global context of the Internet further challenges engendering trust 
in a consumer. From traditional marketing contexts, it is learned that con-
sumer trust is most readily developed when the consumer has a positive 
trusting stance in general, has had prior interactions with the merchant, 
interacts with a knowledgeable salesperson with similar or familiar back-
ground, is protected by strong social and legal structures, and expects to 
be patronizing the merchant for a prolonged period. When consumers are 
scattered around the world, these sources of trust are not readily available 
for the merchant to harness.

Moreover, the fundamental bases of trust might vary across nationali-
ties. Those consumers coming from individualistic countries might have a 
higher trusting stance in general and be more willing to base their trust in 
the merchant on factors that are inferred from an impersonal website than 
consumers from collectivistic countries. Dawar et al. (1996) found that 
personal and impersonal sources of information had diff erent impacts on 
individuals across cultures.

Jarvenpaa et al. (1999) developed and tested a theoretical model about 
the antecedents and consequences of trust in an Internet store. The model 
suggests that customers’ evaluations of stores’ reputation and size aff ect 
their trust in the store. In addition, Jarvenpaa et al. found that the degree 
to which consumers trust a Web store aff ects their perceptions of the risk 
involved in purchasing from the store and their attitudes toward the store. 
The study that Jarvenpaa et al. (1999) carried out in Australia was repli-
cated in Israel and partially replicated in Finland. The replications enabled 
the authors to test for cross- cultural diff erences, and at the same time to 
assess the validity of the model across national borders.

However, it is possible to take actions to create the context within 
which trustworthiness might be perceived, and trustworthiness, regarding 
a particular issue, is more likely to be perceived in contexts where those 
involved demonstrate the capability of being able to fulfi ll a promise that 
is, of acting in a trustworthy manner. As Dasgupta (1988: 50–51) states, 
‘you do not trust a person (or an agency) to do something merely because 
he says he will do it. You trust him only because, knowing what you know 
of his disposition, his available options and their consequences, his ability 
and so forth, you expect that he will choose to do it’. So for a supplier 
the provision of evidence of those capabilities and competencies which its 
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customers believe to be relevant is both a demonstration of its commit-
ment and a prerequisite to its being regarded as trustworthy.

Clearly the problems in providing such evidence vary a great deal: it 
is easier for a manufacturer of standard items to provide evidence that 
it is trustworthy regarding quality than for a fi rm specializing in custom-
ized products. In the case of service industries such evidence is even more 
diffi  cult to provide and can seldom be more than evidence that quality 
control procedures are in place and are rigorously implemented. However, 
it is benefi cial to stress again that the more customized the product is the 
greater the problem will be. Given that most people do not extend blanket 
trust to others then if someone wishes to demonstrate their reliability 
and/or trustworthiness it follows that – perhaps particularly in the early 
stages of a relationship – an important question is with which elements of 
behavior they should fi rst try to demonstrate their trustworthiness. Being 
willing to make a promise or to enter into a contract is one way in which 
a fi rm can demonstrate to others its confi dence in its own competence and 
reliability with regard to quite specifi c activities. So a fi rm may promise or 
enter into a contract to act in a certain way, believing that those who know 
of this action can be reasonably expected to rely upon them to fulfi ll their 
obligation.

A contract seldom states precisely what discretion the other party has 
and a person can, if they wish, make the operation of most contracts a near 
impossibility simply by working to contract (or, to use the industrial rela-
tions term, ‘working to rule’). Where a contract does not or cannot fully 
specify the nature of a relationship between two parties then some trust 
will be necessary to make the relationship ‘workable’ and it is recognized 
that ‘trust seems essential to commercial transactions that are not fully 
controlled by either legal constraints of contracts or the economic forces 
of markets’ (Oakes, 1990: 674.) Baier states that ‘Promises are a most 
ingenious social invention, and trust in those who have given us promises 
is a complex and sophisticated moral achievement’ (Baier, 1986: 246). 
Promises, Baier suggests, enable us to trust with minimal vulnerability and 
promises and contracts are both an artifi cially contrived and secured case 
of mutual trust. However, the diff erence between contracts and promises 
is subtle given that some, but not all, promises are regarded as legally 
binding and only some contracts are considered to be legally enforceable. 
Contracts, though, have, given the legal system’s ability to impose penal-
ties for breach of contract (including those promises which are interpreted 
as being legally binding), a distinctive authority. The value of a promise 
is that the promising entity subjects ‘himself to the penalty of never being 
trusted again in case of failure’ (Hume, [1740] 1969: 574) by those who 
know of the incident. Consequently those who break promises may never 
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again have normal open relations with those people who accepted their 
promises and they will have to incur the costs of setting up and monitor-
ing contracts in future dealings. In comparison, if a contract is broken due 
process may be pursued but there is no reason why future relationships 
will not continue to be organized on a contractual basis. Thus promises 
and contracts are a way of creating assurance in another’s reliability and, 
because they reduce vulnerability, come close to an artifi cial creation of 
trust. As Fukuyama comments, ‘contracts allow strangers with no basis 
for trust to work with one another’ (Fukuyama, 1995: 150), though he 
goes on to state that ‘the process works far more effi  ciently when trust 
exists’ (p. 150). Indeed, where obligations are made explicit in promises or 
contracts then conditions are created which approximate to those created 
by the existence of trust.

ANTECEDENTS OF TRUST

Reputation and size have been most frequently suggested as factors 
that contribute to consumer trust in a seller organization. In consumer 
marketing, the long- term reputation of the seller has been found to be 
more important than short- term product quality movements. Reputation 
and size provide assurances of the other party’s ability, integrity, and 
goodwill.

Reputation is the extent to which buyers believe that the selling organi-
zation is honest and concerned about its customers (Doney and Cannon, 
1997). Reputation is a valued asset (Chiles and McMackin, 1996) and 
sellers usually try to avoid getting a bad reputation. Reputation requires 
a long- term investment of resources, eff ort, and attention to customer 
relationships. The better the seller’s reputation, the more the seller has 
presumably committed resources to build that reputation, the higher the 
penalty from violating the consumer’s trust, and hence the more trust-
worthy the seller is perceived to be. A good reputation also signals past 
forbearance from opportunism (Smith and Barclay, 1997). Similarly, 
a perception of a large organization size implies that the merchant has 
signifi cant resources invested in the business and has much to lose by 
acting in an untrustworthy way. Hence, the larger the fi rm the more it 
is perceived by customers that it is in the fi rm’s best interest to fulfi ll its 
promises to the consumer. Size and reputation are also likely to interact. 
Reputational eff ects are strengthened if associated with longevity (Landon 
and Smith, 1997). Because of natural growth limits, larger fi rms might be 
expected to be around longer and hence fi rms that are larger and more 
reputable might be more trusted.
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In the Internet marketing context, Quelch and Klein (1996) speculate 
that the reputation of the store will infl uence perceptions of the online 
site. Indeed, some Internet merchants publish stories and customer testi-
monials on their sites attesting to their reputation, and invest in webpage 
banners boasting of their size.

The diff erence between having a good reputation and being trusted is 
subtle but important. While a person or organization with a good repu-
tation can be relied upon to take action to protect their reputation this 
does not necessarily imply that they will, in any circumstances, go beyond 
what their reputation would imply. Yet a reputation is still useful because 
it ‘provides us with some information about the sort of person we are 
dealing with, before we have had the chance to have contact with that 
person’ (Miszral, 1996: 120–21). Thus, while the standard below which 
they are unlikely to allow their performance to fall is known, if we are to 
regard them as trustworthy, they must be expected to show goodwill and 
benign intent. Such a viewpoint is understandable in that while a person or 
organization can take action with the intent of establishing and maintain-
ing their reputation it is the trusting person, even when fulfi lling a role on 
behalf of others, who makes a personal interpretation of the situation and 
decides by which criteria to judge the other’s trustworthiness.

Such interpretation will be infl uenced by their experience – particularly 
of the other party’s behavior. The accolade of being perceived as trustwor-
thy is something that the trusting party gives after assessing the circum-
stances and is not something that can be claimed as a right.

Perceived reputation, perceived size, and trust, then, are beliefs that the 
consumer has formed on the basis of information that the consumer has 
about the merchant.

MARKETING AND THE INTERNET

Organizations use various media to communicate with current and poten-
tial clients, often adopting an integrated approach to eff ectively reach their 
target audience. Despite the relative newness of the Internet, its unique 
capabilities and interactive nature have added a new dimension to this 
process. Websites are seen as something of a mix between direct selling 
and advertising and off er an alternative to mass media communication 
(Hoff man et al., 1995). The medium enables the reaching of a large audi-
ence at a relatively low cost; the delivery of full color virtual catalogs, the 
provision of on- screen order forms, and convenient elicitation of feedback 
from customers. Furthermore, it facilitates the targeting of high- income, 
well- educated audiences. The medium also enables mass customization, 
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the projection of a favorable corporate image, and the creation of stronger 
brand identities (Hoff man et al., 1995). There are problems however, 
including the evaluation of the eff ectiveness of Internet marketing eff orts 
(Bush et al., 1998), which can be attributed, in part, to the complexity 
involved in measuring the fl ow of Web traffi  c and exposure patterns. 
Furthermore, the Internet is not an intrusive medium and requires the 
audience to be active in seeking out and viewing a message. Given that 
not all consumers have access to, or the knowledge of how to navigate, the 
Web, reaching a specifi c target audience can still be a diffi  cult task (Bush 
et al., 1998).

Another barrier to marketing on the Internet relates to security and 
privacy issues and the perceived risk associated with online credit card 
transactions (Bush et al., 1998; Hoff man et al., 1995). Despite these prob-
lems however, it seems that the Internet and the World Wide Web will 
become ever more powerful tools in the marketing communication arsenal 
(Bush et al., 1998).

The diff usion process is one in which innovative ideas, products, or 
services spread through a population. It is widely accepted that not all 
people will adopt an innovation at the same time and on this basis, most 
models describe four categories of adopters. ‘Innovators’ and ‘early adop-
ters’ tend to be the risk takers or opinion leaders and are generally the fi rst 
to adopt new products. They tend to ‘make’ (or ‘break’) the innovation. 
The ‘early and late majority’ consumers are more cautious and only adopt 
new innovations after they have proven to be successful or as a response 
to social pressure. They might be said to observe or ‘watch’ innovators 
use the new product, and then begin to purchase and use it themselves. 
‘Laggards’, on the other hand, adopt innovations with reluctance. They 
are generally more traditional in their outlook and base decisions on what 
has been done in the past. Frequently their attitude toward innovations is 
to wonder what all the fuss is about. When compared with non- adopters, 
innovators generally have a higher income level and occupational status, 
are better educated and are often younger (Hawkins et al., 1994).

The rate at which an innovation is adopted or accepted within a social 
system is infl uenced by numerous factors, including how a potential 
adopter perceives the performance, value, and benefi t of an innovation. 
These perceptions, however, change as more is learned about the innova-
tion from both internal and external sources (Mahajan et al., 1990). The 
rate of diff usion is also infl uenced by a number of factors, among which are 
the perceived relative advantage of the product’s compatibility with values 
and objectives, perceived product complexity, observability of an innova-
tion, fulfi llment of felt need, marketing eff ort involved, and perceived risk 
in trying an innovation (Hawkins et al., 1994). These models may be useful 
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in describing how readily organizations assimilate the Internet into their 
environment. Even though its use is spreading at a phenomenal rate, there 
are still some organizations that have had limited exposure to the tech-
nology and have yet to incorporate it in their marketing communication 
programs. Other organizations, however, have established ‘online store-
 fronts’ for their customers or have provided them with information- based 
sites (Hoff man et al., 1995).

CREATING TRUST IN CYBER SPACE

The nature of the Web, with its two- way communication features and 
traceable connection technology, allows fi rms to gather much more infor-
mation about customer behavior and preferences than they could using 
micromarketing approaches. For the fi rst time, companies can measure a 
large number of things that happen as customers and potential customers 
gather information and make purchase decisions. The idea of technology-
 enabled relationship management has become possible when promoting 
and selling via the Web. Technology- enabled relationship management 
occurs when a fi rm obtains detailed information about a customer’s 
behavior, preferences, needs, and buying patterns and uses that informa-
tion to set prices, negotiate terms, tailor promotions, add product features, 
and otherwise customize its entire relationship with that customer. In 
advertising, for instance, technology- enabled relationship management 
provides information to a particular customer in response to specifi c cus-
tomer inquiries, while the traditional relationship uses ‘push and sell’ as a 
uniform message to all customers.

The rich literature on organizational trust drawn from diverse disci-
plines including sociology, psychology, and economics has led to numer-
ous conceptualizations of the trust construct and can be extended to the 
issue of trust in cyber- based businesses. Rousseau et al. (1998: 395) were 
able to extract common themes in the diff erent conceptual defi nitions of 
trust to propose a consensus defi nition as follows: ‘Trust is a psychologi-
cal state comprising the intention to accept vulnerability based on positive 
expectations of the intentions or behaviors of another’.

Applying this defi nition to trust in cyber space, we can identify two 
parts to this defi nition. First, trust in cyber space relates to certain expecta-
tions about the intentions and/or behaviors of the exchange partner. Often 
referred to as the ‘expectancy’ conceptualization of trust, it focuses on 
one’s beliefs that the exchange partner will act in a manner that is respon-
sible, evidences integrity, and is not potentially injurious. Secondly, trust 
in cyber space relates to one’s intentions to rely on the exchange partner 
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accepting the controversial disadvantage of not being seen face- to- face. 
Referred to as the ‘behavioral’ conceptualization of trust, it focuses on 
one’s action tendencies toward exchange partners. Indeed, these concep-
tualizations are related as implied by the preceding defi nition, since behav-
ioral intentions involve weighing expectations of a partner’s behaviors 
against an individual’s vulnerability in the exchange. In the marketing 
literature, however, researchers have argued against combining the expect-
ancy and behavioral conceptualizations of trust, presumably because 
keeping them separate provides opportunities to study trust processes 
(Morgan and Hunt, 1994). In conformity with this, throughout this book, 
a distinction is maintained between expectations and behavioral intentions 
among the trading partners in cyber space.

Although eff orts toward a consensual defi nition of trust have been suc-
cessful, some researchers have argued that the resulting conceptualizations 
are so ‘stretched’ that they have limited usefulness for conceptual and/or 
empirical work. Following Osigweh (1989), the notion of stretching relates 
to a construct that is defi ned at a high level of abstraction and has both a 
broad coverage and a wide connotation. Problems in range and connota-
tive specifi cation of trust conceptualizations can lead diff erent research-
ers working with diff erent conceptual meanings of trust to accumulate a 
common body of work. Recognizing the confusion that this might create, 
Bigley and Pearce (1998: 406) have implored researchers to shift their focus 
from such questions as ‘what is trust?’ to ‘which trust and when?’. Heeding 
this call, we further specify the domain and connotative meaning of the 
trust construct in the context of our study. Following this, we discuss the 
implications of trust for agency problems in consumer exchanges.

Three sources of specifi cation are identifi ed with regard to the consumer 
trust construct in cyber space. First, situational and contextual factors 
are likely to determine the relevance of the trust construct in cyber space 
exchanges. That is, trust is not a necessary ingredient for consummating 
consumer–fi rm exchanges, just as the presence of distrust does not, in and 
of itself, preclude consummation. Rather, situations will vary by the degree 
to which they evoke the relevance of trust and trigger mechanisms that are 
aff ected by the level of trust. Specifi cally, trust- relevant exchanges are 
characterized by (a) a high level of performance ambiguity, (b) vital conse-
quentiality, and (c) greater interdependence (Sitkin and Roth, 1993).

Secondly, connotative specifi cation is likely to bias the conceptualiza-
tion of the consumer trust construct; that is, specifying the attributes with 
an appropriate level of precision so that the trust construct achieves 
meaningfulness across multiple domains. Defi ning trust in global terms 
without any attribute specifi cation may be problematic because diff erent 
consumers may score such items equivalently even when they use distinctly 
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diff erent attributes to judge trust. By contrast, a highly precise specifi ca-
tion may yield a trust construct with so many attributes that it is prag-
matically cumbersome. Often, an intermediate precision level involving 
specifi cation of salient attributes is thought to be desirable.

Several researchers have provided an intermediate level of connotative 
specifi cation for the trust construct. For instance, in the context of buyer–
seller relationships (for bricks- and- mortar businesses), Ganesan and Hess 
(1997: 440) propose two dimensions of trust: (1) credibility, or the focal 
partner’s intention and ability to keep promises; and (2) benevolence, or 
evidence of the focal partner’s genuine concern for the partner through 
sacrifi ces that exceed a purely egocentric profi t motive. These two dimen-
sions can be extended to the world of cyber space. Ganesan and Hess 
also provided empirical support for the discriminant validity of these 
trust dimensions. Using the notion of competence instead of credibility, 
McAllister (1995) defi ned a cognition- based trust and distinguished it 
from aff ect- based trust that stems from aff ective bonds among individuals. 
We focus on cognition- based trust to maintain consistency with our expec-
tation conceptualization of trust. In an earlier work, Barber (1983) had 
proposed that trust expectations are likely to include evaluations of (1) 
technically competent role performance, and (2) carrying out obligations 
and responsibilities by placing others’ interests before their own. Although 
none of these attempts has conceptualized the trust construct specifi cally 
for consumer exchanges, the consistent themes of competence and benevo-
lence emerging from the inter- organizational literature appear relevant for 
the connotative specifi cation of the consumer trust construct as well.

Thirdly, acknowledging the wide range of the trust construct, one rec-
ognizes that the trust construct is a linear continuum that is bounded by 
high levels of distrust and trust, and that these states are qualitatively dif-
ferent. Clearly, the distrust and trust states diff er in terms of the valence of 
held expectations. Empirically, Sitkin and Roth (1993) demonstrate that 
trust and distrust are maintained by diff erent mechanisms. Specifi cally, in 
the context of organization–employee relationships, they show that while 
unmet expectations of ‘task reliability’ generate violations of trust, it is 
the ‘value incongruence’ that engenders distrust. As such, the distinction 
between the positive and negative domains of the trust–distrust continuum 
is plausible and appears to cohere with the current notion of asymmetric 
eff ects in the marketing literature.

Thus, for cyber space businesses, in specifying the trust construct for 
understanding its role in agency relationships, one recognizes that (1) the 
relevance of trust is situation specifi c, (2) competence is a distinct dimen-
sion that forms overall trust expectations, and (3) trust–distrust expecta-
tions fall along a continuum with potentially asymmetric eff ects.
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TRUST ISSUES IN CYBER SPACE

Trust issues in cyber space have not been fully researched and explored, 
despite the fact that trust itself has been proven to be imperative in rela-
tional exchanges. Morgan and Hunt (1994) argue that trust is a key com-
ponent in the development of lasting marketing relationships. Trust has 
been identifi ed in much of the literature as a key component of exchange, 
and as a catalyst for relationship development. With this in mind, Internet 
marketers must fi nd ways to gain trust and initiate relationships with 
customers. A review of literature on trust in establishing and evolving 
marketing relationships found many research papers, both theoretical 
and empirical, tackling this issue. Most, however, identify and refer to 
variables that are experience related. That is, a customer must fi rst take 
part in an exchange and then make judgments regarding the level of trust 
possessed by the provider.

That may not be at all practical for cyber space providers without the 
customer’s frame of reference. In addition, this would suggest that only 
customers who had some kind of offl  ine relationship with the company 
would be willing to make online purchases.

Three studies of importance in the area of experience- related trust 
variables are those conducted by Frazier et al. (1988), Czepiel (1990), and 
Beatty et al. (1996). The results of each of the research papers are discussed 
below.

Frazier et al. (1988) point out that the three variables that improve 
trust are personal integrity, upheld promises, and foregone opportunistic 
behavior. Personal integrity is a perceptual matter, and deals with the per-
ceived level of honesty the buyer has for the service provider. This level of 
integrity is aff ected by past experiences and whether the provider has been 
known to keep promises. In general, personal integrity is determined by 
the provider’s reliability as demonstrated in previous business exchanges. 
Additionally, levels of trust would be infl uenced by the provider’s likeli-
hood of taking advantage of the buyer’s situation. Foregoing the opportu-
nity to take advantage of the buyer increases levels of trust, according to 
Frazier et al. (1988). These are variables that will be determined over time, 
and can only be experienced after satisfactory exchanges have occurred.

Czepiel (1990) argues that relationships progress and vary over time and 
parties to relational exchanges develop greater trust and dependence as the 
relationship progresses. Czepiel developed a number of stages of creating 
and enhancing relationships for exchange; these include: (1) accumulation 
of satisfactory encounters and the expectation of future purchases; (2) 
active participation based on mutual disclosure and trust; (3) creation of a 
double bond (personal and economic), and (4) psychological loyalty to the 
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relationship. Again, these stages are based upon a consumer’s perception 
of trust following a completed business (or non- business) exchange.

In research conducted by Beatty et al. (1996) three aspects were found 
to infl uence trust: (1) Sales associates continually demonstrating they had 
the customer’s best interest at heart, (2) skills to meet customer needs, 
and (3) customer problems solved honestly. In their study of retail sales 
associates in a store situation, Beatty et al. (1996) argued that the sales 
associates developed trust by exhibiting extensive product knowledge 
and availability, and by choosing products to meet customer needs. In 
addition, the authors suggest that repeat exchanges are based upon trust, 
friendship, and functionality, and that relationships of the various parties 
strengthen directly with these three factors. The sales associates involved 
in the study identifi ed several activities as developing trust. These activities 
include keeping the customer’s best interest at heart, honesty, respectful-
ness, extensive product knowledge, and the availability of merchandise. 
Customers also identifi ed the importance of trust and honesty in their 
relationships with the sales associates. Beatty et al. (1996: 239) found 
that: ‘high performing salespeople place more emphasis on establish-
ing trust between themselves and their clients than do lower performing 
salespeople’.

So, as evidenced by the fi ndings of the last three studies reviewed, indica-
tors of trust are based on the past experience of the buyer. The literature, 
however, fails to examine any factors that may imply the trustworthiness 
of the seller prior to an exchange. For the purposes of this chapter, these 
factors are referred to as cue based. Therefore, indicators of trust may be 
twofold: (1) those that are experience based, and (2) those that are cue 
based. Experience- based trust indicators are the result of an exchange. 
Based on an exchange, the consumer makes judgments regarding the 
perceived level of trust of the seller. This represents learned behavior. The 
literature summarized here revolves around the experience- based side of 
trust. There seems to be, however, less research in the area of trust cues. 
A trust cue would include any outward symbol that exists prior to the 
exchange and would indicate to a customer that a marketer is trustworthy. 
The challenge for e- marketers is to determine what these trust cues are in 
order to initiate that fi rst experience. With all of the concerns of consumers 
specifi c to Internet marketing, cyber space must fi nd ways to ‘cue’ consum-
ers to trust the company in order to initiate the fi rst transaction. Once 
started, it is up to the e- marketer to be sure the transaction is smooth and 
implemented in an environment of honesty and integrity. The following 
section explores some of the possible cues which may initiate consumer 
feelings of trust in the world of Internet marketing.

Several cues may cause potential buyers to infer a certain amount of 
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trust in the seller and initiate contact so that a relationship may be formed. 
In the world of Internet marketing, a business’s communication tool is its 
website. It is through this medium that marketers must directly communi-
cate product off erings, services, and company information, and must indi-
rectly foster an environment of trust. These trust cues that are placed on 
the company website serve as a promotional tool to encourage online pur-
chasing. These cues, which may serve as indicators of a trustworthy seller, 
may consist of return policies, name recognition, professional appearance 
of website, privacy and security policy, availability of company address 
and telephone number for alternative ordering procedures, and the refer-
ences of existing customers. Each of these potential trust cues is explored 
below.

An extended warranty and/or guarantee is a cue of trustworthiness, 
whereas a policy of ‘no returns’ is considered less trustworthy. If a seller 
does not guarantee his or her product, then a purchaser may doubt the 
credibility of a quality purchase and hesitate to buy. The buyer assumes 
risk in making an Internet purchase. If the marketer can reduce the risk 
involved in making an online purchase, the consumer may presume a 
higher level of trust in that marketer. The responses to trustworthy cues 
and successful and satisfactory exchanges are the fi rst steps to develop-
ing an initial buyer–seller relationship. For this reason, companies such 
as Lands’ End have adopted liberal return policies that are prominently 
displayed on their website and in their advertising in order to increase 
consumer comfort and decrease consumer risk. The aforementioned Dell 
Computer guarantee also serves as an example of this cue.

The ability of the consumer to recognize the company name of the seller 
may also be an important trust cue. Consumers who identify a company 
name may have a higher comfort level, resulting in higher levels of trust. 
For that reason, many e- merchants are now advertising in traditional 
media such as newspapers and magazines to increase overall name rec-
ognition among consumers. This improves the e- marketer’s visibility and 
recognition in the marketplace, even among non- Internet users. Recent 
examples include advertising by Shopping.com, Amazon.com, E- loan, 
and E- trade in newspapers such as The New York Times and USA Today; 
and Hotjobs and Ebay on network television. None of these businesses 
has any corresponding offl  ine retail site, and as such has little or no name 
recognition among non- Internet users and new Internet users. These 
offl  ine traditional media campaigns aim to increase name recognition, and 
therefore comfort levels, among all consumers.

Another indicator of trustworthiness among Internet websites is the 
appearance of the site. Those websites that have a professional appearance 
imply more trustworthy sellers. The professional appearance of a website 
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would include using proper grammar, correct spelling, appropriate refer-
ences and citations where necessary, appropriate product line, and good 
use of graphic design. This would also extend to the website’s listing with 
other sites, such as hyperlinks and search engines. Additionally, registra-
tion with search engines should foster appropriate responses.

As mentioned earlier in this chapter, security issues are of the utmost 
importance to Internet shoppers, and were the primary reason among 
Internet users for not becoming online shoppers. Credibility is a measure 
of honesty and ethical behavior. Higher levels of credibility create higher 
levels of trust. The consumer in a cyber space exchange wants to deal with 
a seller who is honest. Dishonest behavior, as evidenced in previous trans-
actions, will lead to low trust levels. This dishonest behavior in electronic 
exchange may include such serious violations as intentional overcharges, 
misrepresenting merchandise, and fraudulent use of credit cards or other 
sensitive consumer information. This dishonest behavior also includes 
taking advantage of opportunities to do wrong to the other member in the 
exchange. Dwyer et al. (1987) refer to this as ‘opportunistic behavior’ and 
discourage its use. Online merchants recognizing this hesitance in consum-
ers must provide assurance that security issues are important to the mar-
keter as well, and must provide some manner of combating the consumer’s 
fear. Security issues may be dealt with by off ering a secured server over 
which all personal information and credit card numbers are transmitted. 
This information should be encrypted during transmission for the safety 
of the consumer. Additionally, privacy policies should be developed for 
all websites, explaining to the consumer why the data must be gathered, 
how they will be used, how they will be stored, and who will have access 
to them. The data gathered should be essential to the task at hand. For 
example, the customer understands why the marketer must have his or 
her name, address, phone number, and credit card number in order to 
process and ship an order. The need for the marketer to know how many 
children are in the household may not be understood by the consumer 
and may need to be explained. Additionally, consumers want to know 
how the data will be stored and who will have access to them. Consumers 
seem particularly concerned about whether the information will be sold to 
another party. A well- written privacy policy predominantly displayed on 
the website can address these issues and calm consumer worries. Another 
way to deal with security and privacy issues is through company guaran-
tees and personal testimonials.

Online businesses such as Amazon.com off er evidence of their online 
safety track record. Amazon.com’s website states that ‘You’ll be one of 
the 10 million customers who have safely shopped with us without credit 
card fraud.’ Amazon.com uses secure server software which not only 
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encrypts credit card information but all personal information recorded 
during a transaction. So, even for those who have not previously dealt 
with Amazon.com, this evidence of safe and successful transactions pro-
vides a level of trust and commitment for consumers.

Companies such as American Express off er guarantees if their credit 
card is used during any online purchase. The company promises that 
‘When you use an American Express Card to purchase online, you will not 
be held responsible for any unauthorized charges. Guaranteed.’ American 
Express has gone as far as communicating guarantees in the traditional 
media such as The New York Times, in order to assure the consumer of 
safety and satisfaction in purchasing online.

A traditional direct- marketer that has expanded its customer service to 
refl ect concerns in online shopping is Lands’ End. Its guarantee statement 
indicates that ‘you can return anything, at any time, for any reason’. In 
response to the Internet age, Lands’ End has added two new sections to 
its guarantee. The fi rst addition off ers secure protection against mistaken 
or fraudulent credit card use. The second addition protects users against 
the misuse of customer information and the opportunity to opt out of the 
reselling of personal information.

Finally, electronic merchants must be prepared to provide service to 
those who do not wish to submit their orders electronically. The website 
should include alternative ways in which the consumer is able to place 
an order. Some consumers just feel more secure talking to a representa-
tive over the phone, placing their order by mail, or visiting a retail store. 
With that in mind, online marketers must be prepared to accept alterna-
tive ordering procedures. A website that only allows online ordering will 
miss opportunities to serve customers who are not yet prepared to provide 
personal and fi nancial information electronically. Off ering the consumer 
alternative ordering procedures shows the consumer that the business is 
responsive to their needs, and is a real business with real employees and 
a real mailing address. Websites that off er customer employee contact 
names further emphasize the viability of the business.

E- operations opportunities are uses of Web technology that are directed 
at strategic change in the way a business manages itself and its supply 
chain, culminating in the production of its core product or service. For 
example, technology underpins BP Amoco’s initiatives to troubleshoot 
more eff ectively by sharing the learning of its businesses around the world. 
General Electric Co. improved its purchasing by posting requirements on 
a website and having suppliers submit bids electronically.

E- marketing opportunities cover Web- based initiatives that are designed 
to achieve strategic change in downstream activities, either through direct 
interaction with the customer or through a distribution channel. In 
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e- marketing, a traditional product remains the focus of the business and 
its revenue generation, but the way the product is delivered or the scope of 
support services changes. The provider may be a traditional incumbent or 
a new pure- play entrant: a Barnes & Noble or an Amazon.com, a Toys ‘R’ 
Us or an eToys. The fi nancial services sector is illustrative. In that arena, 
established companies and new competitors are forging links to estab-
lished intermediary channels, to new intermediaries, and to the customer 
directly – while continuing to focus on the delivery of traditional fi nancial 
services products such as savings accounts, credit cards, and mortgages.

E- service opportunities give companies new ways to address an identi-
fi ed set of customer needs. Rather than promoting proprietary products, 
the e- service business acts as the customer’s agent in achieving a desired 
outcome. Most current examples are New Economy businesses: Chemdex, 
the information intermediary in the biosciences sector; OneMediaPlace 
(formerly Adauction.com), which provides buyers and sellers of advertis-
ing space with a radically new set of services; and shopping robots such as 
mySimon.com, which scour the Internet to fi nd the best deals available. 
Some Old Economy businesses fl oat an e- service business as a new venture 
– for example, Overseas Chinese Bank Corporation’s Bank of Singapore 
has a fi nancial services venture called fi natiQ.com. Others may begin to 
redefi ne their core business, as Ford Motor Co. is doing in seeking to 
become ‘the world’s leading consumer company for automotive service’.

Defi ning e- opportunity domains using a business- oriented perspec-
tive and language illuminates the role of new technology in competitive 
advantage. Technology prompts new business practices rather than new 
business theories. In other words, successful e- strategies translate estab-
lished strategic concepts into contexts in which they previously were not 
economically viable. In the 1960s and 1970s, IBM won the loyalty of 
major corporate customers through highly paid account executives who 
provided what IBM called ‘relationship management’. That approach to 
supporting individual consumers is now technologically based.

Distinguishing between the three e- opportunity domains is critical. Each 
requires its own distinctive framework for identifying ideas that can bring 
competitive advantage to a given context. Every business should be consid-
ering opportunities across all three domains, but the potential signifi cance 
of each domain, and of individual ideas within it, will vary widely across 
businesses and industry sectors. Although it is tempting to begin with the 
excitement of e- service – the Brave New World of the New Economy – in 
practice, the e- operations and e- marketing layers require the most urgent 
attention and provide the most certain rewards. As so many dot.coms have 
demonstrated, if you have e- vision but a single marketing approach and a 
poor fulfi llment capability, you do not really have a business.
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CONCLUSION

This chapter has presented an overview of the literature on cyber security 
issues and trust and their role in enhancing cyber activities.

The term malware (malicious software) refers to a program with mali-
cious intention planned to damage the machine on which it operates or 
the network over which it communicates. The growth in the complexity of 
modern computing systems makes it diffi  cult, if not impossible, to evade 
bugs, which, in turn, leads to an increase of the likelihood of malware 
attacks, acting on the vulnerabilities of the system. Consequently, the 
threat of malware attacks is an inevitable problem in computer security, 
and therefore it is critical to discover the existence of malicious codes in 
software systems. Information is the lifeblood of any bank and it must be 
protected, especially PII. There are many ways in which customer infor-
mation could be stolen from you: dumpster diving, social engineering, 
phishing, pharming.

There are a staggering number of ways that information could be taken 
from computer networks and released outside an organization’s bounda-
ries. Whether it is MP3 player, CD- ROM, a digital camera, or USB 
data stick; today’s employees could easily take a signifi cant chunk of an 
organization’s intellectual property out of the door in their back pocket. 
These types of devices are eff ectively very portable, very high- capacity 
hard drives; someone could take away up to 60 gigabytes of data on a 
USB stick.

Observing current computer security practices in banking and fi nancial 
institutions leads one to question whether the state of cyber security in 
these institutions is adequate. Each week brings yet another news story 
of a major security breach; one reason for our failure in what concerns 
cyber privacy and security is that these problems are diffi  cult to resolve. 
In systems development, in the haste toward releasing a product, there is 
little economic motivation to spend the time properly designing privacy 
and security into systems. While a number of developed countries have 
enacted, passed, and enforced laws that require notifi cation in the case 
of data exposure, and call for the criminalization of hackers and system 
attackers, legal and policy systems simply have not kept up with the 
advancement of technology. While information and communication tech-
nology keeps evolving at an ever- increasing pace, our networked systems 
pose new threats and present new challenges.

We without a doubt have become information- /knowledge- based socie-
ties; being connected 24/7 has radically reformed the way we work and 
play, and how we interact with the inner and outer environments. Over the 
last 12–14 years, the topmost security objective was how to safeguard and 
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defend the network boundary from hackers who are determined to violate 
our information systems from the outside, compromise data, and to wreak 
havoc with our systems. Billions of dollars have been spent in the develop-
ment and deployment of fi rewalls, intrusion detection devices, antivirus 
spyware, and the like.

For the most part, the battle against these hackers has been largely 
sorted out; however, today the biggest danger is not to the company’s 
hardware or software, it is rather related to soft issues related to people, 
mainly internal, who are trying to compromise our data and informa-
tion. The list of targets of cyber attackers is a mile long, ranging from 
individuals, banking and fi nancial institutions, communication systems, 
infrastructures, government agencies, hospitals, universities, and many 
others. The growing intricacy and interdependence of the various net-
works of these entities make them more susceptible to cyber attacks and 
increase the reach, depth, and range of an attack’s eff ects. A recent study 
by Symantec, the world’s largest maker of security software, found that 
the fraud industry is worth a potential US$7 billion. McAfee’s more recent 
study estimates the loss of intellectual property and adjusting the damage 
at about US$1 trillion.

Researchers at Verizon studied and analysed 500 cases of corporate data 
breaches over a period of four years; they concluded that diff erent regions 
of the world are developing diff erent types of hacking expertise. Hackers 
from Asia are inclined to target personal information in common software 
applications, and Eastern Europeans seem to be experts in identity theft 
(Fitzgerald, 2008). To protect themselves, many fi rms and governmental 
agencies have developed advanced IT asset use policies and procedures 
while others have put together policies with encryption technology to 
better protect their networks and secure vital information. While these are 
necessary steps, reality shows us they are not suffi  cient. Organizations still 
wrestle to counterbalance the human element from within and the outside. 
According to a recent survey of 1,400 enterprises, more than 60 percent of 
data breaches are the work of those operating within the fi rewall – insiders 
such as employees, contractors, and others with ready access to sensitive 
information (Information Age, 2007).

The relationship between systems’ security and trust is well documented; 
it is demonstrated that the common denominator between the trust dimen-
sions presented in the literature is the emphasis on issues that may directly 
infl uence the trust in an individual or an organization. In addition, the 
focus is on unidirectional trust dimensions. Research has been dedicated 
to regard trust as a unidirectional and direct relationship concept, though 
some authors have lately emphasized the importance of mutuality between 
fi rms in a business relationship. Still, trust is often regarded as an isolated 
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phenomenon in a marketing channel context, despite the fact that we 
know that other indirect factors certainly or most probably are important, 
and will infl uence the trust in a dyadic business relationship.

In research literature, diff erent trust scenarios have been used in the 
study of relationships between individuals and/or organizations. These 
identifi ed trust scenarios can tentatively be classifi ed into four broad cat-
egories: (1) mutual trust, (2) upstream trust, (3) downstream trust, and, 
fi nally, (4) distrust. These trust scenarios are infl uential determinants of 
the trust in a dyadic business relationship. The existence of trust, accord-
ing to one trust scenario or another, will certainly aff ect a dyadic business 
relationship. Therefore, the outcome of a dyadic business relationship is to 
a certain extent dependent upon the trust scenario. It is a completely dif-
ferent matter if both actors in a dyadic business relationship have trust in 
each other (that is, a mutual trust scenario), than if either party lacks trust 
in the other party (that is, an upstream trust scenario or a downstream 
trust scenario), or if there is no trust at all between the actors (that is, a 
distrust scenario). Research tends to ignore trust issues beyond the dyadic 
business relationship at focus. A marketing channel consists of a series 
of interdependent relationships, causing a necessity to broaden the sig-
nifi cance of the conceptualization of the trust and mutual trust in dyadic 
business relationships to embracing upstream and downstream dyadic 
business relationships in the marketing channel, at least toward custom-
ers’ customers and suppliers’ suppliers.

Trust is based on competence, goodwill, and behavior. In order to build 
trust a wide scope of information is needed as diff erent types of informa-
tion (rational–emotional, economic–social, tacit–explicit) aff ect the trust 
experienced. Even in the business context the emotional level has a great 
impact on organizational trust building. Personal feelings and emotions 
are intertwined with more rational factors. In order to be able to com-
municate needs and expectations precisely and effi  ciently, both rational 
and emotional information is needed. Overly emotional information is not 
believable since it may seem subjective, lacking facts. Pure rational infor-
mation of objective facts lacks emotional depth, ensuring the other party 
of the commitment and true intentions of the speaker.

Trust in cyber space relates to certain expectations about the intentions 
of the exchange partner. Often referred to as the ‘expectancy’ conceptuali-
zation of trust, it focuses on one’s belief that the exchange partner will act 
in a manner that is responsible. In addition, trust in electronic commerce 
relates to one’s rationale to rely on the exchange partner accepting the 
contentious disadvantage. This concentrates on one’s action predisposi-
tion toward exchange partners. Undeniably, these conceptualizations 
are linked since behavioral intentions entail weighing expectations of 
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a business associate’s behaviors against a person’s susceptibility in the 
exchange. In the marketing literature, however, researchers have argued 
against combining the expectancy and behavioral conceptualizations of 
trust, presumably because keeping them separate provides opportunities 
to study trust processes. This notion is strongly held up in the management 
literature as well.

NOTES

1. Refer to Sunner, ‘Security Landscape Update 2007’, page 3, available at: http://www.itu.
int/osg/spu/cybersecurity/pgc/2007/events/presentations/session2- sunner- C5- meeting-
 14- may 2007.pdf. 

2. ‘2007 Sophos Report on Spam- relaying countries’, available at: http://www.sophos.com/
pressoffi  ce/news/ articles/2007/07/dirtydozjul07.html.

3. The full study is available at http://cups.cs.cmu.edu/soups/2008/proceedings/p117Falk.
pdf.

4. For a further description of phishing refer to Butler (2007).
5. Source: US Department of Justice, www.usdoj.gov.
6. The study, titled ‘Unsecured Economies: Protecting Vital Information’, was done by a 

number of Purdue University professors.
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3. Resource- based view and theory

INTRODUCTION

One of the fundamental missions of strategic management research is 
to investigate and explain diff erences in performance among fi rms. The 
reigning incumbent explanation for the heterogeneity of fi rm economic 
performance is based on the concept of competitive advantage. More work 
has focused on the expanded concept of sustained competitive advantage, 
which, simply put, is the idea that some forms of competitive advantage 
are very diffi  cult to imitate and can therefore lead to persistent superior 
economic performance. Popular extant theories of competitive advan-
tage in strategic management research, based on industrial organization 
economics (Porter, 1980, 1985) and the resource- based view (RBV) of the 
fi rm (Barney, 1991; Conner, 1991), predict that the factors that sustain 
competitive advantages will generate superior economic performance that 
persists over time. On the other hand, historical economic theories such as 
those arising from neoclassical economics and the work of the Austrian 
school of economics (Schumpeter, 1934), as well as the hypercompetitive 
model (Brown and Eisenhardt, 1997, 1998; D’Aveni, 1994) of strategy, 
predict the opposite: that temporal dynamics, resulting from factors such 
as imitation, entry, and the introduction of substitutes, will erode almost 
all competitive advantages, and thus prevent superior economic perform-
ance from persisting. More recently, Foster and Kaplan (2001) have 
presented an empirically based, managerial view of the transitory nature 
of competitive advantage and some of the economic and management 
mechanisms that generate it.

The central questions addressed by the resource- based view concern 
why fi rms diff er and how they achieve and sustain competitive advantage. 
Penrose (1959) argued that heterogeneous capabilities give each fi rm its 
unique character and are the essence of competitive advantage. Wernerfelt 
(1984) suggested that evaluating fi rms in terms of their resources could 
lead to insights diff erent from the traditional I/O (industrial/organiza-
tion) perspective (Porter, 1980). Barney (1986) suggested that strategic 
resource factors diff er in their ‘tradability’ and that these factors can be 
specifi cally identifi ed and their monetary value determined via a ‘strategic 
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factor market’. Barney (1991) later established four criteria to more fully 
explicate the idea of strategic tradability. He suggested that fi rm resources 
and capabilities could be diff erentiated on the basis of value, rareness, 
inimitability, and substitutability.

The RBV is one of the latest strategic management concepts to be enthu-
siastically embraced by information technology (IT) and information man-
agement scholars. This book and the empirical analysis carried out maintain 
that the RBV holds much promise as a framework for understanding stra-
tegic information/knowledge economy issues but cautions that, before it is 
adopted, it needs to be fully understood. This chapter charts the develop-
ment of the RBV from its origins in early economic models of imperfect 
competition, through the work of evolutionary economists to the contribu-
tions of strategy economics scholars over the past two decades. This broad 
literature base has given rise to a great deal of ambiguity, inconsistent use 
of nomenclature, and several overlapping classifi cation schema. The book 
seeks to draw together common themes of fi rm heterogeneity, barriers to 
duplication, sustainable competitive advantage, and Ricardian rents within 
an overall model of resource- based competitive advantage.

The second part of the chapter describes three aspects of strategic infor-
mation technology likely to benefi t from adoption of the resource- based 
perspective in developing countries, namely strategic analysis, position-
ing of an economy, and globalization through cyber activities. In terms 
of the former, it is argued that the RBV helps to overcome some of the 
frequently cited problems of the SWOT (strengths, weaknesses, opportu-
nities and threats) framework. Similarly, it contends that understanding 
a fi rm’s resource base is central to eff ective positioning while applications 
in the area of globalization through the diff usion of the Internet highlight 
important diff erences between fi rm- specifi c and country- specifi c resources. 
The chapter concludes by noting some important conceptual and meth-
odological issues that need to be addressed by future research adopting 
the RBV perspective.

PRINCIPLES OF RBV THEORY

A central principle of the RBV is that performance is a function of an 
entity’s unique resource bundle. Resources are broadly defi ned to encom-
pass specifi c assets as well as human competencies and intangible abilities. 
Ideally, managers will strive to build up resources that are valuable, rare, 
without substitutes, and structured in a manner so that the organiza-
tion’s resources are unique and diffi  cult to replicate by competitors. 
Accumulating such resources requires that signifi cant acquisition barriers 
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be overcome. Thus, managers who overcome these barriers place their 
organizations in a desirable competitive position. Over time, the most suc-
cessful organizations may develop such a strong competitive advantage 
that their competitors will cease their attempts toward imitation through 
resource accumulation.

The RBV is primarily interested in the extent to which strategies are 
distinctive. Diff erences that yield superior organizational performance are 
determined by the distinct abilities of an organization and its management 
to accumulate and implement strategic resources. Thus, while generic 
strategies may be used to label an organization’s basic strategic focus, 
broad generalizations alone are not useful for understanding diff erences 
that lead to a sustained competitive advantage.

The resource- based theory provides an explanation to understand why 
fi rms do obtain strategic advantage and are able to keep it. It has been used 
previously in IT to explain how information technology could be used to 
gain competitive advantage. It also gives an interesting framework to 
assess whether an activity should be kept within the fi rm or given to a sup-
plier. It focuses on the strategic resources that fi rms develop and nurture. 
Even though they are not always readily discernible, these resources are 
important investments for organizations and should be leveraged for stra-
tegic advantage (Barney, 1991).

The key elements on which the resource- based theory is constructed 
are simple deviations from the perfect market environment. Resource-
 based theory argues that, in many situations, three hypotheses of a perfect 
market are not met: the fi rms are constrained by their past choices (history 
matters), the resources are not perfectly mobile, and expertise is not easy 
to reproduce or imitate. These elements are discussed in sequence. These 
can be applied at the macro level to a country’s economy.

Recent work in the area of resource- based strategy has sought to more 
clearly explicate the role of resource value in determining fi rm competi-
tiveness and performance (Barney, 2001; Bowman and Ambrosini, 2000; 
Priem and Butler, 2001). Bowman and Ambrosini (2000: 1) note that ‘a 
more precise and rounded underpinning theory of value is required to help 
us identify “valuable resources”’. These authors then proceed to set out 
a process model that distinguishes between creating new ‘use value’ and 
capturing ‘exchange value’. We are concerned with both in this chapter, 
as use value of goods is perceived by potential buyers (e.g. managers), and 
exchange value is a key determinant in the profi tability of resource- based 
strategies. As we focus mostly on managers’ perceptions of value in this 
chapter, we specifi cally defi ne value to be that (or those) characteristics of 
a good that makes the fi rm better off  (more capable, more effi  cient, more 
eff ective, and so on; Barney, 1991) with than without the good. These 
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characteristics are embodied in the components of our model discussed 
later. Naturally, there are several ways to defi ne ‘value’ in this context 
(Bowman and Ambrosini, 2000; Priem and Butler, 2001). As we are inter-
ested in valuation decisions, we agree with Bowman and Ambrosini (2000) 
that it is the ‘use value’ perceived by managers that is important, and not 
value inherent in the good under consideration. Valuable resource bundles 
are heterogeneous not so much because of inert physical characteristics of 
the assets but because of their unique employment in the creation of use 
value. The uniqueness of such employment arises from the initial percep-
tual diff erences upon which our model elaborates.

These perceptual insights cannot be easily transferred across fi rm 
boundaries. What implications does this have for price and value? 
Resource- based scholars suggest that value/price discrepancies form the 
fi rst step in the development of sustainable competitive advantages, as 
some fi rms ‘see’ opportunities that elude others (Barney, 1986; Bowman 
and Ambrosini, 2000; Kirzner, 1979). Above normal returns accrue in 
such scenarios as ultimate values are not fully imputed into the costs of 
procurement (Rumelt, 1987). Sellers in the resource- based scenario may 
fail to recognize this value, and thus fail to incorporate true asset value 
into the prices they charge (Barney, 2001); competitors may also fail to 
grasp these insights and, therefore, will provide less than adequate com-
petition necessary to drive the knowledge- rich fi rm’s returns to ‘normal’ 
levels. It is this learned, tacit valuation capability that provides the poten-
tial for resource- based competitive advantage (Nelson and Winter, 1982; 
Penrose, 1959).

Viewed from a growth perspective, resource- based theory is concerned 
with the origin, evolution, and sustainability of fi rms (Conner, 1991; 
Peteraf, 1993). Firms experiencing the highest growth have added new 
competencies sequentially, often over extended periods of time (Hall, 1992, 
1993). Although everyone seems to agree that resources are developed in 
a complex, path- dependent process (Barney and Zajac, 1994; Dierickx 
and Cool, 1989), no resource- based theorist has explained or predicted 
this growth path. With the exception of work investigating the direction 
of fi rm diversifi cation (Montgomery and Hariharan, 1991), analysis of 
the sequential development process of a fi rm’s resource base over time is 
lacking in the literature.

Resource- based sequencing is important for achieving sustainable 
growth (Heene and Sanchez, 1997; Montgomery, 1995). In a changing 
environment, fi rms must continuously invent and upgrade their resources 
and capabilities if they are to maintain competitive advantage and growth 
(Argyris, 1996; Robins and Wiersema, 1995; Wernerfelt and Montgomery, 
1998). This sequential development of resources and capabilities can 
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make a fi rm’s advantage inimitable (Barney, 1991; Lado et al., 1997). 
Competitors cannot simply buy these resources and capabilities without 
acquiring the entire fi rm. This is because the resources and capabilities are 
built over time in a path- dependent process that makes them inextricably 
interwoven into a fi rm. This facet of resources and capabilities develop-
ment makes it theoretically impossible for competitors to imitate com-
pletely (Dierickx and Cool, 1989; Reed and De Fillippi, 1990).

GROWTH AND DEVELOPMENT IN EMERGING 
COUNTRIES

Going into the twenty- fi rst century, it seems that almost every country 
wants to be an active participant in the ‘New Economy’. This trend is not 
hard to understand. Many emerging economies have made technology- led 
economic development a primary goal. Moving beyond technology parks 
(Egypt), incubation projects (Singapore), and other real- estate- based ini-
tiatives (Dubai), developing countries now look to promote information 
technology entrepreneurs, increase the amount of venture capital, improve 
basic and applied research, encourage the development and commerciali-
zation capacity of higher educational institutions, and attract and retain 
talented workers and research personnel.

Whatever the state of the IT and life science industries, no one expects 
technology to become a minor economic concern any time soon. Skills 
have become the currency of competitiveness for businesses, people, and 
communities. Information-  and knowledge- based technology can only 
help a country so much if its workforce does not have the skills to apply 
it. Technology tends to create a demand for more highly skilled workers. 
Much of labor market research in developed economies shows us that 
most of the new jobs being created both now and in the future require 
training beyond a high school level.

To deal with this, some developing economies are looking at ways that 
universities can partner with industry to provide skills training (American 
University of Sharjah and American University of Dubai). Some countries 
target high school education, using school- to- work and other models to 
start building twenty- fi rst century skills early on (United Arab Emirates 
(UAE), Mexico, Brazil, India). The key to workforce initiatives is creating 
business partnerships that can leverage resources and, more importantly, 
jointly identify skill and training needs for the industry as a whole. A 
number of developing countries ahead of the learning curve are imple-
menting full- blown human capital investment strategies (India, Singapore, 
UAE).
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Michael Porter and numerous other gurus and researchers have recently 
been preaching the doctrine of economic ‘clusters’ that are groupings of 
economic activity focused on a particular industry within a particular 
region. These can be high- tech oriented or not; however, as Porter states, 
there is no such thing as a truly ‘low- tech’ industry any more. New tech-
nological applications can enhance productivity in almost any fi eld, be 
it agriculture or automobile manufacturing. In a number of developing 
countries, information technology cluster development has been under-
way, either with government involvement or only at the regional level 
(Bangalore, Dubai).

The dawn of the twenty- fi rst century came with a digital revolution 
and economic globalization with a New Economy. We are moving 
toward a global knowledge society where information, skills, and com-
petence become the driving forces of social and economic development. 
Information technology and greater competition at all levels of business 
and government are transforming the goals and practice of economic 
development. Beginning in the 1980s, private/public partnerships helped 
revitalize key industries. Now, a new generation of such partnerships 
is being formed to focus on technology innovation. These twenty- fi rst 
century partnerships link technology- based economic development to an 
area’s competitive advantage, providing important models for economic 
development in the coming years.

As we navigate the new millennium, information technology is driving 
the key economic development challenges. At the same time, competition 
has become a daily fact of life at every level of business and government. 
Consequently, developing countries have realized that to compete in the 
twenty- fi rst century they must design new ways to turn these dynamics to 
their advantage. While technology has the power to transform industries, 
it cannot do so alone. Successful transfer and insertion of new technolo-
gies into the workplace are tremendously dependent on other factors, 
especially an exceptionally skilled workforce willing to suspend conven-
tional practices and recalibrate its skills for new technologies.

Various viewpoints on the development process have been advanced 
by the many development economy scholars and observers. The leading 
work of Sen (1999) singles out freedom as both the primary end and prin-
cipal means of development. Others have paid more attention to poverty 
reduction and the empowerment of poor people. All approaches regard 
economic growth as a critical component of the development process and 
stress that development is about more than growth. Growth in real income 
is a signifi cant determinant of development but it is not the basic objective. 
The means and ends of the development process should not be mysti-
fi ed. As a matter of fact, it may thus be possible to improve the human 
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condition without requiring signifi cant growth in real incomes. In the end 
the development process is about providing people with real opportuni-
ties. Closely linked to this broader defi nition of development is the impor-
tance of poverty reduction in the development process. It is estimated that 
of the world’s 6 billion people, 2.8 billion live on less than US$2 a day and 
1.2 billion live on less than US$1 a day (World Bank, 2000). Poverty not 
only includes material insuffi  ciency but it is also coupled with low levels of 
education and health, greater weaknesses, possible ill treatment by insti-
tutions of the state and society, and powerlessness to infl uence key deci-
sions. A major objective of poverty alleviation is to enable people to take 
greater control of their own future. Empowerment requires that people 
have access to information, participate in decisions that aff ect them, hold 
public and private institutions accountable, and develop organizational 
abilities; information technology and the digital economy make all of 
these possible. In the 1960s and early 1970s, concern about the impact of 
economic growth on the environment came to the fore. As a consequence, 
the concept of sustainable development gained ground. Sustainable devel-
opment means that the needs of the present should be met without jeop-
ardizing the ability of future generations to meet their own needs The eight 
Millennium Development Goals (MDGs), adopted by the UN Millennium 
Summit held in September 2000, exemplify the holistic approach to devel-
opment. The MDGs are a set of time bound and measurable goals for 
combating poverty, hunger, disease, illiteracy, discrimination against 
women, and environmental degradation. The fact that economic growth 
is not listed as a goal refl ects the accepted view that has been described 
above, namely that growth is a means to achieve development goals, not 
an end in itself. The MDGs involve eight goals and 18 targets. Economic 
growth can generate the resources necessary to meet these development 
challenges. In addition, these goals tie human and economic development 
together. The MDGs are based on the premise that human and economic 
development often move in concert. The interdependence of human and 
economic development suggests that human development is unlikely to be 
sustained in the face of enduring economic stagnation. Economic growth 
is driven by two major forces: fi nding new and better ways of utilizing 
existing resources, and generating new productive resources through 
investment. Better utilization of existing resources (especially information 
technology resources) appears to be the more important of the two factors. 
Countries utilize resources diff erently because they have diff erent histories, 
institutions, cultures, and geographical circumstances. Early research on 
economic growth focused on the accumulation of capital, such as invest-
ment in machinery, equipment, and infrastructure. That is why during the 
1950s and 1960s the development strategy in newly independent countries 
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and other struggling countries stressed investment and speedy indus-
trialization. Other factors and resources have been proven to be major 
determinants of growth and development. Human capital is one of these 
factors. Human capital acquired through education and work experience 
is clearly required in order to operate effi  ciently and eff ectively. A better 
educated labor force makes investment in physical capital more profi t-
able and therefore attracts more of it. However, not all countries with a 
well- educated labor force and a high investment rate grow. The Eastern 
European countries during the 1980s are a case in point and again illus-
trate that it is not the accumulation of capital (human and physical) that 
is most important, but the way it is utilized. As a conclusion, high- yielding 
investment opportunities become exhausted if not complemented by other 
factors such as education and research and development (R&D).

Knowledge has two characteristics which make it a signifi cant contribu-
tor to the development process. The fi rst is its permanence, implying that 
it can be used over and over again. The second is its non- exclusive nature. 
More than one person can take advantage of knowledge without lessening 
its value to others. Yet there are huge technology gaps between developed 
and developing countries. The key questions for understanding the linkage 
between knowledge and growth are how far ideas spread; how ideas aff ect 
behavior and technology; and to what extent a large stock of knowledge 
makes it easier to discover or create new ideas. When individuals, fi rms, 
and governments are able to act upon new ideas in terms of changing 
behavior, improving technologies, or changing policy respectively, ideas 
aff ect economic growth. From the R&D side, common knowledge of 
technologies – for example how a computer works – can be used by all 
producers of computers once the innovation has been made. Obviously 
reproducing what has already been invented is less costly than inventing 
the product. New innovations create new investment opportunities while 
the prospect of capitalizing on new inventions motivates further R&D. 
Capital investment and R&D thus feed on each other in much the same 
way as investment in human and physical capital feed on each other. 
Furthermore, R&D prevents investment from running into diminishing 
returns, as new technologies are more productive than those they replace 
and new products often fetch higher prices than comparable existing 
products.

Economic activities are not equally distributed among countries and 
regions, but tend to cluster in certain areas. In these clusters each activity 
benefi ts from access to inputs produced by others located in the same area 
and to a pool of skills, infrastructure, and business services. A suffi  ciently 
large market allows for extensive specialization while each company is still 
able to exploit economies of scale. Furthermore, when manufacturers have 



90 Cyber law and cyber security in developing and emerging economies

access to a broad variety of specialized inputs their productivity improves, 
their costs are reduced, and they can expand sales. As the market expands, 
room for more specialized producers is created with a further lowering of 
costs. It is entirely possible for this process to create a self- sustained virtu-
ous cycle.

The forces driving growth and development operate within a social, cul-
tural, geographical, and institutional context. The notion of an institution 
embodies several elements – formal and informal rules of behavior, ways 
and means of enforcing these rules, procedures for mediation of confl icts, 
and sanctions in the case of breach of the rules. Institutions are more or 
less developed, depending on how well these diff erent features operate. 
Institutions can create or destroy incentives for individuals to invest in 
human and physical capital, and the incentives to engage in R&D and 
work eff ort. One feature of institutions that is of particular relevance for 
economic development and growth is the treatment of property rights. 
In addition to the rule of law, the enforcement of contracts and payment 
of debts are important. Property rights, combined with access to credit 
and education, increase in importance with the degree of complexity of 
the industrial and technological environment. An industrial society, for 
instance, requires entrepreneurship and creativity. The distribution of 
such talents in the population is independent of the distribution of income. 
Limiting economic opportunities to a small percentage of the population 
represents a huge waste of resources. Conversely, when entrepreneurs have 
access to funding and can expect to receive a return on their investments, 
society will be better able to benefi t from new technologies and continue 
to upgrade its industrial base as new technologies arrive. Transparent and 
effi  cient institutions that facilitate the establishment and enforcement of 
contracts therefore become more important as development proceeds. 
This does not mean that institutions are not important in developing coun-
tries. To the contrary, the rule of law and the enforcement of contracts are 
equally important in developing countries. It is, however, important that 
the complexity of regulations matches the institutional capacity to enforce 
the regulations.

A current issue in the development debate is the relative role of institu-
tions and geography in explaining the fact that poor countries tend to be 
located near the equator. The question is whether a tropical climate per se 
is detrimental to growth, or whether countries in the tropical climate zone 
tend to have less development- friendly institutions. The direct impact of 
the tropical climate on development goes through agriculture and health. 
While tropical conditions were favorable to agriculture in the very early 
history of mankind, the invention of heavy ploughs, systems of crop rota-
tion, and the introduction of new crops favored temperate zones. Tropical 
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diseases are found to have both a direct and an indirect impact on develop-
ment. They represent higher health risks, and consequently a lower stock 
of human capital. Furthermore, the demographic transformation toward 
lower mortality and fertility rates has been slower in tropical areas due to 
higher health risks. This transformation is part of the development process 
toward sustained growth. The suggested linkage from climate to institu-
tions is that the prevalence of tropical diseases prevented Europeans from 
settling, but not from exploiting, the natural resources in tropical areas. 
They therefore imposed institutions with the exclusive purpose of extract-
ing resources. These institutions concentrated wealth and power within a 
small elite and the associated structures tended to prevail after independ-
ence. A number of empirical analyses suggest that institutions are indeed 
important determinants of the growth and development process. The 
concept of institutions is at present rather abstract and the discussion of 
their role in growth and development has much in common with the dis-
cussion in the 1980s of the role of technology, following the fi rst publica-
tions on endogenous growth. An understanding of how economic agents 
and the institutional framework interact in the growth process, and how 
geography benefi ts or impedes the process, is emerging. But there are still 
gaps in our knowledge about what aspects of the institutional framework 
are the most relevant for growth, to what extent and how the optimal 
institutional framework depends on geography, culture, religion, and the 
level of development in each case, and how far and how quickly ‘getting 
institutions right’ would generate growth and development. We do know, 
however, that corruption, severe impediments to trade, and unclear and 
non- transparent regulations are detrimental to growth and development. 
Yet the brief discussion above has illustrated the sheer complexity of the 
growth and development process. No quick fi xes have been identifi ed. 
Nevertheless, in the section that follows, we discuss fairly well- established 
propositions about the circumstances in which engagement in the world 
economy can contribute to improved economic performance (UNCTAD, 
2003).

Recent research by Thompson et al. (2007) focuses explicitly on infor-
mation telecommunications networks and the eff ect they have on business 
transactions costs, information distribution, and organizational effi  ciency. 
Making use of a stochastic- frontier production function approach, the 
researchers separate the factors responsible for determining frontier pro-
duction for subsets of countries while simultaneously exploring the impact 
of communication networks and economic reform on economies below 
the frontier. The fi ndings are important in their own right and they are 
that the institutional reforms and the growth in information networks 
were shown to positively impact the world as a whole, in general, and 
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the least developed nations, in particular, by improving the effi  ciency 
of how these and other resources are used. These fi ndings indicate that 
comprehensive communication networks work synergistically with eco-
nomic reforms to build up and enhance business and government rela-
tions. However, the study provided evidence indicating that some types 
of institutional reform, if enforced and applied inadequately, could result 
in unsuitable consequences. The study concludes that in Africa, with the 
least developed countries, recent eff orts to improve the diff usion of the 
Internet and telecom penetration, especially mobile phones, have paid off , 
and that some of this increased ‘information communication’ is adding to 
the political stability in that region (Thompson et al., 2007).

THE RESOURCE- BASED VIEW AND ECONOMIC 
GROWTH

The resource- based view is very insightful and, originally, is centered 
on the economic entity itself (Porter, 1991). It argues that the origins 
of competitive advantage are core competencies (valuable resources) 
that the entity possesses. Most of these resources tend to be intangible 
assets such as skills, customer and supplier relationships, and reputa-
tions, and are viewed as relatively immobile (Khosrow- Pour, 2004). The 
literature further suggests that successful entities are successful because 
they are unique resources and they count on these resources to be success-
ful. Furthermore, resources are not valuable unless they allow fi rms to 
perform activities that create advantages in particular markets. The com-
petitive value of the resource can be improved or wiped out by changes in 
technology, competitive behavior, or buyer needs (Porter, 1996).

Ansoff  (1965) was one of the fi rst scholars to address sequential stages 
of fi rm growth. Ansoff ’s product–market expansion grid identifi ed stages 
that a fi rm would follow to generate growth. The fi rm would fi rst attempt 
to gain more market share from its existing products in existing markets 
(market penetration). Next, its leaders would consider whether the fi rm 
could fi nd new markets for its current products (market development). 
Third, the fi rm would develop new products for its existing markets 
(product development). Fourth, the fi rm would develop new products 
for new markets. Since Wernerfelt (1984) viewed products and resources 
‘as two sides of the same coin’, it is possible to substitute resources for 
products in Ansoff ’s original matrix. This substitution implies the follow-
ing resource- based arguments: Firms are collections of unused productive 
services (Penrose, 1959). These unused productive services provide excess 
capacity. This excess capacity provides an internal mechanism for growth 
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that allows the fi rm to better utilize the excess capacity to service existing 
markets (Penrose, 1959). This utilization of excess capacity may be espe-
cially relevant when a fi rm experiences a transition from an environment 
of regulation to one of deregulation.

In a regulated environment, a regulatory agency controls the scale 
and scope of fi rm operating authority (Hambrick and Finkelstein, 1987; 
Smith and Grimm, 1987). Thus fi rms may be constrained from achieving 
maximum effi  ciency from their resource base. For example, Johnson et 
al. (1989) showed that prior to the deregulation of the airline industry, 
airlines did not pursue strategies that would enhance their effi  ciency. 
Upon deregulation, these fi rms had the option of more fully and creatively 
using their existing resource bases (Gruca and Nath, 1994), Kelly and 
Amburgey (1991) empirically demonstrated this change in fi rm behavior 
in their study of the deregulation of the airline industry. Utilization of 
excess capacity increases in a deregulated environment. The use of excess 
capacity gives the fi rm an internal mechanism for growth and an oppor-
tunity to extract the maximum leverage that its existing resource base can 
provide (Penrose, 1959). Firms would be expected to utilize excess capac-
ity as their fi rst resource response to deregulation.

Resource- based theory suggests the existence of ‘focus eff ects’ 
(Montgomery and Wernerfelt, 1988). Montgomery and Wernerfelt argued 
that a given resource will lose more value when transferred to markets that 
are dissimilar to that in which the resource originated. In their 1988 study, 
they found that narrowly diversifi ed fi rms received higher rents (meas-
ured as Tobin’s Q) than widely diversifi ed fi rms. This result supports the 
resource- based hypothesis that expansion by fi rms into activities in which 
they have comparative advantages is likely to yield rents (Penrose, 1959). 
As Wernerfelt pointed out, ‘It is better to develop the resource in one 
market and then enter other markets from a position of strength’ (1984: 
176). Wernerfelt also asserted that fi rms will follow a path of sequential 
entry, fi rst fully using their resource bases in existing domestic markets 
and then leveraging these existing resources in international markets. 
Specifi cally, Wernerfelt discussed the fact that production capacity can be 
used to support both domestic and international markets. Resources that 
can be ‘dual- utilized’ to service international markets provide increasing 
economies of scale. So fi rms would tend to make a focus on using existing 
resources in international markets (gaining international economies of 
scale) the second resource- sequencing phase after deregulation.

A fundamental idea in resource- based theory is that a fi rm must 
continually enhance its resources and capabilities to take advantage of 
changing conditions (Barney, 1991; Kraatz and Zajac, 1997). Optimal 
growth involves a balance between the exploitation of existing resource 
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positions and the development of new resource positions (Chatterjee and 
Wernerfelt, 1991; Ghemawat and Costa, 1993; Hansen and Wernerfelt, 
1989; Itami and Numagami, 1992; Rubin, 1973). Thus, a fi rm would be 
expected to develop new resources after its existing resource base has been 
fully utilized. Building new resource positions is important if the fi rm is to 
achieve sustained growth. When unused productive resources are coupled 
with changing managerial knowledge, unique opportunities for growth 
are created (Castanias and Helfat, 1991; Cohen and Levinthal, 1990; 
Henderson, 1994; Henderson and Cockburn, 1994; Teece et al., 1997).

Only recently have scholars begun to focus on how fi rms fi rst develop 
fi rm- specifi c resources and then renew these to respond to shifts in the 
business environment (Henderson, 1994; Iansiti and Clark, 1994; Teece 
et al., 1997). Firms in essence develop dynamic capabilities to adapt to 
changing environments (Dierickx and Cool, 1989; Chandler, 1990; Teece 
and Pisano, 1994). The term ‘dynamic’ refers to ‘the capacity to renew 
resource positions to achieve congruence with changing environmental 
conditions’ (Teece et al., 1997: 515). A ‘capability’ refers to ‘the key role of 
strategic management in appropriately adapting, integrating, and recon-
fi guring internal and external organizational skills, resources, and func-
tional capabilities to match the requirements of a changing environment’ 
(Teece et al., 1997: 515).

When a fi rm has extracted the maximum value it can from its exist-
ing resource base, then it must develop dynamic capabilities to maintain 
growth in a dynamically changing environment. From a dynamic capabil-
ity perspective, the fi rm continually replaces previously defi ned sources 
of competitive advantage with new sources of advantage to provide for 
dynamic fi rm growth (Bogner and Thomas, 1994; Hamel and Heene, 
1994).

If fi rms are to develop dynamic capabilities, learning is crucial. Change 
is costly; therefore, the ability of fi rms to make necessary adjustments 
depends upon their ability to scan the environment to evaluate markets 
and competitors and to quickly accomplish reconfi guration and transfor-
mation ahead of the competition (Teece et al., 1997). However, ‘history 
matters’ (Nelson and Winter, 1982). Thus, opportunities for growth will 
involve dynamic capabilities closely related to existing capabilities (Teece 
and Pisano, 1994). As such, opportunities will be most eff ective when 
they are close to previous resource use (Teece et al., 1997). Firms would 
develop dynamic capabilities within existing markets in the third resource-
 sequencing phase.

After dynamic capabilities have been developed, resource- based theory 
suggests, there are managerial limits to the rate of fi rm expansion (Penrose, 
1959). Existing managers must train new managers, in the so- called 
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Penrose eff ect (Morris, 1964; Shen, 1970; Slater, 1980). Penrose stated 
this: ‘Managerial resources with experience within the fi rm are necessary 
for the effi  cient absorption of managers from outside the fi rm. Thus, the 
availability of inherited managers with such experience limits the amount 
of expansion that can be planned and undertaken in any period of time’ 
(1959: 49). Empirical evidence shows that fi rms that have grown rapidly 
in one period typically regress to the average growth rate in the next time 
period (Ijiri and Simon, 1977; Shen, 1970). On the basis of the Penrose 
eff ect, we would expect fi rms to utilize the excess capacity provided by the 
dynamic capabilities as the fourth resource- sequencing phase.

Responding to environmental change is not suffi  cient to generate long-
 term growth. As Penrose pointed out, ‘The environment is not something 
out there, fi xed and immutable, but can itself be manipulated by the fi rm 
to serve its own purposes’ (1985: xiii). Building new resource sets to service 
emerging markets is one way of generating long- term fi rm growth (Hamel 
and Heene, 1994; Hamel and Prahalad, 1994; Sanchez et al., 1996). This 
view of fi rms as being able to interpret and lead environmental change 
extends the traditional position of the fi rm beyond responding to environ-
mental change ex post. By acquiring new resources to service new markets, 
a fi rm can shape environmental change that may alter the competitive 
environment in its favor to provide for long- term growth (Hamel and 
Heene, 1994). The capability to lead environmental change is related to the 
concept of ‘creative destruction’.

Schumpeter (1942) fi rst developed this concept, stating that ‘[gales of 
creative destruction] revolutionized the economic structure by destroying 
the old and creating a new one’ (Schumpeter, 1942: 83). The new focus 
of the RBV is fi rms’ ability to create the ‘rules of the game’ by develop-
ing new resources to service new markets (Hamel and Prahalad, 1994; 
Levinthal and Myatt, 1994; Sanchez et al., 1996). This is a core compe-
tence perspective. It extends the traditional notion of the fi t of a fi rm’s 
capabilities to its environment to embrace the idea that a fi rm can change 
to acquire new competencies that can shift the competitive environment in 
its favor (Collis, 1991, 1994; Hamel and Heene, 1994). This ability of the 
fi rm to lead environmental change depends upon its managerial resources 
(Penrose, 1959).

The resource- based view of organizations can be used as a theoretical 
perspective to explain how IT infrastructure and electronic government 
may be viewed as a source of competitive advantage. According to this 
theory, the internal resources of any economy can be one source of sus-
tained competitive advantage. If one country has a particular resource not 
easily created, bought, substituted, or imitated by others, then this resource 
confers some degree of sustained competitive advantage on the economy 
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that possesses it. The speed of change in the competitive landscape 
coupled with increasing hyper- competition necessitates the development 
of global dynamic capabilities, which is the creation of diffi  cult- to- imitate 
combinations of resources on a global basis that provide a competitive 
advantage (D’Aveni, 1999; Eisenhardt and Martin, 2000; Teece et al., 
1997). The RBV has traditionally focused on fi rm- level resources (i.e. 
internal factors semi- permanently linked to the organization) providing a 
fi rm with a unique competitive posture (Barney, 1991; Dierickx and Cool, 
1989; Wernerfelt, 1984). But recently, researchers have demonstrated that 
a RBV of idiosyncratic inter- fi rm linkages can be a source of relational 
rents and competitive advantage (Dyer and Singh, 1998), thus extending 
the RBV.

Powerful forces for change are re- mapping the economic and business 
environment but they have also led to a key alteration in organizational 
processes. The fundamental drivers of change comprise globalization, 
higher degrees of complexity, new technology, intense competition, vola-
tile customer demands, and movements in the economic and political 
structure. These evolutions mean companies must strive to learn quickly, 
respond faster, and proactively adapt and shape their organizations. 
Firms are beginning to perceive that the conventional product- based com-
petitive advantages are transient and that the only sustainable competitive 
advantages they possess are their resources (Barney, 1991). This means a 
greater focus, in practice, on intangible assets. To maintain competitive 
momentum and to endure over time in a competitive market, organiza-
tions need to measure, assess, and manage their strategic potential with 
incomparable effi  cacy.

Country- Specifi c Factors

Evaluating country- specifi c factors such as the political system, the regu-
latory framework, and the cultural variables will help us assess the level 
of economic growth. Supposedly, the level of economic development of 
the country will be associated with a higher interest in strategic issues in 
information technology management, and therefore investment and man-
agement of electronic governments. Among the strategic issues in IT we 
can mention IT- based business process redesign, planning, and managing 
telecommunications networks, improving information systems strategic 
planning, and so on (Brancheau et al., 1996). On the other hand, issues 
such as the scarcity of qualifi ed human resources and obsolescence of 
computing equipment are still of a great importance in under- developed 
countries (Palvia et al., 1992). A few countries such as the United Arab 
Emirates have developed very useful policies and adopted strategies to (1) 
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develop their indigenous workforce through training and education, and 
(2) attract talents from neighboring countries by facilitating movement of 
skills into the country (Karake Shalhoub and Al Qasimi, 2003).

Political and regulatory factors in diff erent countries also have an eff ect 
on key IT management issues such as the transformation into electronic 
government. Chepaitis (1996) emphasizes the problems caused by the eff ect 
of a political system that includes control and pressure by the authorities, 
poor public data stores, and a lack of competitive market experience. The 
political and governance philosophy (socialism, capitalism, communism, 
democracy, or dictatorship) aff ects therefore the conditions in which elec-
tronic government is managed and developed (Palvia et al., 2002).

Diff erences in national cultures also play an important role in the 
success or failure of e- government initiatives. The study of Hofstede (1980) 
has provided the basis for analysing the cultural impact on key IT issues, 
including electronic governments. Hofstede (1980) defi ned four dimen-
sions of national culture: individualism/collectivism, power distance, 
uncertainty avoidance, and masculinity–femininity. There are important 
precedents in the study of the eff ect of national culture on IT management. 
Nelson and Clark (1994) proposed a research agenda of the cross- cultural 
impact on managing information systems; Shore and Venkachalam (1995) 
analysed diff erences in systems analysis and design related to culture. 
In other cases, the relationship between culture and technology accept-
ance (Kwon and Chimdambaran, 1998) and between culture and group 
support systems adoption (Davison and Jordan, 1998) has been the object 
of analysis. This question is still a very open line of investigation, because 
other studies do not fi nd a direct relationship between diff erent national 
cultures and IS management issues.

Firm- Specifi c Factors

Firm- specifi c factors can also impose upon key IT management issues, 
including the management of electronic governments. Most information 
technology research has considered the type of industry a fi rm competes in 
as an independent variable (Palvia et al., 2002). The level of development, 
the composition, and the objective of the IT portfolio can diff er depend-
ing on the type of industry. Niederman et al. (1991) studied the diff er-
ences in information technology management in manufacturing, service, 
and non- profi t organizations. Service and manufacturing fi rms seem to 
manage some IS issues in a diff erent manner, as has been suggested by 
Deans et al. (1991). They found that computer- integrated manufacturing, 
local cultural constraints, and vendor support in foreign subsidiaries were 
more important for manufacturing companies. On the other hand, data 
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security, data utilization, currency restrictions, and exchange rate volatil-
ity were more important for service fi rms (Palvia et al., 2002).

Global strategies is the second fi rm- specifi c element included in the 
study of Palvia et al. (2002). Based on the model of Bartlett and Ghoshal 
(1989), it is possible to analyse the relationship between the four basic 
strategies of internationalization (multinational, global, international, and 
transnational) and IT architecture. As Palvia et al. (2002) point out, most 
previous work suggests that aligning IT architecture strategies with each 
type of global business strategy is a critical success factor for global fi rms.

Global business and IT strategy is the fourth fi rm- specifi c factor that can 
aff ect key IT issues. Several IT management issues may have an important 
impact on the fi rm strategy defi nition and implementation. The utilization 
of IT as a driver of the fi rm’s strategy has been a topic in business manage-
ment since the early 1980s (Parsons, 1983; Porter and Millar, 1985) that 
has been revisited in the 1990s (e.g. Henderson and Venkatraman, 1993). 
Given that IT can delimit the fi rm strategy, the global strategy of the fi rm 
can also be shaped by IT issues. The means of introduction and expansion 
in new markets or the defense strategies against external competitive pres-
sures can be interrelated to IT utilization and development choices. As an 
example, some multinational fi rms use new logistics and commercializa-
tion electronic devices to quickly cut costs and therefore to oust national, 
non- technological competitors from the markets in which they enter/
participate.

Country- specifi c variables and fi rm- specifi c variables will be used in 
the next sections to explain the relationship between global issues and the 
main theoretical frameworks developed in IT general management.

THE RESOURCE- BASED VIEW AND GLOBAL ISSUES

The RBV (Wernerfelt, 1984) has been the dominant view in the develop-
ment of the strategic approach in recent times (Hoskisson et al., 1999). 
According to the RBV, a fi rm that possesses a valuable, rare, and diffi  cult-
 to- imitate or to - substitute resource will achieve a sustainable competitive 
advantage. A large number of studies have related the creation of value 
by means of IT with the gaining and maintenance of competitive advan-
tage (for example Powell and Dent- Micallef, 1997; Bharadwaj, 2000). 
The options for further study in this area consist of the identifi cation of 
new resources complementary to IT and the description of the conditions 
under which IT behaves as a valuable resource. Additionally, it would be 
useful to supplement the RBV with other approaches, such as the above-
 mentioned institutional theory (Selznick, 1957) or that of the appropriation 
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of value by stakeholders (Coff , 1999). Despite this weakness, the RBV, 
complemented by the dynamic capabilities framework (Teece et al., 1997) 
can serve as a basis from which to explain the competitive impact of IT 
over a time period, an area with little empirical evidence so far.

The RBV has a number of points in common with other theoretical frame-
works, such as the upper echelon (Hambrick and Mason, 1984; Karake, 
1995), knowledge management (Kogut and Zander, 1992; Nonaka, 1994), 
and the organizational stakeholders approach (Coff , 1999). Apart from 
the knowledge management view, which has already added signifi cantly 
to the study of IT, the upper echelon and the stakeholders approach can 
be further developed in the future. The fi rst (Pinsonneault and Kraemer, 
1997; Pinsonneault and Rivard, 1998) may be able to explain the interrela-
tion between the characteristics of management (age, previous experience, 
technological knowledge, and international experience) and the eff ective 
introduction of the new technologies. It should be noted that there is a 
strong parallel between this approach and the RBV because the personal 
and career characteristics of the executives can be resources that are valu-
able, scarce, and diffi  cult to imitate, and in combination with IT they may 
have a positive and lasting eff ect on competitive position. The second may 
be able to explain the situations in which IT generates value although the 
organization cannot take advantage of it in the form of income, benefi ts, 
or in general, increase in competitive advantage. In these cases there are 
certain powerful groups in the organization (stakeholders) that might 
absorb the resource’s capacity for creation of value.

Other research questions arise if we consider approaches related to 
RBV, such as the knowledge management view and the stakeholders view. 
First, more research is needed to fully understand the relationship between 
IT utilization and competitive advantage using knowledge management 
practices by the same fi rm in diff erent parts of the world. As an example, 
fi rms that try to compete in new markets could fi nd diffi  culties implement-
ing knowledge- sharing practices in countries with a high individualistic 
orientation. Secondly, the stakeholder approach can be used to explain 
specifi c situations in which branches of multinational fi rms that introduce 
a valuable IT- based system do not achieve better economic results. In 
these cases, the parent company might be appropriating the economic 
rents generated by the IT.

To turn the new elements of e- commerce technology and Internet 
information systems into competitive advantage, the fi rm must fi nd some 
way to turn them into an invisible asset that other fi rms cannot easily 
copy (Barney, 1991). Yet the very nature of the cyber space revolution, 
its openness and the ability of all players to access the new technologies, 
means that hard aspects alone are not going to be easily transformed into 
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a competitive advantage for the fi rm. Customers may still benefi t from 
lower costs and increased bargaining power, yet fi rms will have to fi nd 
something extra if they are to fi nd competitive advantage in these new 
technologies and systems. This can be found in the soft aspects of informa-
tion management. Even if hard elements are easily accessible, two possible 
sources of competitive advantage remain: eff ective utilization of these 
hard technologies within the wider organization of the fi rm, and unique 
combinations of the soft organizational and hard systemic aspects of the 
cyber space revolution.

When a fi rm does make use of these organizational skills, the resulting 
information fl ows are more likely to be an invisible asset than those based 
purely on information technology or information systems. These fl ows can 
be from the fi rm to its environment, from customers to the fi rm, and inter-
nally within the fi rm. Competitors cannot easily duplicate the ‘experiences 
of working together’. These assets are not easily purchased in the market, 
and even when created within the fi rm, take time to develop. A fi rm that 
responds quickly to the challenge of new technologies and systems has an 
organization with an advantage in dealing with technological change.

Combinations of assets can often be used to set a fi rm’s strategy apart 
from competitors’ strategies (Itami and Roehl, 1987). Firms that might 
not have a single outstanding technology may still be able to create a port-
folio of invisible assets that allows them to be competitive.

International business literature also addresses this issue. Mathews 
(2002) argues that fi rms from developing countries can still become multi-
nationals by combining the skills and relationships available globally with 
a dynamic internal company organization. In the case of e- commerce, it is 
the combination of hard and soft elements that can produce a portfolio of 
assets that is hard for competitors to copy easily. Firms that combine the 
hard elements of e- commerce technology and systems eff ectively are likely 
to fi nd themselves strongly positioned in the marketplace (see Globerman 
et al., 2001 for examples from electronic brokerage).

Systems for knowledge development work best when the fi rm has 
created an atmosphere in which organizational innovation can easily take 
place (Nonaka and Takeuchi, 1995). Thus, a fi rm that has taken the fi rst 
step of establishing an organization that is able to create soft elements is 
also able to create new combinations of assets that further strengthen its 
position (Brynjolfsson and Hitt, 2000; Itami and Roehl, 1987).

RBV theory has shed light on the hidden side of competitive assets: the 
soft, invisible, or intangible assets. They are at the heart of the key capabil-
ities of the innovative fi rm (Christensen and Overdorf, 2000), for example, 
leadership and change management as resources, new knowledge creation 
as processes, and reciprocity and information sharing as values. Ideally, 
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these assets should be created in the course of regular operations, since 
doing so reduces the cost of acquiring the assets and tests them against the 
day- to- day issues faced by all employees of the fi rm. Hard resources alone 
are often easily available to competitors, as Globerman et al. (2001) have 
shown in the case of the electronic brokerage industry.

Nature and Categories of Resources

According to Wernerfelt, resources can include ‘anything that might be 
thought of as a strength or weakness of a given fi rm’ and so ‘could be 
defi ned as those [tangible and intangible assets] which are tied semi per-
manently to the fi rm’ (1984: 172). Resources are said to confer enduring 
competitive advantages to a fi rm to the extent that they are rare or hard 
to imitate, have no direct substitutes, and enable companies to pursue 
opportunities or avoid threats (Barney, 1991). The last attribute is the 
most obvious: resources must have some value – some capacity to generate 
profi ts or prevent losses. But if all other fi rms have them, resources will be 
unable to contribute to superior returns: their general availability will neu-
tralize any special advantage. And for the same reason, readily available 
substitutes for a resource will also nullify its value. Thus, resources must 
be diffi  cult to create, buy, substitute, or imitate. This last point is central 
to the arguments of the resource- based view (Barney, 1991; Lippman and 
Rumelt, 1982; Peteraf, 1993). Unusual returns cannot be obtained when 
competitors can copy each other. Thus, the scope of this study will be 
limited strictly to non- imitable resources.

Clearly, there are many resources that may meet these criteria, albeit with 
diff ering eff ectiveness under diff erent circumstances: important patents or 
copyrights, brand names, prime distribution locations, exclusive contracts 
for unique factors of production, subtle technical and creative talents, and 
skills at collaboration or coordination (Black and Boal, 1994). There are a 
number of ways in which the resource- based view can be further developed. 
First, it may be useful to make some basic distinctions among the types of 
organizational resources that can generate unusual economic returns. 
By specifying the distinctive advantages of diff erent types of resources, 
it may be possible to add precision to the research. Such distinctions will 
help avoid vague inferences that impute value to a fi rm’s resources simply 
because it has performed well (cf. Black and Boal, 1994; Fiol, 1991).

Secondly, to complement its internal focus, the resource- based view 
needs to delineate the external environments in which diff erent kinds of 
resources would be most productive. Just as contingency theory attempts 
to relate structures and strategies to the contexts in which they are most 
appropriate (Burns and Stalker, 1961; Thompson, 1967), so too must the 
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resource- based view begin to consider the contexts within which various 
kinds of resources will have the best infl uence on performance (Amit and 
Schoemaker, 1993). According to Porter, ‘Resources are only meaningful 
in the context of performing certain activities to achieve certain competi-
tive advantages. The competitive value of resources can be enhanced or 
eliminated by changes in technology, competitor behavior, or buyer needs 
which an inward focus on resources will overlook’ (1991: 108).

Thirdly, there is a need for more systematic empirical studies to 
examine the conceptual claims of the resource- based scholars. Such 
studies, although growing in number (cf. Henderson and Cockburn, 
1994; McGrath et al., 1995; Montgomery and Wernerfelt, 1988; Robins 
and Wiersema, 1995), remain too rare, perhaps because of the diffi  culties 
of pinning down the predictions of the resource- based view and even of 
operationally defi ning the notion of resources (Black and Boal, 1994; Fiol, 
1991; Peteraf, 1993).

Several researchers have attempted to derive resource categorization 
schemes. Barney (1991) suggested that resources could be grouped into 
physical, human, and capital categories. Grant (1991) added to these 
fi nancial, technological, and reputation creative resources. Although 
very useful for the purposes for which they were designed, these catego-
rizations bear no direct relationship to Barney’s (1991) initial criteria for 
utility, namely value, rarity, diffi  culty of imitation, and unavailability 
of substitutes. In this chapter we revisit a pivotal one of these criteria-
 barriers to imitability to develop our own typology. Imitability may be an 
important predictor of performance as, indeed, it is a central argument of 
the resource- based view that a fi rm can obtain unusual returns only when 
other fi rms are unable to imitate its resources (Barney, 1991; Lippman and 
Rumelt, 1982). Otherwise these resources would be less rare or valuable, 
and substitutability would become irrelevant.

Property- based versus knowledge- based resources
There appear to be two fundamentally diff erent bases of nonimitability 
(Amit and Schoemaker, 1993; Hall, 1992, 1993; Lippman and Rumelt, 
1982). Some resources cannot be imitated because they are protected by 
property rights, such as contracts, deeds of ownership, or patents. Other 
resources are protected by knowledge barriers – by the fact that competi-
tors do not know how to imitate a fi rm’s processes or skills.

Property rights control ‘appropriable’ resources: those that tie up a 
specifi c and well- defi ned asset (Barney, 1991). When a company has exclu-
sive ownership of a valuable resource that cannot be legally imitated by 
rivals, it controls that resource. It can thereby obtain superior returns until 
the market changes to devalue the resource. Any rival wishing to obtain 
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the resource will have to pay the discounted future value of its expected 
economic returns. Examples of property- based resources are enforceable 
long- term contracts that monopolize scarce factors of production, embody 
exclusive rights to a valuable technology, or tie up channels of distribu-
tion. Property- based resources apply to a specifi c product or process. And 
many such resources buff er an organization from competition by creating 
and protecting assets that are not available to rivals – at least not under 
equally favorable terms (Black and Boal, 1994: 134). Typically, it is only 
the fortunate or insightful fi rms that are able to gain control over valuable 
property- based resources before their full value is publicly known.

Most competitors will be aware of the value of a rival’s property- based 
resources, and they may even have the knowledge to duplicate these 
resources. But they either lack the legal right or the historical endow-
ment to imitate successfully. Indeed, it might be argued that in order for 
property- based resources to generate unusual economic rents, they require 
protection from exclusionary legal contracts, trade restrictions, or fi rst-
 mover pre- emption (Conner, 1991; Grant, 1991).

Many valuable resources are protected from imitation not by property 
rights but by knowledge barriers. They cannot be imitated by competi-
tors because they are subtle and hard to understand because they involve 
talents that are elusive and whose connection with results is diffi  cult to 
discern (Lippman and Rumelt, 1982). Knowledge- based resources often 
take the form of particular skills: technical, creative, and collaborative. 
For example, some fi rms have the technical and creative expertise to 
develop competitive products and market them successfully. Others may 
have the collaborative or integrative skills that help experts to work and 
learn together very eff ectively (Fiol, 1991; Hall, 1993; Itami, 1987; Lado 
and Wilson, 1994).

Knowledge- based resources allow organizations to succeed not by 
market control or by precluding competition, but by giving fi rms the skills 
to adapt their products to market needs and to deal with competitive chal-
lenges. Economic rents accrue to such skills in part because rivals are igno-
rant of why a fi rm is so successful. It is often hard to know, for example, 
what goes into a rival’s creativity or teamwork that makes it so eff ective. 
Such resources may have what Lippman and Rumelt (1982) called ‘uncer-
tain imitability’: they are protected from imitation not by legal or fi nancial 
barriers, but by knowledge barriers. The protection of knowledge barri-
ers is not perfect – it may be possible for competitors to develop similar 
knowledge and talent. But this normally takes time, and by then a fi rm 
may have gone on to develop its skills further and to learn to use them in 
diff erent ways (Lado and Wilson, 1994).

The respective advantages of property- based and knowledge- based 
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resources are quite diff erent. Property rights allow a fi rm to control the 
resources it needs to gain a competitive edge. They may, for example, tie 
up advantageous sources of supply, keeping them out of competitors’ 
hands. Such control of a specifi c asset, in eff ect, is the only source of value 
for property- based resources. Knowledge- based resources typically are 
better designed to respond and adapt to the challenges facing an organi-
zation. Creative skills, for instance, can be used to interpret customer 
desires and respond to developing market trends. Of course, property-  and 
knowledge- based resources are not always independent, as the latter may 
sometimes be used to develop or procure the former. A key theme of this 
chapter is that the benefi ts of property- based resources are quite specifi c 
and fi xed, and thus the resources are appropriate mostly for the environ-
ment for which they were developed. For example, a process patent ceases 
to have value when it has been superseded by a new process; a prized loca-
tion becomes useless when customers move away. In short, a particular 
property right stops being valuable when the market no longer values 
the property. As a result, when the environment changes, property- based 
resources may lose their advantage. This is especially true if the environ-
ment alters in ways that could not have been predicted when the property 
was developed or acquired or when the fi xed contract was made (Geroski 
and Vlassopoulos, 1991). Thus, an uncertain environment – one that is 
changing and unpredictable – is the enemy of property- based resources. 
Knowledge- based resources, on the other hand, often tend to be less 
specifi c and more fl exible. For example, a creative design team can invent 
products to meet an assortment of market needs Such resources can help 
a fi rm respond to a larger number of contingencies (Lado and Wilson, 
1994). Many knowledge- based resources are in fact designed to cope with 
environmental change. Unfortunately, these resources are not protected 
by law from imitation, and many are unduly expensive in predictable set-
tings, where more routine but far cheaper response mechanisms can be 
equally eff ective. Also, in placid environments a fi rm’s knowledge may 
evolve so slowly as to be subject to imitation by rivals. In short, property-
 based resources will be of the greatest utility in stable or predictable 
environments, whereas knowledge- based resources will be most useful in 
uncertain, that is, changing and unpredictable, environments.

Some property- based resources are in the form of systems and their 
interwoven components; these typically include physical facilities and 
equipment. By themselves, most concrete facilities are easily imitable: 
thus, much of their value relies on their role within and their links to an 
integrated system whose synergy is hard to duplicate (Barney, 1991; Black 
and Boal, 1994). This is true of some integrated supply, manufacturing, 
and distribution systems. The units of a distribution network, for example, 
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may be valuable because of their connection with a steady source of supply 
or with economies of administration and promotion engendered by a well-
 respected parent company (Barney, 1991; Brumagin, 1994).

In the case of systemic resources, managers do not aim to tie up more 
and more individual assets, but to enhance the range and comprehen-
siveness of a pre- existing system. Resources are added not to substitute 
for existing assets but rather to strengthen a system or competence that 
is already in place. For example, one might acquire more distributors 
or outlets to bolster a distribution system (Lado et al., 1992). The more 
elaborate the system, the more market penetration it can provide, the 
more economically it can allocate marketing, administration, and even 
operating expenses, and the more it can make use of an established brand 
image or reputation.

Like discrete property- based resources, systemic resources will be more 
useful in predictable than in uncertain competitive environments. When 
an environment is predictable, it is easier to appraise the value of systems 
and to augment them in an orderly way with the aim of increasing the 
scope of market control. Predictability also allows a fi rm to determine 
the steps that it needs to take to fortify its system. Indeed, it is only when 
the environment is predictable and the existing system is secure that it 
makes sense for a fi rm to develop that system.

When the environment is changing unpredictably, however, managers 
may be reluctant to build on to a system whose longevity is diffi  cult to 
estimate or that is at risk of becoming obsolete. For example, if distribu-
tion technology changes unpredictably, one cannot build on to existing 
networks. And in an uncertain environment in which clients’ demands are 
ever changing and hard to anticipate, most property- based systems are 
threatened with obsolescence (Wernerfelt and Karnani, 1987). Here the 
useful life of systemic resources may be short and hard to predict, and a 
fi rm may fi nd itself controlling assets that generate little revenue (Geroski 
and Vlassopoulos, 1991).

To parallel our analysis of property- based resources, we examine both 
discrete and systemic knowledge- based resources (Black and Boal, 1994; 
Brumagin, 1994). Discrete knowledge- based resources may take the form 
of specifi c technical, functional, and creative skills (Itami, 1987; Winter, 
1987). Such skills may be valuable because they are subject to uncertain 
imitability (Lippman and Rumelt, 1982). It is often hard to discern just 
what it is about these skills that generates economic returns or customer 
loyalty. Therefore, competitors do not know what to buy or imitate. This 
advantage is protected precisely because it is in some way ambiguous and 
mysterious, even to those who possess it (Lado and Wilson, 1994; Reed 
and DeFillippi, 1990). As with discrete property- based resources, fi rms 



106 Cyber law and cyber security in developing and emerging economies

can benefi t from simultaneously developing as many of these knowledge 
resources as possible. For example, fi rms can at the same time pursue 
expertise in design, production, and marketing. Although unforeseeable 
changes in markets may render many property- based resources obsolete, 
knowledge- based resources such as unusual creative and technical skills 
may remain viable under varying conditions. Indeed, they may actually 
help a fi rm adapt its off erings to a changing environment (Wernerfelt and 
Karnani, 1987). Some creative skills are also quite fl exible as they apply to 
diff erent outputs and environments. And this makes them especially useful 
in a changing, uncertain setting. For example, where the environment is 
particularly competitive and rivals are introducing many new off erings, 
the skills of experts who can adapt and create better products will be 
especially valuable. In a stable or predictable environment, fi rms may also 
benefi t from discrete skills. But these aff ord less eff ective, less effi  cient, and 
less secure advantages than do discrete property- based resources. Where 
a fi rm can enforce its legal property rights, it possesses almost perfect 
protection against imitation. This is not true of the protection given by 
knowledge, which can be lost, especially in stable settings in which knowl-
edge and its application evolve more slowly and are thus easier to copy. 
Moreover, the high costs of retaining very talented employees may not 
produce much net benefi t in stable contexts that do not demand the full 
exploitation of their unusual abilities.

Predictable settings do not typically call for as deep or extensive a set 
of skills for product or process innovation and adaptation as do uncertain 
and changing environments (Miller, 1988; Miller and Friesen, 1984).

Systemic knowledge- based resources may take the form of integrative 
or coordinative skills required for multidisciplinary teamwork (Fiol, 1991; 
Itami, 1987). Some organizations not only have a depth of technical, 
functional, and creative expertise but are also adept at integrating and 
coordinating that expertise. They invest in team- building and collabora-
tive eff orts that promote adaptation and fl exibility. Indeed, it is not just 
skills in any one domain, but rather the way skills from several domains 
complement one another in a team that gives many fi rms their competitive 
advantage (Hall, 1993; Itami, 1987; Teece et al., 1990; Winter, 1987).

Collaborative skills are most subject to uncertain imitability (Hall, 
1993; Peteraf, 1993: 183). According to Reed and DeFillippi, ‘ambiguity 
may be derived from the complexity of skills and/or resource interactions 
within competencies and from interaction between competencies’ (1990: 
93). There is much subtlety in eff ective teamwork. The systemic nature of 
team and coordinative skills makes them especially fi rm specifi c – more 
valuable to a fi rm than to its competitors (Dierickx and Cool, 1989: 1505). 
Team talents, therefore, are diffi  cult for rivals to steal as they rely on the 
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particular infrastructure, history, and collective experience of a specifi c 
organization.

Collaborative skills typically do not develop through programmed or 
routine activity. Instead, they require nurturing from a history of chal-
lenging product development projects. These long- term projects force 
specialists from diff erent parts of an organization to work together inten-
sively on a complex set of problems. And such interaction broadens both 
the  technical and social knowledge of organizational actors and promotes 
ever more eff ective collaboration (Itami, 1987; Schmookler, 1966).

The above arguments suggest that team building is apt to be more 
 necessary, more rewarding, and perhaps even more likely in uncertain 
than in predictable environments (Hall, 1993; Porter, 1985). Collaborative 
talents are robust – they apply to a wide variety of situations and products. 
In contrast with fi xed routines, teamwork enables companies to handle 
complex and changing contingencies (Thompson, 1967). Moreover, 
‘unlike physical assets, competencies do not deteriorate as they are applied 
and shared . . . They grow’ (Prahalad and Hamel, 1990: 82). Collaborative 
skills not only remain useful under changing environments, but they 
also help fi rms to adapt and develop new products for evolving markets 
(Lawrence and Lorsch, 1967; Thompson, 1967). Indeed, the fl exibility 
born of multifunctional collaboration will help fi rms to respond quickly to 
market changes and challenges (Mahoney and Pandian, 1992; Wernerfelt 
and Karnani, 1987).

In stable environments, on the other hand, the returns to collaborative 
and adaptive skills may be small. Where tasks are unvarying, coordination 
can be routinized very effi  ciently, and thus coordinative or team skills will 
be less important (Thompson, 1967). Moreover, when customer tastes and 
rivals’ strategies are stable, there is little need to constantly redesign or 
adapt products. In such contexts, the benefi ts of intensive collaboration 
may not justify the costs.

THE RESOURCE- BASED VIEW, STRATEGY, AND 
ECONOMICS

The resource- based view (RBV) approaches the fi rm as a historically deter-
mined collection of assets or resources which are tied semi- permanently to 
the fi rm’s management (Wernerfelt, 1984). Some users of the RBV dis-
tinguish fully appropriable resources, such as physical capital or brand 
names, from less tangible assets, such as organizational routines and capa-
bilities. Similarly, distinctions may be drawn between static and dynamic 
resources. The former are those that, once in place, may be considered to 
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represent a stock of assets to be utilized as appropriate over a fi nite life. 
Dynamic resources may reside in capabilities, for example, such as an 
organization’s capacity for learning, that generate additional opportuni-
ties over time. It is worth noting that the crucial requirements of the RBV 
are that the relevant resources, whatever their nature, are specifi c to the 
fi rm and not capable of easy imitation by rivals (Barney, 1991). Therefore, 
such resources constitute the source of Ricardian rents that comprise a 
fi rm’s competitive advantage and, to the extent that their replication by 
others is problematic, imply a sustainable advantage over the longer term. 
Since each fi rm’s resource bundle is unique, the consequence of its past 
managerial decisions and subsequent experience, it follows that so is each 
fi rm’s opportunity set.

Thus it would appear that the RBV directly addresses issues that are of 
central interest to researchers in strategy and economics alike. Strategy may 
be considered as the process of determining, exploiting, and developing a 
fi rm’s opportunity set. Here the RBV would appear to off er direct insights. 
Economics is fundamentally concerned with the effi  ciency of resource 
allocation to productive users. This includes, or certainly should include, a 
consideration of the behavior of the fi rm, as the principal productive unit 
in capitalist economies, as well as comparative institutional assessments 
of alternative confi gurations of economic activity (for example vertical 
integration versus out- sourcing, franchising versus ownership, etc.). Here 
we would contend that the RBV off ers important insights into the delinea-
tion of appropriate boundaries of the fi rm and hence for fi rm performance 
and economic organization. However, when we compare explicit interest 
in the RBV across the disciplines of strategy and economics there is a clear 
and obvious asymmetry. In strategy the RBV has been highly infl uential. 
Hoskisson et al. (1999) point out that from the 1960s until the late 1980s, 
the subject was dominated by consideration of external (that is, product 
market) sources of competitive advantage. This refl ected the infl uence of 
structure, conduct, performance (SCP) work, in general, and the particu-
lar success of Michael Porter (1980, 1985) in synthesizing this in a strategy 
context. Hoskisson et al. (1999) suggest that the growing popularity of the 
RBV since the late 1980s has refocused attention on internal sources of 
competitive advantage.

In the economics journals, by contrast, explicit references to the RBV 
are scarce. A citation search, covering 165 economics journals, revealed 
that only a very small proportion of cites of the leading RBV papers occurs 
in the economics literature. For example, in not one of the key papers by 
Wernerfelt (1984), Barney (1991), and Conner (1991) did the proportion 
of citations in the economics literature rise above 5 percent. Restricting 
attention to the ten leading ‘core’ infl uential economics journals, following 
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Stigler et al. (1995), produces an even bleaker picture, with a total of three 
citations. However, a concentration on the lack of explicit attention given 
to the RBV in economics conceals the very considerable infl uence that 
has been achieved by many of the ideas that underpin it. The same con-
tributions that informed the architects of the RBV, particularly those of 
Penrose (1959), Richardson (1972), and Teece (1980), who at the time of 
these publications would have been considered mainstream economists, 
have received much greater attention in the economics literature than the 
subsequent RBV papers. Papers of the three above- mentioned authors 
appear to have helped economists trained in the neoclassical tradition to 
accept the importance of path dependency in fi rm evolution. The result is 
that over the last decade or so, a period corresponding to the diff usion of 
the RBV in strategy, there has been a very substantial output of applied 
economics research that has sought to explain fi rm decision making and 
fi rm performance in a context in which history matters. Firm behavior is 
typically modeled as a consequence of existing fi rm- level attributes, many 
of which, (for example size, diversifi cation, vertical integration, market 
and technological experience, etc.) may be considered as proxies for the 
fi rm- specifi c assets discussed by proponents of the RBV.

This growing economics literature on the importance of path depend-
ency in fi rm development is reviewed below. That it has largely bypassed 
any explicit consideration of the RBV does not, in our opinion, invalidate 
the conclusion that its fi ndings provide a systematic body of evidence that 
is both largely supportive of the predictions of the RBV and, as such, 
worthy of the interest of strategy scholars. That is not to say, of course, 
that many of the papers reviewed would not have benefi ted from insights 
drawn from the RBV. This point is developed below.

THE RESOURCE- BASED VIEW AND NEW 
INSTITUTIONAL ECONOMICS

As stated by North (1990), the New Institutional Economics is an attempt 
to incorporate a theory of institutions into economics. However, in con-
trast to the many earlier attempts to topple or take the place of neoclassical 
theory, the New Institutional Economics builds on, amends, and broadens 
neoclassical theory to allow it to come to grips and deal with an entire 
range of issues beyond its domain. What it maintains and builds on is the 
fundamental assumption of scarcity and hence competition. What it leaves 
behind is instrumental rationality – the assumption of neoclassical eco-
nomics that has made it an institution- free theory. Institutions are formed 
to reduce uncertainty in human exchange. Together with the technology 
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utilized they determine the costs of transacting. Coase (1937) made the 
central connection between institutions, transaction costs, and neoclassi-
cal theory. As he stated, ‘the neoclassical result of effi  cient markets only 
obtains when it is costless to transact; when it is costly to transact, institu-
tions matter’ (p. 391). And because a large part of our national income 
is devoted to transacting, institutions and specifi cally property rights are 
crucial determinants of the effi  ciency of markets.

Practically, there is still a tendency for the resource- based theory and the 
branches of New Institutional Economics to be used in isolation from one 
another. For example, much research in fi nancial economics still assumes 
away fi rm heterogeneity, except perhaps for industry membership, and 
concentrates upon the agency problem, while some strategy research 
ignores agency considerations as belonging to a lower level or strategy 
implementation dimension. This division is far from universal and it was 
seen above that the analysis of corporate refocusing issues has drawn liber-
ally upon both traditions. However, one consequence of the bifurcation is 
the relative neglect of governance–RBV interactions. It was noted earlier 
that the internal governance devices adopted by the fi rm (the composition 
of its board, the control systems covering its divisional management, etc.) 
do not merely have implications for the level of agency costs, but have 
implications for the optimal confi guration of the fi rm’s activities.

The fi rm’s governance mechanisms (both internal and external) are 
to be considered as a relevant resource. For example, in the USA or 
UK these could include the skills of the non- executive directors and in 
Germany could include the fi rm’s interlocking directorships with suppliers 
and customers and its banker relationships (Cable and Dirrheimer, 1983). 
Similarly, the fi rm’s set of transactional arrangements with suppliers and 
customers is not simply a cost- minimizing device, in terms of transaction 
cost economics (TCE), but a resource that may yield competitive advan-
tage. In general, this suggests that fi rms may need to secure an appropriate 
fi t between the set of activities undertaken and the governance mecha-
nisms and transactional arrangements in place. For example, external 
factors, such as the debt–equity funding mix and the extent of equity own-
ership concentration, may infl uence the optimal mix of activities (Demsetz 
and Lehn, 1985). Similarly, internal factors, including the choice between 
strategic and fi nancial control systems, may determine the appropriate 
extent of diversifi cation.

The authors share the view that in the early stages of market develop-
ment, institutional theory is unmatched in illuminating the impact on 
government strategies. This is because government and societal pres-
sures are stronger in developing economies than in developed coun-
tries. Institutional theory underlines the infl uences of the social and 
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organizational behavior of organizations. These systems might be internal 
or external to the company, and they do aff ect an organization’s proc-
esses and decision making. Perspectives derived to examine these insti-
tutional pressures have both an economic orientation and a sociological 
orientation. This new theory focuses on the interaction of institutions and 
organizations resulting from market imperfections (Harris et al., 1995), 
North (1990) maintains that institutions provide the rules of the game that 
shape interactions in societies and that economic entities are the players 
constrained by those rules (formal and informal). The role of institutions 
in an economy is to reduce information costs and information asymme-
try through minimizing uncertainty and crafting a stable structure that 
facilitates interactions. Palmer et al. (1993) examined the institutional con-
straints on American corporations in developing countries. The authors 
tested the institutional, political, and economic accounts of adoption 
of the multidivisional form (MDF) among large US industrial corpora-
tions in the 1960s, most notably by elaborating the institutional account. 
Their results suggested that institutional processes, including coercive 
and normative dynamics, substantially underpinned the MDF’s diff u-
sion during the 1960s. Firms producing in industries that had shunned 
the MDF earlier in the twentieth century were slow to adopt this form in 
the 1960s, an eff ect mediated by the percentage of fi rms in a corporation’s 
sector using the MDF at the time. Firms with high debt- to- equity ratios, 
whose chief executives had elite business school degrees, and whose direc-
tors had non- directional corporate board contracts with the directors of 
MDF fi rms, adopted the MDF more frequently than other fi rms. Peng 
and Heath (1996) argued that the internal growth of transition economies 
is limited by institutional constraints. As a result, it was concluded that 
a network- based growth strategy was more appropriate in developing 
economies. Child and Lu (1996) maintained that economic reform of large 
state- owned enterprises was moving very slowly because of relational and 
cultural constraints. Following the same rationale Suhomlinova (1999) 
found that government institutions had a negative impact on Russian 
enterprise reform. In a study done on Chinese enterprises, Lau (1998) con-
cluded that market and political forces were the institutional constraints 
that hindered the eff ective functioning of chief executive offi  cers (CEOs) in 
these enterprises. Many fi rms in developing and emerging economies are 
infl uenced by existing institutional mechanisms and realities.

From a strategic perspective, institutions can also facilitate the process 
of strategy formulation, alignment, and implementation. Enterprises can 
play a more active role in an institutional environment when these insti-
tutional mechanisms allow them to maneuver and move beyond imposed 
constraints. A number of studies dealing with institutional eff ects on 
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developing countries have focused mostly on state- owned enterprises. 
In 1996, Lee and Miller studied the changes of institutional mechanisms 
and their impact on fi rms in various industries in Korea. They found that 
fi rms benefi ted to various degrees from a number of institutional and 
cultural changes in the country. Soulsby and Clark (1996) showed how 
institutional changes in the Czech Republic have led to a revamping of 
how managers think about and do their jobs in terms of acquiring new 
strategic thinking skills and other managerial techniques which are more 
appropriate to their new semi- open market environment. In an earlier 
article, Jeff erson and Rawski (1995) concluded that the success of indus-
trial reform in China was attributed to relaxing institutional constraints, 
market- leaning institutional change, development of property rights, and 
gradual relaxation of state ownership and control. In the case of China, 
these institutional changes provided appropriate incentives and the neces-
sary changes in corporate culture that motivated fi rms and enabled them 
to take steps forward.

The number of studies using resource- based and institutional perspec-
tives in developing economies is scarce, even though some theorists have 
argued that these perspectives are the most applicable for explaining 
economic behavior in developing economies. Characterized by trends 
toward market liberalization and privatization but still heavily regulated, 
developing and emerging economies provide the necessary institutional 
and resource infl uences in testing the theories.

THE RESOURCE- BASED VIEW AND DEVELOPING 
ECONOMIES

Until recently, little research using a RBV framework has examined 
strategy diff erences in the social context of developing economies. As 
with most resources that create competitive advantage, resources for 
competitive advantage in developing economies are, on the whole, intan-
gible. However, they are not necessarily market or product specifi c, as 
might be expected. Although some qualifi cations are standard regard-
less of the level of development (for instance, fi rst- mover advantages), 
others are particularly important in developing economies. Global and 
multinational fi rms that are able to manage some of the imperfect condi-
tions in developing economies benefi t from being fi rst movers; some of 
the benefi ts include economic advantages of sales volume, knowledge of 
domestic markets and economies of scale. In general, many of the devel-
oping countries use the economics of free markets as the primary engine 
for growth. Hoskisson et al. (2000) investigated two groups of emerging 
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and developing countries: (1) the developing countries in Asia, Latin 
America, Africa, and the Middle East; and (2) the transition countries in 
the former Soviet Union and China. Both private and public enterprises 
have had to take diff erent paths and use diff erent strategies in dealing with 
the two distinct groups of developing countries. The research has exam-
ined the diff erent strategies and implementation paths used by private and 
public businesses from a number of theoretical perspectives. One of these 
 perspectives is the resource- based view of the fi rm.

In most developing and emerging economies, the postcolonial period 
saw the materialization of a state- centric form of governance, especially 
due to the lack of private capital and the absence of sophisticated market 
forces. More signifi cantly, the role of the state expanded a great deal as 
a result of governments’ national developmental agendas. Furthermore, 
many economic entities were brought under the management of the state 
through gigantic nationalization programs in order to end foreign eco-
nomic dominance (cases in point are Egypt and Algeria). These programs 
brought with them immediate needs for basic services such as education 
and health that had to be provided by government in the absence of private 
sector initiatives (Haque, 2002). In fact, most of these initiatives were often 
supported by international aid agencies prior to the 1980s. But since the 
early 1980s the mode of governance has changed in developing and emerg-
ing countries. This is due to the impact of globalization demanding the 
substitution of state agencies by market- driven mechanisms supported by 
economic policies and institutions under a new political economy model.

In responding to the New Political Economy, developing and emerging 
governments have attempted to reduce the range of public governance 
through various measures such as privatization, deregulation, and down-
sizing, and to restructure its functions by emphasizing the state’s role as 
a facilitator while assigning the main role to the private sector (Haque, 
2002). For instance, as a result of pressure from international agencies 
such as the World Bank and the International Monetary Fund, gigantic 
privatization and deregulation initiatives have been undertaken in most 
Asian, African, and Latin American countries. Some of the well- known 
examples include Argentina, Brazil, Chile, Indonesia, Malaysia, Mexico, 
Nigeria, Pakistan, the Philippines, South Korea, and Thailand. In these 
countries diff erent approaches of privatization have been adopted in 
major sectors such as telecommunications, airlines, electricity, petroleum, 
automobiles, television, fertilizers, tobacco, banking, insurance, and so on 
(Haque, 1999). This unparalleled process of privatization has signifi cantly 
reduced the state’s economic control in these countries. In addition, most 
governments have also taken initiatives to directly downsize the public 
sector to create greater avenues for the private sector. For example, 
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under the infl uence of the World Bank and the Asian Development Bank, 
Malaysia has implemented measures to downsize the public sector; the 
Philippines has adopted the strategy of ‘streamlining the bureaucracy’ 
to reduce staff  by 5–10 percent; Singapore has applied a zero manpower 
growth policy in order to ultimately reduce the number of public employ-
ees by 10 percent, and Thailand has put on hold new employment (Haque, 
2002). Similarly, India has decided to downsize the public sector by reduc-
ing public employment by 30 percent, and Sri Lanka has introduced an 
early retirement policy and retrenched thousands of government employ-
ees (Haque, 2001). In Latin America, governments have elected to reduce 
or freeze public sector employment, such as in Argentina, Bolivia, Brazil, 
and Mexico. A recent study shows that between the early 1980s and 1990s, 
as a percentage of total population, the number of central government 
employees decreased from 2.6 to 1.1 percent in Asia, 1.8 to 1.1 percent in 
Africa, and 2.4 to 1.5 percent in Latin America (Schiavo- Campo, 1998: 
465). These downsizing exercises express the growing tendency of develop-
ing and emerging economies to reorganize public governance in line with 
the overall agenda for its diminishing role in socioeconomic activities. In 
recent years, the governments in India, Malaysia, Pakistan, Singapore, Sri 
Lanka, and Thailand have de- emphasized the role of public bureaucracy 
as the primary actor in socioeconomic development, redefi ning its role to 
facilitate or enable the business sector to take more active initiatives to 
deliver services (Haque, 2002). According to the World Bank (1996), in 
Arab countries such as Algeria and Jordan the recent structural adjust-
ment programs have led to a greater role for private enterprises and 
investors, while the public sector has to enable rather than constrain such 
enterprises and investors. The overall objective of this restructuring of 
the role of public governance vis- à- vis business sector management has 
been to reduce the prominence of interventionist states and to expand the 
sphere of national and global market forces.

In line with the assumption of the New Political Economy, there have 
emerged a number of reform initiatives to restructure the organiza-
tion and management of public governance based on the experiences of 
the private sector. The trends are toward commercializing government 
entities, adopting corporate practices, managing public agencies like 
private companies, and forming partnerships with business enterprises 
(Haque, 2001). These worldwide trends in restructuring governance can 
be observed today in many Asian, African, and Latin American countries. 
More specifi cally, various government ministries and departments have 
been converted into businesslike ‘autonomous agencies’ enjoying consid-
erable operational autonomy in fi nancial, personnel, and administrative 
matters. Following the examples of developed nations many developing 
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and emerging countries have introduced these structural changes in gov-
ernance. In South Asia, Pakistan has introduced such a structure in spe-
cifi c sectors such as railway, telephone, and rural energy. In Southeast 
Asia, Singapore has introduced the most complete program to convert 
almost all government departments into autonomous agencies based on 
comprehensive restructuring of the budget and personnel systems. In 
various degrees, managerial autonomy in governance has also emerged in 
Indonesia, Malaysia, the Philippines, and Thailand. These new structural 
movements in governance represent an unmatched shift from the tradi-
tional bureaucratic model practiced in developing countries. In addition to 
these internal restructuring initiatives, there have been external structural 
changes, especially in terms of increasing partnership between the public 
and private sectors. In embarking on new projects, initiating new poli-
cies, and delivering services, such public–private partnership or alliance 
has expanded in Asian countries including India, Indonesia, Malaysia, 
Pakistan, the Philippines, Singapore, Thailand, and Vietnam, although 
this deeper public–private alliance often creates potential for confl ict of 
interest between public agencies and business fi rms (Haque, 2001). The 
number of joint ventures has also increased in various African and Latin 
American countries such as Argentina, Mexico, and South Africa. This 
businesslike restructuring of public agencies and expansion of public–
private collaboration implies diminishing boundaries between the public 
and private sectors.

THE INTERNET AS A SOURCE OF RADICAL 
TECHNOLOGY

The worldwide trends of globalization, deregulation, technical evolu-
tion, and market liberalization are restructuring markets and challenging 
traditional approaches to gaining competitive advantage (Chakravarthy, 
1997; Hamel, 2000). It is becoming harder for fi rms to retain a competitive 
advantage based on physical or fi nancial assets, or even on a new technol-
ogy, as competitors with access to the same open market conditions can 
easily acquire similar assets and technologies, and even leapfrog to newer 
technologies. Consequently, fi rms need to concentrate on developing 
distinctive capabilities that are more diffi  cult for competitors to imitate 
(Barney, 1997; Wernerfelt, 1984). Such development has become the focus 
of attention not only among academics, but also among business consult-
ants, journalists, government offi  cials, and business leaders (Miyazaki, 
1995).

A prevailing paradigm for understanding how and why fi rms gain 
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and sustain competitive advantage is the resource- based view of the fi rm 
(Mahoney and Pandian, 1992; Schendel, 1994). From this perspective, 
capabilities and resources enable fi rms to conceive and implement strate-
gies to generate above- normal rates of return (Barney, 1997; Dierickx 
and Cool, 1989). Sustainable competitive advantage is viewed as the 
outcome of discretionary rational managerial choices, selective capabil-
ity accumulation and deployment, strategic industry factors, and factor 
market imperfections. Notwithstanding its important insights, the existing 
literature has concentrated on explaining the exploitation of existing fi rm-
 specifi c capabilities and on the attributes of fi rm resources (for example, 
their rarity, uniqueness, diffi  culty to copy, or non- substitutability).

The emergence of pervasive digital networks – especially the public 
Internet – has created business opportunities in both established and 
emerging sectors of the economy. Firms that have embraced these digital 
networks – net- enabled organizations (NEOs) (Straub and Watson, 2001) 
– can execute transactions, rapidly exchange information, and innovate 
through new business processes at an unprecedented pace (Weill and 
Vitale, 2001). NEOs have new channels for accessing customers, real- time 
integration with supply- chain partners, new effi  ciencies in internal opera-
tions, and off er new digital products or services. These net- enabled busi-
ness innovations, which are the fi rst step in an organization- wide process 
of net- enablement, require timely and ongoing reconfi guration of fi rm 
resources.

Opportunities for net- enablement are also creating a strategic and 
tactical quagmire for many fi rms. They struggle to assimilate the rapid 
pace of innovation in information technologies and the emerging busi-
ness practices they make possible. It is in this context that business 
leaders must often make defensive and off ensive strategic investments in 
new net- enabled business practices before credible measurement of prior 
investments can be ascertained (Sambamurthy, 2000; Sambamurthy et al., 
2000).

On face value, some fi rms seem to be better at managing and executing 
net- enabled business innovation than other fi rms. Some fi rms with out-
standing brands in the physical world have net- enabled their products and 
services to the delight of their customers, while other great brands have 
suff ered from tardy and dismal eff orts at net- enablement. Our research 
question asks, are there measurable, organizational capabilities that com-
prise the ongoing work of net- enablement? If so, what are these capabili-
ties? Do these capabilities distinguish successful NEOs from less successful 
organizations?

The need for net- enablement (and the development of NEOs) is most 
visible in hypercompetitive environments. Hypercompetitive industries 
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are characterized by rapid changes in technology, relative ease of entry 
and exit by rivals, ambiguous consumer demands, and fl eeting periods of 
competitive advantage (Bogner and Barr, 2000). Others refer to similar 
market dynamism as ‘high- velocity markets’ where successful business 
models and industry structure are unclear (Eisenhardt and Martin, 2000). 
These competitive conditions fuel a demand for innovation and speed 
while digital networks off er both speed and an opportunity for innovating 
(Sambamurthy et al., 2001). Both require fi rms to develop reliable capa-
bilities for continual IT innovation for competitive necessity and to exploit 
short- term competitive advantage.

The utility of net- enablement is also applicable in non- hypercompetitive 
environments. Even mature industries, where competitive advantage 
may still fl ow from industry position or ownership of unique resources, 
are subject to opportunities, new effi  ciencies, or even competitive threats 
posed by digital networks. Net- enablement can provide new growth 
opportunities or establish defensive positions with customers and sup-
pliers. Firms can pre- emptively become NEOs even though they do not 
currently experience the pace of competitive change in hypercompetitive 
environments. Alternatively, they may use a series of net- enabled innova-
tions to erode the existing basis of long- term competitive advantage while 
they reap a series of irritable, short- term gains.

The dominant business confi guration for NEOs is a network, web, or 
hub connected via IT. Suppliers, customers, complementors, and alli-
ance partners engage in ‘coopetition’ as they collaborate via alliances and 
compete via coalitions (Brandenburger and Stuart, 1996; Moore, 1996; 
Singh and Mitchell, 1996; Afuah, 2000). As fi rms become net- enabled, 
their competitive advantage may rest on tacit, inimitable, collaborative 
relationships as a network or hub with its coopetitors. These coopetitors 
provide a critical source of innovations (Allen, 1977; von Hippel, 1988; 
Ahujah, 1996), knowledge transfer (Kogut, 1988), complementary prod-
ucts (Grove, 1996), and critical resources (Bower, 1970) for collectively 
garnering competitive advantage as a network of resources or comple-
mentary competencies. We believe that participation in these network 
relationships provides greater potential to lead in net- enabled business 
innovation.

CONCLUSION

This chapter was dedicated to the coverage of resource- based theory. The 
central questions addressed by the resource- based view deal with why 
fi rms and economies diff er and how they achieve and sustain competitive 
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advantage. It has been argued that the heterogeneous competences that 
give economic entities their unique characters are part of the fundamental 
nature of competitive advantage.

For our purpose, resources are based in an environment and, depending 
on the characteristics of that environment, focusing on one resource or 
another could create strategic (dis)advantage which might lead to positive 
(negative) outcomes. Few scholars have analysed the issue of an economic 
entity’s sustainable advantage in terms of resource- based and institu-
tional factors and suggested that entities are able to create or develop 
institutional capital to enhance optimal use of resources (Oliver, 1997). 
Consequently, economic entities have to manage the social context of their 
resources and capabilities in order to be profi table.

Research using resource- based theory and examining macro strat-
egy diff erence in the social context of developing economies is absent. 
Similarly to most resources that create competitive advantage at the micro 
level, resources for competitive advantage at the macro level in developing 
economies are mainly intangible. Although some capabilities are standard 
across all economies (e.g. fi rst- mover advantage), others are particularly 
signifi cant in developing economies (Hoskisson et al., 2000). The economic 
literature has paid attention to the revenue- generating promises of devel-
oping economies, and as such has focused mainly on big developing and 
emerging economies such as China, India, and Russia. Firms which are 
able to manage the discouraging environments in developing economies 
grab hold of the benefi ts of fi rst- mover advantages. In developing econo-
mies, however, such advantages are very diffi  cult to harness without good 
institutional infrastructure. Consequently, it is essential to understand the 
relationship between economic success (failure) and the changing nature 
of the institutional environment.
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4.  Methodology and development of 
hypotheses

INTRODUCTION

The resource- based view (RBV) of the fi rm argues that the performance of 
an economic entity is, inter alia, a function of the resources and skills that 
are in place and of those economic entity- specifi c characteristics which are 
rare and diffi  cult to imitate or substitute. This concept is in essence based 
on Coase’s theory of the fi rm, which maintains that the fi rm is a combina-
tion of alliances that have linked themselves in such a way as to reduce 
the cost of producing goods and services for delivery to the marketplace 
(Coase, 1937). An enhancement of this resource- based view is that an 
economy can create a competitive advantage by building resources that 
work together to generate organizational and country- based capabilities 
(Bharadwaj, 2000). These capabilities permit economic entities and econo-
mies as a whole to adopt and adapt processes that enable them to realize a 
greater level of output from a given input or maintain their level of output 
from a lower quantity of input.

In this chapter we will develop a set of hypotheses with the objective of 
conducting a systematic cross- country analysis of cyber laws in a sample 
of developing and emerging economies. Based on resource- based theory, 
the overall premise is that in addition to the physical infrastructure 
which explains much of the variation in basic Internet use and country 
e- readiness, cyber activities, especially e- commerce and e- government, 
also depend signifi cantly on a supportive institutional environment such 
as national respect for the ‘rule of law’, the availability of credible 
payment channels such as credit cards, the support of top leadership, and 
the existence of cyber law.

Despite its widely cited potential to transform global economies, the 
use of cyber space, especially commercially, is as yet predominantly a 
North American phenomenon. Estimates vary, but it is generally accepted 
that more than 75 percent of online transactions are confi ned within US 
borders. The slow development of cyber activities in other countries is 
paradoxical, given the intuitive appeal of the notion that the digital age 
brings with it the ‘death of distance’ (Cairncross, 1997). In addition, some 
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developing and emerging countries such as the United Arab Emirates 
(UAE), Singapore, and Bahrain have done much better than others in 
digitizing their economies. While this puzzle has been the subject of much 
speculation, systematic analysis is sparse. In particular, to our knowledge 
there has been little empirical analysis of the conditions necessary for the 
development of viable online markets in developing countries.

In general, research on information technology (IT) and the impact 
on the economy of the electronic commerce, in terms of productivity and 
business value, can be classifi ed into two categories: (1) the production-
 economics- based approach and (2) the process- oriented approach (Barua 
and Mukhopadhyay, 2000). The production- economics- based approach 
employs production functions to examine the relationship between output 
events and production inputs such as IT and non- IT classifi ed capital and 
labor. Notwithstanding the many years of debate on the contested ‘produc-
tivity paradox’, several researchers were able to estimate production func-
tions and to fi nd a, somehow, positive relationship between investment in 
information technology, including investment in electronic commerce tech-
nology, and productivity. These fi ndings were supported by several other 
studies and prompted a large stream of literature in this area (Brynjolfsson 
and Yang, 1996). As Hitt and Brynjolfsson (1996) point out, while the 
theory of production envisages that lower prices for information technol-
ogy will generate benefi ts in the form of lower production costs for a given 
level of output, it is unclear on the question of whether economic entities will 
raise their performance advantages in terms of supra- normal profi tability.

The process- oriented approach aims at explaining the process through 
which information technology investments improve intermediate opera-
tional performance, which in turn may aff ect higher levels of fi nancial 
performance. An early study by Mukhopadhyay et al. (1995) assessed the 
business value of electronic data interchange (EDI) in a manufacturing 
setting. Their fi ndings indicate that EDI facilitated the eff ective use of 
information to systematize material movements between manufacturers 
and their suppliers, which resulted in considerable cost savings and inven-
tory cutback. As an inter- organizational information system, EDI has 
some features in common with the Internet- based initiatives, but it also 
shows signs of important diff erences as EDI is, by and large, a more expen-
sive, proprietary technology under the control of one large manufacturer 
or supplier. In contrast, Internet technologies may induce large- scale vari-
ations within an organization as well as in its dealings with customers and 
suppliers. It is important to note that most of these studies were carried 
out before the extensive use of the Internet, and as such they logically did 
not include variables associated with Internet initiatives and e- commerce 
capabilities.
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A promising framework for enhancing the theoretical basis of cyber 
activity value is the resource- based view of the economy, which links 
economic performance to economic and organizational resources and 
capabilities. Economic entities create performance advantages by assem-
bling resources that work together to create added capabilities (Penrose, 
1959; Wernerfelt, 1984; Peteraf, 1993). To create sustainable advantages, 
these resources, or resource combinations, would have to be economi-
cally valuable, relatively scarce, diffi  cult to imitate, or imperfectly mobile 
across economic entities (Barney, 1991). Resources can be combined and 
integrated into unique clusters that enable distinctive abilities within an 
economic entity fi rm. In the information systems literature, the resource-
 based view has been used to explain how fi rms can create competitive 
value from information technology assets, and how sustainability resides 
more in the available skills to leverage IT than in the technology itself. 
Information technology payoff s depend heavily on how the various IT 
resources work together in creating synergy. Computers, databases, tech-
nical platforms, and communication networks form the core of an entity’s 
overall IT infrastructure resources. Although the individual components 
that go into the IT infrastructure are commodity- like, the process of inte-
grating the components to develop an integrative infrastructure tailored to 
a fi rm’s strategic context is complex and imperfectly understood (Milgrom 
and Roberts, 1990; Weill and Broadbent, 1998). The resource- based view 
has been extended with the dynamic capabilities perspective (DCP) to 
tackle the practicality of unstable markets and swift technological change. 
DCP refers to the ability of a fi rm to achieve new forms of competitive 
advantage by renewing technological, organizational, and managerial 
resources to fi t with the changing business environment (Eisenhardt and 
Martin, 2000). In this environment, capabilities that enable rapid and pur-
poseful reconfi guration of a fi rm’s resources are the means through which 
both industry position and timely unique resources can be obtained. This 
model implies that dynamic capabilities are essentially change- oriented 
capabilities that help economic entities reconfi gure their resource base to 
meet growing customer demands and competitor strategies. The ability to 
anticipate technological change and adopt the appropriate strategies may 
create a path of growth that would generate a performance advantage 
(Teece et al., 1997). Resources are dynamic because the economic entities 
are continually building, adapting, and reconfi guring internal and external 
competences to attain congruence with the changing business environment 
when the rate of technological change is rapid, time- to- market is critical, 
and the nature of future competition and markets is diffi  cult to determine 
(Teece et al., 1997). Dynamic capabilities create resource confi gurations 
that generate value- creating strategies (Eisenhardt and Martin, 2000). 
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Consistent with DCP, cyber space can be considered to be a dynamic 
capability. Internet- enhanced organizations continually reconfi gure their 
internal and external resources to employ digital networks to exploit busi-
ness opportunities. Thus, Internet- enhanced organizations exemplify the 
characteristics of dynamic capabilities as they engage routines, prior and 
emergent knowledge, analytic processes, and simple rules to turn IT into 
customer value (Wheeler, 2002; Bharadwaj et al., 2000; Sambamurthy et 
al., 2001).

Because this book seeks to extend the IT value literature to the domain 
of Internet- enabled e- commerce and e- government initiatives in devel-
oping countries, it is natural to ask if Internet initiatives are diff erent 
from pre- Internet technologies (e.g. PC, mainframe, legacy systems). In 
fact, the economic characteristics of the Internet are signifi cantly diff er-
ent from those of pre- Internet computer technologies. The Internet is 
unique in terms of connectivity, interactivity, and open- standard network 
integration (Shapiro and Varian, 1999; Kauff man et al., 2001). These 
characteristics have very diff erent bearings on customer reach and rich-
ness of information. Prior to the Internet, fi rms often used stand- alone, 
proprietary technologies to communicate inadequate data. It was diffi  cult 
and/or costly for a fi rm to relate to its customers, suppliers, and business 
partners. In contrast, the Internet facilitates a two- way, real- time informa-
tion exchange between a fi rm and its customers and suppliers.

Given these unique potentials of the Internet, many countries have 
adopted e- commerce as a strategy for growth and development. Yet, 
the way that e- commerce is ingrained in business processes diff ers from 
one country to another. In fact, it is how economic entities leverage 
their investments to generate unique Internet- enabled resources and 
entity- specifi c competence that determines overall eff ectiveness of online 
activities. Economic entities, in the public or private sectors, benefi t from 
the Internet when they embed online capability in their fabric in a way 
that creates sustainable resource synergy. For instance, the integration 
of online capability and IT infrastructure may improve connectivity, 
compatibility, and responsiveness of an economic unit at the micro level, 
which results in better effi  ciency and lower costs at the macro level.

The connectivity and open- standard data exchange of the Internet 
may help remove incompatibility of the legacy information systems. A 
mainframe- based legacy IT system (such as EDI) that only marginally 
improves performance under ordinary conditions may produce substan-
tial advantages when combined with the Internet. The Internet’s greater 
connectivity allows more direct interaction with customers and tighter 
data sharing with suppliers. Internet- based e- commerce can be adopted to 
enhance traditional IT systems in many ways, for example using a Web-
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 based, graphical interface to improve the user- friendliness of enterprise 
resource planning (ERP) systems; implementing Internet- based middle-
ware to make EDI connections more fl exible and aff ordable for smaller 
businesses; connecting various legacy databases by common Internet 
protocol and open standard; using eXtensible markup language (XML)-
 based communication to increase the ability of exchanging invoice and 
payment documents online between companies; and analysing online data 
to better understand customer demand.

Based on the above, it is vital to concentrate on resource synergy as 
a promising path to cyber space eff ectiveness. The resource- based view 
provides a solid theoretical foundation for studying the contexts and con-
ditions under which cyber, Internet- based economies may produce more 
productivity and performance improvements in emerging and developing 
economies. In particular, it directs us toward a well- adjusted and stable 
position, one that recognizes the commodity view of the technology per 
se, while permitting the possibility of synergetic associations arising from 
combining the capabilities of electronic commerce, other information 
technology infrastructure, and other resources.

Unarguably, the most signifi cant impediment to the development of 
commerce in cyber space in many developing countries is the lack of nec-
essary physical infrastructure, particularly household access to personal 
computers and a cost- eff ective telecommunications system. However, 
indications from New Institutional Economics (NIE) support the notion 
that we should look beyond these immediate indicators to examine how 
the institutional environment in a country contributes to (or undermines) 
confi dence in a new market such as e- commerce/e- government and sup-
ports private investment in the new medium. Empirical evidence has 
revealed that the integrity of the institutional environment, particularly 
with respect to the ‘rule of law’, is important for the development of 
e- commerce and e- government. Only in such an environment can partici-
pants in electronic transactions have confi dence in a satisfactory perform-
ance or adequate legal recourse should the transaction break down.

Research done by Oxley and Yeung (2001) discusses the issue of trans-
actional reliability in online markets and explores the role of institutions 
in supporting the growth of commercial online activities. The authors 
develop an analytical framework for cross- country comparisons of the 
environment for e- commerce, focusing on both the direct facilitators of 
growth – such as physical infrastructure – and on the underlying, intangi-
ble features of the institutional environment.

Based on the above, it is fair to assume that capabilities aff orded by 
information communication technology (ICT) are one major component 
of economies’ capabilities, and recent studies have identifi ed a number of 
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specifi c ICT capabilities that provide competitive advantage. Bharadwaj 
(2000) classifi es an entity’s key ICT capability as comprising (1) a physical 
information technology infrastructure, (2) human information technology 
resources (including technical IT skills, and managerial IT skills), and (3) 
intangible information technology- enabled resources (such as customer 
orientation, knowledge assets, and synergy). We add to these other intan-
gible factors, such as those identifi ed by Oxley and Yeung, above.

THE NATURE OF RESOURCES

According to Wernerfelt, resources can include ‘anything that might be 
thought of as a strength or weakness of a given fi rm’ and so ‘could be 
defi ned as those [tangible and intangible assets] which are tied semi perma-
nently to the fi rm’ (1984: 172). Applying Wernerfelt’s ideas to the setting 
of a developing country, resources are said to give long- term competitive 
advantages to a country to the extent that they are rare or hard to imitate, 
have no direct substitutes, and enable economic entities to pursue oppor-
tunities or avoid threats (Barney, 1991). But if all other economic entities 
have those resources, they will be unable to contribute to superior returns 
and their general availability will defuse any special advantage. Thus, 
resources must be diffi  cult to create, buy, substitute, or imitate. This last 
point is central to the arguments of the resource- based view (Barney, 1991; 
Lippman and Rumelt, 1982; Peteraf, 1993).

Evidently, there are many resources that may satisfy these criteria, 
though with diff ering eff ectiveness under diff erent circumstances: impor-
tant patents or copyrights, brand names, prime distribution locations, 
exclusive contracts for unique factors of production, subtle technical and 
creative talents, and skills in collaboration or coordination (Black and 
Boal, 1994).

There are a number of directions in which the resource- based view 
can be directed, when applied to developing economies. Of paramount 
importance is to make some fundamental distinctions among the diff er-
ent categories of resources that can produce unusual economic returns. In 
addition, to supplement its internal focus, the resource- based view needs 
to defi ne the external environments in which various resources would be 
largely benefi cial (Burns and Stalker, 1961; Thompson, 1967). In addition, 
the resource- based view must start to consider the circumstances within 
which various kinds of resources will have the best infl uence on perform-
ance (Amit and Schoemaker, 1993). According to Porter, ‘Resources are 
only meaningful in the context of performing certain activities to achieve 
certain competitive advantage. The competitive value of resources can be 
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enhanced or eliminated by changes in technology, competitor behavior, 
or buyer needs which an inward focus on resources will overlook’ (1991: 
108).

Based on the resource- based theory literature, resources can be thought 
of in two broad categories: property- based and knowledge- based resources. 
Property- based resources are tangible – land, building, equipment, machin-
ery, and so on while knowledge- based resources are intangible – skills, 
competences, experience, relationships, alliances, and intra- organizational 
structures and systems.

A number of researchers have attempted to classify resources based on 
various criteria and schematic frameworks. Barney (1991) argued that 
resources could be classifi ed as physical, human, and capital. Grant (1991) 
added to the classifi cation list fi nancial, technological, and reputation-
 based resources. Other researchers revisited some of these initial criteria to 
come up with new typologies.

As stated above, a pivotal criterion in resource- based theory is barriers 
to imitation of resources. Some resources cannot be imitated because they 
are protected by property rights, such as contracts, deeds of ownership, or 
patents. Other resources are protected by knowledge barriers preventing 
competitors from imitating an entity’s processes or skills.

Property rights deal with control of resources that bind a specifi c and 
well- defi ned asset (Barney, 1991). When an entity has exclusive owner-
ship of a precious resource that cannot be legally imitated by competitors, 
it controls that resource. It can in that way acquire higher returns until 
conditions change to bring down the value of the resource. Any competi-
tor desiring to have a hold of the resource will have to pay the discounted 
future value of its expected economic returns (Barney, 1991). Enforceable 
long- term contracts that monopolize scarce factors of production, embody 
exclusive rights to a valuable technology, or tie up channels of distribution 
are examples of property- based resources. Such resources shield an organ-
ization from competition by creating and protecting assets that are not 
available to competitors or would- be competitors (Black and Boal, 1994).

Most rivals will be conscious of the value of a competitor’s property-
 based resources, and they may even have the knowledge to replicate these 
resources, but they do not have the legal right to imitate them successfully. 
In fact, one might make the case that in order for property- based resources 
to generate unusual economic return, they require protection from exclu-
sionary legal contracts, trade restrictions, or fi rst- mover pre- emption 
(Conner, 1991; Grant, 1991).

Property rights resources are protected from imitation by property 
rights, and knowledge- based resources are protected from imitation by 
knowledge barriers. These resources cannot be duplicated because they 
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are, to a large degree, unique and hard to understand since they require 
talents that are elusive and whose connection with results is diffi  cult to 
determine (Lippman and Rumelt, 1982). Knowledge- based resources 
often take the form of specifi c skills, including technical, creative, and col-
laborative. They allow organizations to fl ourish not by preventing compe-
tition, but by providing entities with the skills to adapt their products to 
market needs and to deal with competitive challenges. It is important to 
point out here that the protection of knowledge barriers is not absolute; 
it may be possible for others to develop similar knowledge and talent, but 
this usually takes time, and by then a fi rm may have gone on to develop its 
skills further and to learn to use them in distinct ways (Lado and Wilson, 
1994).

In addition to property- based and knowledge- based resources, insights 
from the NIE suggest that we should look beyond these direct indicators 
to look into how the institutional environment in a country contributes to 
(or damages) confi dence in a new market and supports private investment 
in the new means. Not only institutional physical resources, but knowl-
edge resources are important determinants of how successful Internet-
 based initiatives can be applied in a developing economy.

The New Institutional Economics is an attempt to integrate a theory 
of institutions into economics. However, in contrast to the many earlier 
attempts to overturn or replace neoclassical theory, the New Institutional 
Economics builds on, transforms, and extends neoclassical theory to allow 
it to deal with a host of issues beyond its knowledge. What it maintains 
and builds on is the basic assumption of scarcity. What it discards is 
instrumental rationality. New Institutional Economics views economics as 
a theory of choice subject to constraints; it makes use of price theory as a 
crucial part of the analysis of institutions.

INSTITUTIONAL ENVIRONMENT

It is likely that cyber space will be among the most powerful transmission 
mechanisms through which technology- induced change will spread across 
many developing and emerging countries. The application of ICT to, for 
instance, health or education can certainly contribute to the achievement 
of basic development objectives and can, in the long term, lead to produc-
tivity increases. However, the upward movement of economic growth that 
the Internet and cyber activities can bring about would probably result 
in a more immediate and sustainable contribution to the reduction of 
poverty and economic progress, one of the Millennium Goals specifi ed by 
the United Nations.
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Addressing the comparatively low levels of productivity in a large 
number of developing countries, the adoption of e- commerce in these 
countries can yield particularly to large relative improvements in pro-
ductivity. In most cases, these gains are not derived directly from the 
technology itself but through incremental improvements resulting from 
organizational changes in the production process that are made possi-
ble (or indispensable) by the technology. An encouraging factor is that 
e- commerce seems to be spreading in a number of developing countries 
faster than was the case in previous technological revolutions. To grease 
the wheels of e- commerce and e- government and facilitate their spread, 
the institutional environment in developing and emerging economies has 
to be favorable.

According to Davis and North (1971: 6–7), the institutional environ-
ment is ‘[that] set of fundamental political, social and legal ground rules 
that establishes the basis for production, exchange and distribution. Rules 
governing elections, property rights, and the right of contract are exam-
ples.’ There is now an established tradition of research within NIE con-
necting characteristics of the institutional environment to the extent and 
nature of private investment. Some of this work has examined the impact 
of general characteristics of the nation- state (e.g. Levy and Spiller, 1996; 
Henisz and Zelner, 2001), while some has focused on specifi c aspects of the 
legal or regulatory environment (e.g. Oxley, 1999).

An important question needs to be addressed is what aspects of the 
institutional environment are most important for promoting transactional 
integrity in cyber space and hence in supporting investment in these new 
markets? From an institutional perspective, this question can be analysed 
from the following key features: (1) the overall integrity of the nation’s 
legal system, related to the degree to which the economy is governed by the 
rule of law; and (2) the credibility of payment channels available to cyber 
activity participants, which in turn is a function of the country’s fi nancial 
institutions and regulations and the existence of a law that governs elec-
tronic commerce transactions, that is, cyber law.

Developing and emerging countries can profi t from the opportuni-
ties provided by e- commerce for exploiting competitive advantages not 
achievable in the ‘old economy’. E- commerce gives small and medium-
 sized enterprises (SMEs) the ability to access international markets that 
used to be diffi  cult to enter due to high transaction costs and other market 
access barriers. Labor- intensive services can now be delivered using cyber 
space as a medium, providing new opportunities for developing countries 
with relatively cheap labor. The emergence of successful industries such as 
software development or tele- servicing in several countries is an example 
of this. Thanks to e- commerce, entrepreneurs in developing countries can 
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also access cheaper, better- quality trade- related services (for instance, 
fi nance or business information), thus escaping local de facto monopo-
lies. Finally, cyber activities can stimulate growth in developing countries 
by helping to improve the transparency of the operation of markets and 
public institutions. For instance, by simplifying business procedures, 
cyber activities not only reduce the cost for businesses of complying with 
domestic and international trade- related regulations, but also reduce the 
cost of corruption, a burden that often most severely aff ects SMEs and 
other weaker players in the economy.

For all these promising benefi ts to happen, a number of institutional 
measures and mechanisms are required in order to create an enabling 
environment for e- commerce, and address areas such as infrastructure, 
applications, payments systems, human resources, the legal framework, 
and taxation.

The following analysis of cyber security issues in a cross- section of 
developing countries should prove that not only physical infrastructure 
measures are important in explaining variations in basic cyber activity 
adoption and Internet use, but also intangible institutional measures 
are critical to the success of online business. The book will examine the 
strengths of cyber crime laws in a number of developing countries from an 
institutional, resource- based perspective.

WHAT IS HAPPENING ON THE GROUND?

Countries and economies are interconnected. If information systems in 
one economy are not eff ectively protected, then the underlying infrastruc-
tures of all the interconnected economies are threatened. Thus, the fi ght 
against cyber attacks is primarily dependent on the legal frameworks 
of every country. Specifi cally, cyber security is contingent upon every 
economy having (1) sound laws that criminalize attacks on systems and 
networks and ensure that law enforcement offi  cials have the authority 
to investigate and prosecute crimes made possible by technology; and 
(2) laws and policies that permit international collaboration with other 
parties in the fi ght against computer- related crime. In addition, for these 
laws to work given the nature of cyber crimes, they have to be coordinated 
and harmonized across borders. In order to reach a global harmoniza-
tion of cyber crime legislation, and a common understanding of cyber 
security and cyber crime among countries, whether developed, emerging, 
or developing, a global agreement at the United Nations level should be 
established that incorporates resolutions designed to tackle the global 
challenges. A convention is generally a more air- tight arrangement, where 
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parties may be held legally responsible for violations under international 
law. The most active UN entity in arriving at comprehensive and global 
cyber crime legislation is the International Telecommunications Union 
(ITU). This institution is exceptionally positioned to develop a global 
agreement on cyber crime.

In 2001, the UN initiated the World Summit on the Information Society 
(WSIS) and put the ITU in charge to lead and coordinate the multi- phased 
activities of WSIS. The work of WSIS got off  the ground with Phase one 
in Geneva in December 2003; Phase two took place in Tunisia in 2005. 
Following these summits, the ITU took on the central role in coordina-
tion and harmonization of the activities among UN member countries in 
order to build confi dence and security in cyber space. The responsibility of 
the ITU is to seek agreement on a framework for international coopera-
tion in cyber security, in order to reach a common understanding of cyber 
security threats among countries at all stages of economic development 
(that includes developing and emerging economies) and put into action 
solutions aimed at addressing the global challenges to cyber security and 
cyber crime.

In May 2007, a Global Cyber security Agenda (GCA) was launched by 
the United Nations Secretary- General, as a global framework for dialogue 
and international cooperation aimed at proposing strategies for solutions 
to enhance security in the information society. The main goal of the GCA 
is the elaboration of strategies for the development of a ‘model of cyber 
crime legislation’ that is globally applicable and interoperable with existing 
national and regional legislative measures. In order to support the ITU’s 
Secretary- General in developing strategic proposals to Member States, a 
High Level Experts Group (HLEG) was set up in October 2007. In June 
2008, the HLEG group of more than 100 international experts provided 
its recommendations on strategies in the following fi ve work areas: legal 
measures, technical and procedural measures, organizational structures, 
capacity building, and international cooperation. These recommendations 
are being adapted by a large number of developing and emerging econo-
mies in their eff ort to enact their cyber laws.

The Council of Europe’s Convention on Cyber Crime

The 2001 Council of Europe’s Convention on Cyber Crime1 was a signifi -
cant achievement in combating cyber crime. It entered into force on 1 July 
2004, and by January 2008 45 countries had signed the Convention and 23 
of those had ratifi ed it. The Convention sets forth a comprehensive frame-
work for international cooperation against computer crimes and requires 
member states to outlaw specifi c activities. These international agreements 
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acknowledge that the boundless nature of many illicit activities compels 
individual states to cooperate to restrain emerging threats.

Europe’s Convention on Cyber Crime is perceived to be the best legisla-
tion to deal with what is referred to as cyber crime havens. It is based on 
the principle that harmonizing national laws will facilitate cooperation 
between law enforcement offi  cers investigating crimes in cyber space and 
eliminate the haven scenario by ensuring that cyber criminals can be pros-
ecuted and extradited for prosecution. Countries are called on to sign and 
ratify the Convention to outlaw cyber crime off enses, to ensure that their 
laws provide the facility to help offi  cers from other countries investigat-
ing cyber crimes, and to ensure they have jurisdiction to prosecute such 
crimes. The Convention acts as a preventive measure by criminalizing 
actions that endanger the confi dentiality, integrity, and availability of 
computer systems, networks, and computer information/data.

The Convention was opened for signature on 23 November 2001. Any 
member of the Council of Europe can sign and ratify the Convention; 
several non- member states, including the United States, can do so 
because they were involved in drafting the Convention. The parties to the 
Convention can allow other countries to sign and ratify it as well. The 
Convention consists of four chapters:

1. Chapter I covers the use of terms and defi nitions on computer systems, 
computer data, service providers, and traffi  c data.

2. Chapter II deals with actions that have to be taken at the national 
level and covers areas of substantive criminal law, procedural law, and 
jurisdiction. The section on substantive criminal law identifi es off enses 
against the confi dentiality, integrity, and availability of computer data 
and systems (such as illegal access, illegal interception, data interfer-
ence, system interference, and misuse of devices). Computer- related 
off enses include forgery and fraud. Content- related off enses are 
off enses related to child pornography, and off enses related to infringe-
ments of copyright and related rights. The section on procedural law 
includes common provisions that apply to the Convention’s articles 
on substantive criminal law, and to other criminal off enses committed 
by means of a computer system, and to the collection of evidence in 
electronic form relating to criminal off enses. There is a provision on 
expedited preservation of stored computer data, covering expedited 
preservation and partial disclosure of traffi  c data. The section includes 
also provisions on production order, search and seizure of stored 
computer data, real- time collection of traffi  c data, and interception 
of content data. Provisions on jurisdiction are dealt with in a separate 
section.
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3. Chapter III covers international cooperation, and consists of general 
principles dealing with international cooperation, extradition, mutual 
assistance, and spontaneous information. This chapter includes pro-
cedures relevant to requests for mutual assistance in the absence of 
applicable international agreements, and to confi dentiality and limita-
tion on use, including specifi c provisions on mutual assistance on the 
subject of provisional measures, mutual assistance regarding investi-
gative powers, and a provision for a 24/7 network.

4. Chapter IV deals with fi nal provisions and includes the fi nal clauses, 
mainly in accordance with standard provisions in Council of Europe 
treaties. In accordance with Article 40, any state may declare that 
it avails itself of the possibility of requiring additional elements, as 
provided for under certain articles. In accordance with Article 42, any 
state may declare that it avails itself of the reservations provided for in 
certain articles.

By ratifying or acceding to the Convention, countries agree to ensure 
that their domestic laws criminalize the conducts described in the section 
on substantive criminal law, and establish the procedural tools necessary 
to investigate and prosecute such crimes.

As shown in Table 4.1, nine countries from our sample (Bulgaria, 
Croatia, Czech Republic, Hungary, Poland, Romania, Slovakia, South 
Africa, and Ukraine) have signed, ratifi ed, and/or entered the Convention 
into force. Russia has refused to sign the Convention on Cyber Crime 
because it did not manage to agree upon appropriate terms for cross-
 border access to data- processing networks.

Table 4.1 Sample countries, members of the Convention

Country Signature Ratifi cation Entry into force

Bulgaria 23/11/2001 07/04/2005 01/08/2005
Croatia 23/11/2001 17/10/2002 01/07/2004
Czech Republic 09/02/2005 – –
Hungary 23/11/2001 04/12/2003 01/07/2004
Poland 23/11/2001 – –
Romania 23/11/2001 12/05/2004 01/09/2004
Slovakia 04/02/2005 08/01/2008 01/05/2008
South Africa 23/11/2001 – –
Ukraine 23/11/2001 10/03/2006 01/07/2006

Source: www.convention.coe.int.
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The United Nations Resolutions

The United Nations has been very active in combating cyber criminal 
activities. Two resolutions are worth mentioning here: UN Resolution 
57/239 (2002) and UN Resolution 58/199 (2004). The fi rst resolution deals 
with the creation of a global culture of cyber security; in doing so, it identi-
fi es the following nine criteria:

1. Awareness: Participants should be aware of the need for security of 
information systems and networks and what they can do to enhance 
security.

2. Responsibility: Participants are responsible for the security of informa-
tion systems and networks in a manner appropriate to their individual 
roles. They should review their own policies, practices, measures, and 
procedures regularly, and should assess whether they are appropriate 
to their environment.

3. Response: Participants should act in a timely and cooperative manner 
to prevent, detect, and respond to security incidents. They should 
share information about threats and vulnerabilities, as appropriate, 
and implement procedures for rapid and eff ective cooperation to 
prevent, detect, and respond to security incidents. This may involve 
cross- border information sharing and cooperation.

4. Ethics: Given the pervasiveness of information systems and networks 
in modern societies, participants need to respect the legitimate inter-
ests of others and recognize that their action or inaction may harm 
others.

5. Democracy: Security should be implemented in a manner consist-
ent with the values recognized by democratic societies, including the 
freedom to exchange thoughts and ideas, the free fl ow of information, 
the confi dentiality of information and communication, the appropri-
ate protection of personal information, openness, and transparency.

6. Risk assessment: All participants should conduct periodic risk assess-
ments that identify threats and vulnerabilities; are suffi  ciently broad 
based to encompass key internal and external factors, such as technol-
ogy, physical and human factors, policies, and third- party services 
with security implications; allow determination of the acceptable level 
of risk; and assist in the selection of appropriate controls to manage 
the risk of potential harm to information systems and networks in the 
light of the nature and importance of the information to be protected.

7. Security design and implementation: Participants should incorporate 
security as an essential element in the planning and design, operation, 
and use of information systems and networks.
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8. Security management: Participants should adopt a comprehensive 
approach to security management based on risk assessment that is 
dynamic, encompassing all levels of participants’ activities and all 
aspects of their operations.

9. Reassessment: Participants should review and reassess the security 
of information systems and networks and should make appropriate 
modifi cations to security policies, practices, measures, and procedures 
that include addressing new and changing threats and vulnerabilities.

UN Resolution 58/199 (2004) further emphasizes the ‘promotion of 
a global culture of cyber security and protection of critical information 
infrastructures’. Specifi cally, it recognizes the growing importance of 
information technologies for the promotion of socioeconomic develop-
ment and the provision of essential goods and services. It also addresses 
the increasing links among most countries’ critical infrastructures and 
that these are exposed to a growing number and a wider variety of threats 
and vulnerabilities that raise new security concerns. It encourages member 
states and relevant regional and international organizations that have 
developed strategies to deal with cyber security and the protection of 
critical information infrastructures to share their best practices and meas-
ures that could assist other member states in their eff orts to facilitate the 
achievement of cyber security.

Among others, these two resolutions act as guiding principles to 
countries around the world and place the issue of cyber security in the 
limelight.

Association of Southeast Asian Nations

The Association of Southeast Asian Nations (ASEAN)2 is the fi rst regional 
organization to adopt a harmonized cyber space legal framework consist-
ent across jurisdictions. By mid- 2009, all ASEAN member countries 
will have enacted consistent national e- commerce legislation. Part of the 
success of the ASEAN E- Commerce Project is due to its focus on global 
harmonization and international interoperability, rather than merely 
on regional harmonization. This focus on international interoperability 
included the selection of international models and templates, particularly 
the UN Convention on Electronic Contracting, for the implementation of 
domestic e- commerce law in ASEAN member countries. This ensured that 
ASEAN’s e- commerce legal infrastructure would also be compatible with 
international developments, providing greater certainty for consumers 
and greater consistency for businesses.

In dealing with cyber crime legislation, ASEAN member states have 
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established the high- level Ministerial Meeting on Transnational Crime 
(AMMTC). Of the ten member countries of the ASEAN Group, fi ve 
are part of our sample; these are Indonesia, Malaysia, the Philippines, 
Singapore, and Thailand. The ASEAN countries have been pioneers in 
the fi ght against cyber crime, with the e- ASEAN Reference Framework 
for Electronic Commerce Legal Infrastructure as a good starting point 
for such development. However, the e- ASEAN reference framework is 
strictly limited to basic e- commerce laws. Despite recognizing the need 
for implementation, the laws do not provide any guidelines for adopting 
legislation or codes of practice to address data and privacy protection, 
consumer protection, cyber crime, intellectual property, admissibility of 
computer outputs as evidence in court, or Internet content. The e- ASEAN 
reference framework also excludes issues of cross- border e- commerce such 
as confl icts of laws or taxation.3 Early in 2004, cyber crime and the need 
for cooperation to fi ght against it were recognized as an important activ-
ity for the ASEAN member states. In July 2006, the ASEAN Regional 
Forum (ARF) issued a statement stressing that an eff ective fi ght against 
cyber crime and terrorist abuse of cyber space requires increased, swift, 
and well- functioning legal and other forms of cooperation. The ASEAN 
states pledged to act to develop, enact, and implement cyber crime and 
cyber security laws well suited to their national conditions and by relying 
on relevant international guidelines for the detection, prevention, combat, 
and mitigation of cyber attacks. They further recognized the added- value 
of a national framework for cooperation and partnership in dealing with 
criminality in cyber space, and advanced the creation of such a frame-
work. In November 2007, ASEAN member states realized the value of 
wider cooperation in this area from China and South Korea. A joint 
APEC–ASEAN workshop on network security was held in the Philippines 
in 2007 to share knowledge and experience in capacity building in cyber 
security and cyber crime. The Convention on Cyber Crime developed by 
the ITU was introduced as a reference legal model for APEC and ASEAN 
members. Discussions were also held on legislation and building technical 
expertise in digital forensics. More recently, in May 2008, member states 
adopted a set of resolutions on cyber crime. At present, seven out of the 
ten ASEAN countries have cyber crime laws in place, and Indonesia has 
a draft law. Legislations contains similar off enses, but varies slightly. 
Off enses covered concentrate on unauthorized access, unauthorized access 
with the intent of committing an off ense, and unauthorized modifi cation 
of computer material. The legislation also contains provisions which make 
it a crime to disclose computer access codes without authorization.

Two ASEAN countries shine in their eff ort to fi ght cyber crime; these 
are Singapore and Malaysia. Malaysia was a pioneer in this respect by 



 Methodology and development of hypotheses  143

enacting the Cyber Crime Act early in 1997, followed by the Digital 
Signatures Regulations in 1998. Singapore followed suit by enacting its 
Electronic Transactions Act 1998. The e- transaction laws in Malaysia 
and Singapore follow international conventions and European countries. 
Further, the Singaporean Electronic Transactions Act of 1998 has elabo-
rate articles concerning, among others, the recognition of foreign certifi -
cation authorities, revocation of certifi cates, and revocation without the 
consent of subscribers (MarketResearch.com, 2001).

ASEAN member states have committed to the establishment of an 
integrated ASEAN Economic Community (AEC) by 2015. A signifi cant 
target within this commitment is the development of a harmonized legal 
infrastructure for e- commerce, as set out in the Roadmap for Integration 
of e- ASEAN Sector.4 This roadmap calls for ASEAN countries to adopt 
the best practices and guidelines on cyber law issues (i.e. data protection, 
consumer protection, intellectual property, Internet service provider (ISP) 
liability, etc.) in order to support regional e- commerce activities; the time 
frame is specifi ed as 2010–13.

On another related topic and in a recent development, there is a clear 
and strong trend in the ASEAN region to protect privacy through com-
prehensive legislation that is closely aligned with the European Union 
approach.

Asian Pacifi c Economic Cooperation

In 2002, the countries of Asian Pacifi c Economic Cooperation (APEC)5 
pledged to fi ght cyber crime at a meeting in Mexico. Member countries 
declared their intention to make an eff ort to enact a comprehensive set of 
laws dealing with cyber security and cyber crime. In 2005, this pledge was 
renewed by encouraging all APEC countries to consider the European 
Convention on Cyber Crime as a model, and attempt to develop and pass 
cyber laws compatible with international legal instruments, including 
the Convention on Cyber Crime. As for individual countries, China, the 
Philippines, and South Korea have specifi cally addressed certain aspects 
of cyber crime in their criminal codes, e- commerce enabling laws, other 
legislative instruments, and in case law. With respect to copyright off enses, 
penalties are imposed for online copyright infringement in the countries 
that have copyright protection laws explicitly extending to the online 
environment.

In response to this call from leaders the Security and Prosperity Steering 
Group (SPSG) was formed with the mandate of focusing on capacity build-
ing and legislative drafting of comprehensive cyber crime laws. Further 
assistance was provided to individual countries to tackle their specifi c 
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requirements and needs in developing wide- ranging legal  frameworks and 
forming eff ective law enforcement and cyber crime investigative units. 
A Judge and Prosecutor Cyber Crime Enforcement Capacity Building 
Project is also in progress for APEC countries to help with capacity build-
ing in legal expertise on cyber crime (APEC, 2008).

As for individual countries, in December 2008 India passed the 
Information Technology (Amendment) Bill that provides for imprison-
ment, which could extend to a life term, for those indulging in cyber crimes 
and cyber terrorism and a jail term of up to fi ve years for publishing or 
transmitting obscene material in electronic form. The Bill seeks addi-
tion of provisions to deal with cyber crimes such as transmitting sexually 
explicit materials in electronic form, breach of confi dentiality, disclosure 
of data by intermediary, and e- commerce fraud. It also addresses issues 
related to stolen computer resources, identity theft, violation of privacy, 
and transmitting sexually explicit materials. The Bill also proposed the 
establishment of a special body, the Cyber Appellate Tribunal, to deal 
with cyber crime (The Hindu, 2008).

Organization of American States

In 1999, member countries of the Organization of American States 
(OAS)6 approved the setting up of a group of governmental experts on 
cyber crime. The following countries in our sample are members of the 
OAS: Argentina, Bolivia, Brazil, Chile, Columbia, Ecuador, Mexico, 
Peru, Uruguay, and Venezuela. Brazil boasts the most advanced Internet 
and e- commerce industry in Latin America and the fi fth largest telecom 
infrastructure worldwide. This is due to privatization of Brazilian telecom 
services and associated advancements (IBLS, 2009). As of 2007, 15 of the 
35 Latin American states had substantive cyber crime legislation in place, 
with only 12 states having enacted procedural cyber crime legislation.7 
Some countries in Latin America have started to adapt their legal and 
regulatory systems to address e- commerce and cyber crime in order to 
take full advantage of the role ICT can play in development. Internet use 
in the Latin American region has been climbing steadily since 2002. The 
impact of the development and application of laws on the development of 
e- commerce activities is reported by many countries to be encouraging, 
leading to increased ICT- related business opportunities and greater level 
of foreign direct investment. This applies especially to Argentina, Brazil, 
and Chile (the ABC countries). Since 2002, these countries have devel-
oped and implemented laws on such issues as digital signatures, privacy, 
e- contracts, consumer protection, and intellectual property rights (IPRs). 
These actions are directed at removing barriers to the progress and growth 



 Methodology and development of hypotheses  145

of e- commerce, e- government, and the use of ICT by raising the level of 
trust among users of e- platforms. The adaptation of national legal struc-
tures is an important development in ICT- related policies and procedures 
that the various governments should establish to promote e- commerce. 
Brazil’s fi nancial sector is the regional leader in adopting information 
technologies; the country is widely considered the regional leader of 
Internet marketing and online sales, service, and support. It appears that 
the Brazilian fi nancial sector has capitalized on its IT experience to adopt 
e- commerce technologies and integrate them with existing information 
systems.

Brazil is considered the largest networked economy in Latin America. 
In 2006 it was ranked fi fth highest in world market cellular phone users 
and seventh in world market software (estimated to be US$9 billion 
annually, with an average consistent annual growth of 10 percent) (IBLS, 
2009). In addition, Brazil is among global leaders in the development of 
e- government applications, such as e- learning, e- procurement, online 
tax applications, and the national election system. Given the foregoing 
facts, one expects cyber laws in Brazil to be well ahead of other emerging 
economies; this is not the case, however. The only development has come 
out of the industry as self- regulating. In 2007, the Brazilian Association of 
Internet Service Providers (ABRANET) published a self- regulatory code 
for ISPs describing the roles of the ISPs in terms of facilitating communi-
cations and protecting users.

As for Argentina, in mid- 2008 it approved law 26388 that updates its 
criminal code and sanctions against cyber crime. On 4 June 2008 and after 
numerous debates, Argentinean ‘Camara de Diputados’ characterized as 
crimes the following conducts: (a) distribution and possession with the 
intent to distribute child pornography; (b) e- mail violations; (c) illegal 
access to information systems; (d) distribution of virus and damage to 
information systems; (e) aggravated crimes against information systems; 
and (f) interruption of communications. According to these updates, 
it is now a crime in Argentina to access e- mails without authorization; 
the new law also makes illegal the deletion of electronic communica-
tions by persons other than their addressee. The law also criminalizes the 
interception or capture of private electronic communications (this may 
cover Voice over Internet Protocol (VoIP) communications). In addi-
tion, unauthorized access to private or public databases and information 
systems became a new type of crime in Argentina, punishable by a prison 
term. Breach of data and information, including revealing information to 
third parties, is now punishable under the new law. Further, the new law 
criminalizes those who change, damage, or improperly use information 
systems, including documents, or infect systems with viruses.
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Notwithstanding the comprehensiveness of the provisions of the 
Argentinean cyber law, the sentences are not harsh enough to deter per-
sistent cyber criminals. In other words, the law does not have enough teeth 
to make it successful in combating cyber crime.

At the regional level, the working group established by the countries 
of the OAS made a number of recommendations in 2004, 2005, and 2006 
urging member countries to continue to strengthen cooperation with the 
Council of Europe; to give consideration to applying the principles of 
the Council of Europe’s Convention on Cyber Crime; and to adopt the 
legal and other measures required for its implementation. Further, the 
group encouraged member states to continue their eff orts in establishing 
mechanisms for the exchange of information and cooperation with other 
international organizations and agencies, such as the United Nations, the 
European Union, ASEAN, APEC, the OECD, the Commonwealth, and 
Interpol. These recommendations were adopted in June 2007.8

The adoption of cyber crime laws becomes a necessary condition with 
the increased diff usion of e- commerce in the economy; this is the case for 
many of the Latin American countries. According to a new study by Visa 
Incorporated, business to consumer (B2C) e- commerce in Latin America, 
including retail, travel, and tourism, rose to nearly US$11 billion in 2007, 
up from about US$5 billion in 2005 and US$7.78 billion in 2006, and is 
expected to surpass US$30 billion by 2010 (Achille, 2008).

Late in 2008, government representatives from 18 Latin American coun-
tries gathered in Columbia to discuss ways to strengthen their national 
 legislations against cyber crime.

Countries of the ESCWA Region

The members of the Economic and Social Commission for Western Asia 
(ESCWA) include Bahrain, Egypt, Iraq, Jordan, Kuwait, Lebanon, 
Oman, Palestine, Qatar, Saudi Arabia, the Syrian Arab Republic, the 
UAE, and Yemen. Cyber crime is still a foreign concept for the majority 
of the ESCWA member countries; the only two exceptions are the UAE 
and Saudi Arabia. The UAE was the fi rst country in the region to adopt 
cyber crime legislation, with its Cyber Crime Law No. 2, enacted in June 
2006. In January 2008, Saudi Arabia unveiled 16 articles for prosecut-
ing technology- assisted crimes, specifi cally mentioning identity theft and 
running extremist websites. Under the new law, people found guilty of 
using computers to commit crimes could face up to ten years in prison 
and fi nes of up to 5 million Saudi riyals. The Law establishes that website 
defacement is a crime worthy of punishment, while data theft could carry 
a signifi cant fi ne of more than US$130,000 or even a maximum one- year 
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prison sentence. The same punishment could apply to those found guilty 
of defamation using electronic means or those who unlawfully break into 
private electronic networks. Users spreading malware could fi nd them-
selves paying US$800,000 and spending up to four years in a Saudi jail, 
less than those found guilty of spreading immorality. People setting up 
websites with pornographic content or content that defames humanity, or 
sites with information promoting drug use, may be punished with fi nes of 
up to US$1.3 million and fi ve years of jail time.

The Gulf Cooperation Council (GCC) (which includes Bahrain, Kuwait, 
Oman, Qatar, Saudi Arabia, and the UAE) recommended at a confer-
ence in June 2007 that the GCC countries draft a treaty on cyber crime. 
In February 2008, a workshop sponsored by the ITU was held in Doha 
Qatar, stressing the role of cyber legislation in combating cyber attacks on 
the region.

More recently, the government of Abu Dhabi has been making bold 
moves in the fi ght against white- collar crime; a new initiative states that 
cases of bribery, money laundering, abuse of power, embezzlement, and 
the misuse of funds are to be overseen by a special new prosecution body 
(23 February 2009). The Finance Public Prosecution body would cover 
both public and semi- public organizations. The move is part of a wide-
spread strategy to improve fi nancial accountability and transparency 
in the public sector in the emirate of Abu Dhabi. The new body will be 
specialized in investigating fi nancial crimes and referring those cases to 
relevant courts in accordance with the laws concerning public fund- related 
crimes, such as breaches of trust and abuse of public offi  ce. Its main objec-
tive will be to provide a framework to protect public and private funds in 
line with the Judicial Department’s fi ve- year strategy.

The African Union

The African Union (AU) is an intergovernmental organization made up 
of 53 African states. The following countries in our sample are members 
of that Union: Algeria, Egypt, Nigeria, South Africa, and Tunisia. 
Currently, there are eight regional economic communities (RECs) within 
the Union, each established under a separate regional treaty. One REC, the 
Southern African Development Community (SADC), including Zambia, 
Zimbabwe, South Africa, Malawi, and Mozambique, initiated eff orts to 
enact compatible cyber crime laws in 2005 (ITU, 2008).

A summit was held in October 2007 (The Connect Africa Summit) 
with the objective of launching a global multi- stakeholder partnership, 
aimed at promoting the development of secure and reliable high- quality 
ICT infrastructure in Africa. Even though progress on this front has been 
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very slow, some individual African countries have taken the initiative and 
moved ahead with legislation to address cyber crime; South Africa is the 
most advanced in this respect and its cyber crime legislation is regarded as 
a model law for the region.

Chapter XIII of the Electronic Communications and Transactions Act 
of South Africa, passed in 2002, among other things defi ned cyber crime to 
included: (1) unauthorized access to, interception of, and interference with 
data; (2) computer- related fraud, extortion, and forgery; and (3) aiding or 
abetting a cyber criminal. In addition, the Act specifi es the penalties asso-
ciated with these crimes to include a jail sentence and fi nes. According to 
the Act, the Director- General can appoint a cyber inspector who will have 
the power to inspect any website or activity on any information system 
in the public domain and report any unlawful activity to the appropriate 
authority. The inspector has the power to investigate the activities of a 
cryptography service or authenticating service provider to see if they are 
compliant with the Act. The inspector may also demand the production 
and inspection of relevant licenses and registration certifi cates as provided 
for in any law.

Examining the South African Act, one can safely state that it is fairly 
advanced legislation but it is not suffi  cient to deal with the critical issues 
of cyber security. This has lately been recognized by the South African 
authorities, and they are planning to introduce a more comprehensive 
and integrated legislative framework to promote collaboration between 
the various stakeholders in the government and the private sectors. 
Consequently, South Africa is currently using the strategies developed 
by the ITU in the process of developing a South African National Cyber 
Security Policy Framework. In developing this framework, the authorities 
are evaluating the country’s laws that currently address the threat of cyber 
crime against the international best practices envisaged in the model cyber 
crime legislation that is recommended as globally applicable and interop-
erable. This work will necessitate reviewing existing national laws that deal 
with cyber crimes.

Internet- based attacks and crimes are increasing in Nigeria as cyber 
criminals continue to steal data from businesses and individuals. Cyber 
criminals are becoming more and more sophisticated, which has led cyber 
experts to issue a warning that if the government fails to do something 
to stop them, many Nigerians may be in danger of fresh attacks. This is 
because cyber criminals are now discovering new ways to exploit people, 
networks, and the Internet and many people are very vulnerable to such 
attacks. Nigeria is third in the top ten countries which are highly suscepti-
ble to fraudulent attacks through electronic mail and webpages. Statistics 
from the Internet Crime Complaint Center highlight an ever- increasing 
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concern around the nature and dynamics of the fraudulent attacks taking 
place. Further, fi nancial services continue to be the most targeted sector 
at 91.7 percent of all attacks recorded during December 2007 (Daily 
Trust, 2009). According to the 2007 Internet Crime Report, Internet crime 
resulted in nearly US$240 million in reported losses in Nigeria in 2007, a 
US$40 million increase over reported losses in 2006. As countries move 
more and more online, the retrieval of consumers’ personal identity data 
and fi nancial account credentials is often achieved by stealing details 
directly using key- logging mechanisms and phisher- controlled proxies or 
by misdirecting users to non- authentic websites. To eff ectively tackle the 
problem of economic and widespread Internet fraud in Nigeria, there must 
be enabling legislation, as the absence of enabling legislation to properly 
spell out punishment for off enders has been responsible for the increasing 
rate of cyber crime in the country. Until the government does that, cyber 
crime will continue to increase in the country (Daily Trust, 2009).

DEVELOPMENT OF HYPOTHESES

The set of hypotheses in the current research addresses the determinants 
of the comprehensiveness of the legal system in deterring, combating, and 
criminalizing cyber crime in developing and emerging economies. The fol-
lowing section will identify economic resources and constraints that might 
support (undermine) the development of the cyber legislative environment 
in developing and emerging countries. Chapter 5 will cover the choice of 
the sample of countries, methodology, and operational variables which 
will be included in the analysis.

Human Resources

The fi rst type of constraint faced by an emerging or developing country is 
the quantity and quality of its human resources available to society. Since 
fi nancial resources are only a means to acquire productive assets, resources 
critical to cyber activities are primarily embedded in technical infrastruc-
ture and human skill sets. Most policy makers agree that unless businesses 
and consumers in a country are educated about the opportunities and 
benefi ts off ered by information/communication technologies and unless 
they are trained to use the Internet, cyber activities will not be successful. 
Some go further to argue that training and education are the main chal-
lenges for most developing and emerging countries seeking to participate 
in the digital economy (ILO, 2001). Training and education are funda-
mental to the eff ective use of the Internet as a medium, and consequently 
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to regulating activities in cyber space. In a networked society, many of 
the benefi ts relate directly to the capability to use data and information 
to create new knowledge. Therefore, information technology skills of the 
human resource component are considered to be a core component of a 
successful information society strategy. In many developing countries, 
the literacy rate is low and the level of education is insuffi  cient for full 
implementation of the changes required to move into an information 
society. In addition, given the fast technological change related to infor-
mation and communication technologies, continuous learning is required, 
which means that employees and citizens of any country need to improve 
skills or acquire new ones on a continuous basis. Governments can play 
an important role in enhancing information and technological literacy 
through the country’s education system. Training teachers in the use of 
the Internet and communications technologies in the classroom will lead 
to a new generation of IT- literate children. The United Arab Emirates is a 
good example of government support of education in this respect. In 2003, 
one of the authors was appointed by the Minister of Education and Youth 
to head a committee charged with revamping the K- 12 education system 
in order to incorporate ICT and Internet technologies into the curriculum 
of schools. The work of the committee was completed in June 2004 with 
a report and a list of recommendations to the Ministry. This document 
was adopted by the Ministry in October 2004, and was put into eff ect for 
implementation in 2007.

The quantity and quality of the country’s existing skilled personnel limit 
the expansion of its economic base; what is referred to as the ‘Penrose 
eff ect’ (Marris, 1963), Edith Penrose has been credited by several authors 
espousing a resource- based perspective as having been instrumental in the 
development of this perspective. Penrose’s much- cited work on the theory 
of the growth of the fi rm provides arguably the most detailed exposition 
of a resource- based view in the economics literature. She notes that a fi rm 
is more than an administrative unit; it is also a collection of productive 
resources, the disposal of which, between diff erent users and over time, is 
determined by administrative decision. When we regard the function of 
the private business fi rm from this point of view, the size of the fi rm is best 
gauged by some measure of the productive resources it employs (Penrose, 
1959).

The Penrose eff ect is more pronounced in an emerging or developing 
economy than it is in a developed one. In the former, the new staff , either 
nationals or expatriates, have to go through a time- consuming integration 
process before they become productive team players. The constraint is 
a result of the intimate relationship between human (especially manage-
rial at the executive level) and organizational resources. The two types 
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of resource have to be well balanced in order that successful measures by 
local and federal governments can be taken. Hence the fi rst hypothesis:

Hypothesis 1: A country’s cyber law maturity is positively related to the 
level of skills of its human resource component.

Financial Resources

Another common resource constraint is the country’s existing fi nancial 
base. The resource- based view of the fi rm regards the fi rm (in our case, the 
unit of analysis is the economy) as a collection of resources and capabilities 
that are derived internally by factors such as its assets, skills, knowledge, 
or culture. The RBV has been used by several authors in their research as 
a mechanism for understanding the manner in which fi rms operate. From 
the RBV perspective, resources are often copied by competitors – although 
cost may be a barrier to imitation. This research will use the economy as 
a unit of analysis from a resource- based perspective instead of a fi rm. In 
addition, the country’s capabilities, which may be defi ned as complex 
interactions and coordination of people and other resources, are the 
means by which an economy reaches a competitive advantage. However, 
in order to achieve a competitive advantage, economic actors must enable 
it to perform value- creating activities, which are determined by market 
forces, better than its competitors. For e- business to be eff ective, there 
needs to be an appropriate infrastructure in place.

Even though the domestic fi nancial sector and the capital account in 
developing countries were heavily regulated for a long time, Kaminsky 
and Schmukler (2002) show how the restrictions have been lifted over 
time. These authors developed an index of fi nancial liberalization that 
takes into account restrictions on the domestic fi nancial system, the stock 
market, and the capital account. They illustrate the gradual lifting of 
restrictions in both developed and emerging countries during the last 30 
years. They also show that developed countries have tended to use more 
liberal policies than developing countries. Although there has been a 
gradual lifting of restrictions over time, there were periods of reversals in 
which restrictions were re- imposed. The most substantial reversals took 
place in the aftermath of the 1982 debt crisis, in the mid- 1990s, and after 
the Argentine crisis in Latin America. Under the current fi nancial condi-
tions and the aftermath of the 2007–08 sub- prime crisis and the meltdown 
of fi nancial systems around the world, we will see more restrictions and 
regulations being introduced in the various economic sectors, mainly the 
fi nancial sector.

The literature identifi es six main reasons to explain the new wave of 



152 Cyber law and cyber security in developing and emerging economies

liberalization and deregulation of the fi nancial sector by governments of 
diff erent countries. First, governments found capital controls increasingly 
costly and diffi  cult to maintain eff ectively. Second, as Errunza (2001) and 
the World Bank (2001) argue, policy makers have become increasingly 
aware that government- led fi nancial systems and non- market approaches 
have failed. Of course that is debatable given the current market condi-
tions! Third, recent crises have heightened the importance of foreign 
capital to fi nance government budgets and smooth public consumption 
and investment. In addition, foreign capital has helped governments capi-
talize banks with problems, conduct corporate restructuring, and manage 
crises. Fourth, opening up the privatization of public companies to foreign 
investors has helped increase their receipts. Fifth, although governments 
can also tax revenue from foreign capital, they might fi nd this harder to 
do than with other factors of production because of its footloose nature. 
Finally, governments have become increasingly convinced of the benefi ts 
of a more effi  cient and robust domestic fi nancial system for growth and 
stability of the economy and for the diversifi cation of the public and 
private sectors’ investor base.

Financial institutions, through the internationalization and globali-
zation of fi nancial services, are also a major driving force of fi nancial 
liberalization. As discussed by the International Monetary Fund (2000), 
changes at the global level and changes in both developed and developing 
countries explain the role of fi nancial institutions as a force of globaliza-
tion and liberalization.

At a global level, the gains in information technology have dimin-
ished the importance of geography, allowing international corporations 
to service several markets from one location. As discussed in Crockett 
(2000), the gains in information technology have had three main eff ects 
on the fi nancial services industry: (1) they have promoted a more inten-
sive use of international fi nancial institutions; (2) they have led to a 
major consolidation and restructuring of the world fi nancial services 
industry; and (3) they have given rise to global banks and international 
conglomerates that provide a mix of fi nancial products and services in a 
broad range of markets and countries, blurring the distinctions between 
fi nancial institutions and the activities and markets in which they engage. 
Demographic changes and the increased sophistication of small investors 
around the world have intensifi ed competition for savings among banks, 
mutual funds, insurance companies, and pension funds. Households have 
bypassed bank deposits and securities fi rms to hold their funds with insti-
tutions better able to diversify risks, reduce tax burdens, and take advan-
tage of economies of scale.

In developing countries, liberalization of the regulatory systems has 
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opened the door for international fi rms to participate in local markets. 
The privatization of public fi nancial institutions has provided foreign 
banks an opportunity to enter local fi nancial markets. Macroeconomic 
stabilization, a better business environment, and stronger fundamentals 
in emerging markets have ensured a more attractive climate for foreign 
investment.

In recent years, then, there has been a revival of interest in the role 
played by fi nancial development in long- term economic growth. A host of 
studies carried out over the past decade, beginning with King and Levine 
(1993), has found evidence in favor of the Schumpeterian view that a 
well- developed fi nancial system promotes growth by channeling credit to 
its most productive uses. This has now become the conventional wisdom. 
Further, in the Information Age, the most productive use of fi nances is 
investment in cyber space and Internet- based technologies. Hence,

Hypothesis 2: A country’s success in developing a legal framework dealing 
with cyber space is positively related to the strengths of its fi nancial base.

Access and Technical Capabilities and Internet Penetration

Another related factor is the indigenous technical capability of the devel-
oping country, which is indicated by a number of variables such as national 
R&D expenditure, the rate of capital formation, national investment in 
education, and the number of technical personnel per capita. Technology 
and technical skills are driving growth at every level of any economy. For 
example, most economists now agree that three ingredients are essential 
to economic growth: capital, labor, and technology. Of these three com-
ponents, technology and technical skills are the most important. Eminent 
economists estimate that technical growth and technological maturity 
have accounted for the bulk of economic growth in the most developed 
countries over the past 50 years. Of course, technology improves the pro-
ductivity of labor. But leading economists who have analysed the role of 
technical progress in the postwar period found a greater infl uence on the 
productivity of capital.

The fact that more and more people are using the Internet, which is 
a must for the growth of cyber space activities and e- commerce, is not 
necessarily a sign of the survival of such expansion or of its speed. Some 
estimates of the numbers of Internet users count anyone (including, for 
instance, children) who has had access to the Internet in the previous 30 
days. A much higher frequency of access is necessary in order to acquire 
the familiarity and generate the confi dence that is needed in order to 
become a cyber space economic consumer. Particularly in the case of those 
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engaged in business- to- business (B2B) activities, the order of magnitude of 
their use of the Internet cannot be of some hours per month but must be of 
hours per day. Indeed, when asked about the use they make of the Internet, 
people in developing and emerging countries rarely mention e- commerce 
as a frequent online activity. E- mail is the most popular use of the Internet 
in developing countries. It is safe to assume that in developing countries 
the proportion of Internet users who are also e- commerce practitioners is 
lower than average, owing of course to lower per capita incomes but also 
to other well- known factors such as low credit card usage, lack of relevant 
products or services, and poor logistics and fulfi llment services.

Without an appropriate technological infrastructure, there will be little 
use of electronic commerce and electronic means by the business commu-
nity. The network infrastructure needs to be accessible, aff ordable, and of 
good quality. The telecommunications sector in many developing coun-
tries is run by the public sector, where the scope of and modalities of priva-
tization and liberalization pose diffi  cult problems. It is worth noting here 
that countries that have carried out telecommunications sector reforms 
have experienced signifi cant improvements in their move towards infor-
mation societies. For example, since adopting a new national ICT plan in 
1999, Egypt has successfully increased telephone capacity and teledensity, 
the numbers of mobile phone subscribers and international circuits, and 
the capacity of international links to the Internet, while reducing access 
costs (OECD, 2007).

Developing and emerging countries need to take into consideration that 
establishing telecommunications infrastructure is costly, and that they 
might need infl ows of foreign direct investment. In general, technological 
development and technical growth in a developing economy can take place 
through the transfer of technology and expertise from more advanced and 
developed countries. A study of 33 countries using American technology 
showed that there was a positive relationship between rate of develop-
ment (i.e. as measured by the indigenous technical capability) and the 
proportion of licensing arrangements which were used as the means of 
technology absorption (Contractor, 1980). Furthermore, in transitional 
economies such as China, successful transfer of hard technology often has 
to be accompanied by the transfer of soft technologies such as manage-
ment know- how (Hendryx, 1986). Overall, we see the growth- inducing 
power of technology at the industry level in developed countries. In the 
United States, for instance, research- intensive industries – aerospace, 
chemicals, communications, computers, pharmaceuticals, scientifi c instru-
ments, semiconductors, and software – have been growing at about twice 
the rate of the economy as a whole in the past two decades. In developed 
countries, we also see technology’s growth- inducing power at the level of 
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the individual fi rm. Recent studies show that fi rms with access to advanced 
technologies are more productive and profi table, pay higher wages, and 
increase employment more rapidly than fi rms that do not. The evidence 
is mounting. At the macroeconomic level, the industry level, and the fi rm 
level, access to technical resources constitutes the engine of economic 
growth.

In the realm of technology, the so- called enabling technologies are the 
most important factors in this economic growth equation. Throughout 
the twentieth century, enabling technologies – such as mass production, 
machine numerical control, and the transistor – were powerful engines of 
growth. The integrated circuit was, perhaps, the defi ning enabling technol-
ogy of the twentieth century. Since its invention more than 40 years ago, 
it has enabled a whole range of new products and industries – from the 
computer to satellite communications – and it has had a profound impact 
on existing products and processes from automobiles, consumer electron-
ics, and home appliances, to a broad range of advanced industrial systems. 
The integrated circuit sowed the seeds for the knowledge- based economy 
and the Information Age that are rapidly unfolding.

Without access to personal computers and Internet connections at a 
reasonable cost, consumers in developing economies are unable to migrate 
from traditional markets to electronic markets, and, hence, the need for 
a law to regulate these cyber activities would be much less imperative. 
However, even with access to the necessary equipment, people will not 
become active e- participants unless they have reasonable confi dence in the 
truthfulness of transactions undertaken online. Thus, the presence of an 
adequate Internet infrastructure is a necessary but not suffi  cient condition 
for the development of e- economies:

Hypothesis 3: A country’s cyber law maturity is positively related to its 
indigenous technical capability.

Rule of Law

Social theorists, legal scholars, and historians concur that law has played 
a central role in the transformation and industrialization of the West 
over the past 200 years. The mounting complexity of formal legal systems 
and the development of constitutionalism and the rule of law during this 
period are thought to have been key determinants of economic growth 
and prosperity. Max Weber went as far as affi  rming that a well- developed 
legal system was a prerequisite for the development of capitalism (Weber, 
1981). Kinship relations, reputation bonds enforced by relatively closely 
united communities, and a multitude of self- enforcing mechanisms form 
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the most important governance and enforcement mechanisms. Several 
historical and comparative studies (Ellickson, 1991; Greif, 1989; Redding, 
1990) have revealed that these mechanisms can be extremely successful.

For developing and emerging countries, providing an enabling legal 
framework is a determining factor to developmental success in cyber 
space, as it aff ects the ability to conduct transactions online. The main 
legal challenge of cyber activities is the dematerialization problem; that is, 
the lack of tangible information. Because of this and other unique char-
acteristics of e- commerce, national legal frameworks need to be adapted 
to enable the development and success of e- commerce. It is important to 
remember, though, that adjusting the legislative framework to e- commerce 
will not solve fundamental problems inherent in the existing legal system 
of a country. Although it is known that commerce and technology often 
advance ahead of the law needed to regulate them, it is equally true 
that technology needs to take into account relevant legal requirements. 
Furthermore, effi  cient regulation of e- commerce issues such as spam and 
digital rights management requires that legislative solutions go hand in 
hand with technical solutions (UNCTAD, 2003).

It has been argued that an institutional and legal perspective would 
off er researchers a vantage point for conceptualizing the digital economy 
as an emergent, evolving, embedded, fragmented, and provisional social 
production that is shaped as much by cultural and structural forces as 
by technical and economic ones. Faced with new forms of electronic 
exchange, distribution, and interaction, information/communication tech-
nology researchers cannot reasonably confi ne their interests to the prob-
lems of developing and implementing technologies or even to studying 
a technology’s impact on local contexts. A world of global networking 
(both technological and organizational) raises issues of institutional 
interdependence whose understanding requires an appreciation for how 
prior assumptions, norms, values, choices, and interactions create con-
ditions for action and how subsequent action produces unintended and 
wide- reaching consequences (Orlikowsk and Barley, 2001). Recognition 
of the institutional implications of electronic commerce would focus 
attention on such complex issues as the blurring of corporate boundaries, 
national sovereignty, organizational control, intellectual property, indi-
vidual privacy, and internetworking protocols. Without an institutional 
structure, electronic commerce and electronic government research might 
focus more narrowly on technological designs, economic imperatives, or 
psychological impacts, thus missing important social, cultural, and politi-
cal aspects of technology diff usion.

A number of reasons have been put forward in the resource- based lit-
erature to explain why valuable resources, both tangible and intangible, 
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are imperfectly imitable by competitors (Dierickx and Cool, 1989; Grant, 
1991; Lippman and Rumelt, 1992). The most well- known reason is casual 
ambiguity, which is said to exist ‘when the link between the resources 
controlled by a fi rm’s sustained competitive advantage is not understood 
or understood only very imperfectly’ (Barney, 1991: 108–9). Discussions 
of casual ambiguity are usually focused on the core competences of a fi rm 
that account for its competitive advantage (Reed and DeFillippi, 1990). 
These competences are a complex combination of productive services 
off ered by the fi rm’s physical, human, and organizational resources. In 
view of the intricacies of the relationships and processes involved, even 
senior management of the fi rm may not fully understand the exact nature 
of the casual connections between actions and results.

However, the situation for a stand- alone technology would be very dif-
ferent. Casual ambiguity is less a problem here. Imitation by competitors 
can be a real danger, especially when the technology has been substantially 
codifi ed. It is in the fi rm’s interest to guard against the leakage of its crucial 
technical know- how. How far intellectual property rights are protected 
in the host country is a critical factor every economic agent should con-
sider. Studies have found that the risk of patent infringement may provide 
an internalization motive for foreign direct investment (Caves, 1971; 
Dunning, 1979; Horstmann and Markusen, 1987). In developing countries 
where the record of patent protection is poor, the fi rm would prefer trans-
fer modes such as joint ventures or even wholly owned subsidiaries so that 
it has more control over the use of the technology and can minimize the 
leakage. Of course, as mentioned earlier, public policy of the host country 
is an important factor as well. For instance, China has a preference for 
joint ventures as a means of importing foreign technology (Tsang, 1995). 
Firms using other transfer modes will lose the economic incentives off ered 
to joint ventures.

A country with a strong rule of law is defi ned as one having a strong 
court system, well- defi ned political institutions, and citizens who are 
willing to accept the established institutions and to make and implement 
laws and arbitrate disagreements. North (1986) argues that the key to eco-
nomic growth is ‘effi  cient economic organization’, involving, among other 
things, a well- specifi ed legal system, an impartial judiciary, and a ‘set of 
attitudes towards contracting and trading that encourage people to engage 
in [markets] at low cost’ (North, 1986: 236).

The strength of the rule of law aff ects transactional integrity in cyber 
space, and thus investment in such markets, in three ways. First, a strong 
rule of law generates greater transparency and stability regarding the 
boundaries of acceptable behavior. This reduces the transactor’s uncer-
tainty about what legal protection they can expect, and enhances their 
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ability to successfully litigate at least the more serious cases of fraudulent 
online dealings. Wherever the rule of law is weak, that ability is under-
mined. Second, eff ective punishment of transgressors lowers the cost of 
reputation building for honest businesses, as signals are more credible 
when defectors face high sanctions. Third, a strong rule of law infl uences 
people’s general attitudes, increasing the level of trust in markets and 
contracting. This trust is particularly important in e- commerce, given our 
earlier discussion of information asymmetries in online markets.

To illustrate the importance of these features of a strong rule of law, 
consider countries where citizens grant little legitimacy to legal contracts, 
relying on more informal approaches when conducting business. Here, 
personal relationships are important, and people will likely be leery of any 
business dealings with faceless strangers (and, conversely, may not hesitate 
to cheat a stranger with whom they do trade).

What is meant by rule of law, then, is the presence of a clear governance 
arrangement that respects individual and commercial rights and which is 
enforced consistently and fairly as an important prerequisite for promot-
ing eff ective use of technology and knowledge. If commercial contracts 
are not respected, and if businesses can be arbitrarily seized and/or if 
bureaucratic red tape stifl es creative energy, any incubation project will be 
doomed to failure.

The issue of the eff ect of law, mainly business law, on the economy and 
growth, has become the topic of hot discussion over the last several decades 
among policy makers, practitioners, and researchers, especially in economic 
development circles. For policy makers, this interest grew out of disap-
pointment in the 1980s over the role structural adjustment policies played in 
growth and development, which has necessitated the need to reform institu-
tions, especially the legal ones. In the late 1990s, a number of researchers 
linked the legal framework to the development of fi nancial markets and, 
through fi nance, to growth and development. La Porta et al. started an 
eff ort to determine whether there was a correlation between the legal frame-
work of a country and the development of its fi nancial system, with the 
following underlying assumptions: (a) that there is a benchmark for ‘good’ 
fi nancial markets (the US model); and (b) that extensive fi nancial markets 
command growth (La Porta et al.: supra note 7, at 1117–26). The model 
was gradually transformed into a broad theory about the development of 
markets, culminating in a so- called ‘New Comparative Economics’.

The World Bank, among other multinational institutions, got on the 
bandwagon of these ideas and turned them into normative guidelines for 
development (World Bank, 2008).

The pervasive growth in electronic commerce in recent years has raised 
concerns that existing legal and regulatory regimes are too inconsistent 



 Methodology and development of hypotheses  159

or inadequate in dealing with the issues that electronic commerce raises. 
Most commentators have, however, noted that ironically it is the lack of 
substantial legal or regulatory infrastructure that has made the unbridled 
growth of electronic commerce possible and this has caused some to worry 
that the application of too much traditional regulation will stifl e growth. 
Some other commentators have taken the point further and argue that 
modern information markets should largely be defi ned by agreements 
and other manifestations of market choice rather than by regulation. At 
various stages during the development of the Internet, several observers 
have also expressed disappointment with the inadequacy of domestic legal 
systems in dealing with issues in cyber space. This is hardly surprising as 
the principles developed to deal with legal issues in the physical world are 
sometimes inadequate in dealing with the emerging legal challenge thrown 
up by the Internet.

The fast growth of the Internet and consequently cyber space activi-
ties greatly increases the ease of accessing, reproducing, and transmitting 
information. This ease raises a host of legal issues including the risk of 
copyright infringement, the protection of patent rights, and the preserva-
tion of trade secrets. The Internet also raises privacy concerns and issues 
pertaining to the validity and enforcement of agreements entered into via 
the medium of the Internet. Confl ict of law issues take on an added dimen-
sion of complexity and confusion due to the inherently fl uid nature of the 
Internet. Users habitually trigger the application of the laws of multiple 
jurisdictions in a matter of seconds. It is becoming increasingly evident 
that the process of mapping existing legal concepts and tools into this new 
domain is not straightforward, and that a number of familiar legal con-
cepts will need to be rethought and, perhaps, re- engineered before they can 
be effi  ciently applied in the new environment. Most governments act reac-
tively and amend or create regulations after industry acceptance of these 
technologies has taken place. This gives rise to the maddening and steadily 
widening gap between new technologies and adequate government regula-
tion. The existing body of law is, however, not entirely helpless and often-
times the law is able to adapt and tackle some of the emerging legal issues 
thrown up by online activities. This is done through the process of drawing 
from precedents and on reasoning by analogy. There is, unfortunately and 
perhaps understandably, a limit to the ability of the law to adapt itself 
to emerging technologies: timely legislative intervention to supplant the 
existing law and to fi ll in the existing lacunae is often needed to ensure that 
the law remains current and relevant.

Many governments and regulatory bodies in developing and emerging 
countries are starting to recognize the economic potential of electronic 
commerce and electronic government and are considering a number of 
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policy initiatives designed to encourage further development and appli-
cation of this technology. These initiatives include attempts to overhaul 
or eff ect amendments to existing laws to deal with the emerging legal 
issues that electronic commerce raises. In Singapore, for instance, various 
amendments to existing legislation and subsidiary legislation have been 
put in place rationalizing the existing law to cope with moves in various 
industries toward the electronic framework. The amendments have col-
lectively dealt with computer and electronic evidence, copyright, income 
tax concessions for cyber trading, electronic dealings in securities and 
futures, electronic prospectuses, and deregulation of the telecommunica-
tions industry.

In Malaysia, the Multimedia Development Corporation has been 
working on a National Electronic Commerce Master Plan which is 
designed to facilitate the creation of a favorable environment for the devel-
opment of electronic commerce. The four key elements in this Master Plan 
are to boost confi dence in online trading, prepare a regulatory framework, 
build a critical mass of Internet users, and introduce an electronic pay-
ments system.

In the Philippines, the passage of the Electronic Commerce Act under-
pins the government’s resolve to create an environment of trust, predict-
ability and certainty in the Philippine system so as to enable electronic 
commerce to fl ourish. In India, there have been feverish attempts to update 
the legal and regulatory framework to make it more relevant in the face of 
rapid developments in information technology and communications. The 
Internet service provider and gateway markets have been liberalized and 
the national long- distance sector has been opened up. In addition, discus-
sions are ongoing for the liberalization of the international long- distance 
sector and India’s uplinking policies are slated to become more liberal.

A closer examination of the legislative activity in this area, however, 
leaves one with the uncomfortable feeling that what is taking place across 
a large part of the developing world is probably a reaction to perceived 
legal problems presented by electronic commerce rather than a careful 
and considered response to the actual issues that this new method of doing 
business raises.

Most countries have sought to respond to the novel legal problems 
that crop up in cyber space by enacting new legislation while others have 
sought to extend the ambit of their current laws to cover the novel sce-
narios occurring in cyber space. In this fl urry of activity, it is not surprising 
that most countries have not addressed the fundamental issue of whether 
it would be wise or desirable to apply existing national laws, which have 
evolved mainly to deal with ‘territorially based’ concepts and rights, to 
the realm of cyber space. Accordingly, there have been calls to treat cyber 
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space as a separate jurisdiction for the purposes of legal analysis. Some 
analysts have suggested that a separate law of cyber space, similar to the 
law of the high seas, should be formulated. Others have proposed that the 
norms and practices of the users of the Internet could be relied upon in 
determining the applicable and appropriate legal principles that should 
apply to transactions conducted via the medium of the Internet. This 
would include ‘netiquette’, which has the potential to constitute the foun-
dation pillars of a workable uniform cyber space law.

Based on the above, it is reasonable to assume cyber laws contribute to 
better diff usion of electronic commerce and electronic governments.

Hypothesis 4: A mature rule of law will more likely lead to a mature cyber 
law.

Level of E- government Maturity

In the past few years, governments in developed and developing economies 
have learned from the benefi ts that the private sector earned from using 
cyber space and have engaged in the development of their e- government 
initiatives. Some of these initiatives are still budding, such as those in 
Oman and Saudi Arabia; others have reached maturity, such as the 
e- government initiative in the UAE and Singapore. A mound of literature 
and case studies exists demonstrating the rise and growth of e- government 
initiatives all around the world (Singh et al., 2007).

Unlike conventional bricks- and- mortar- based activities, digital deliv-
ery procedures are non- hierarchical, non- linear, interactive, and avail-
able 24/7. The non- hierarchical nature of Internet delivery allows people 
to look for information at their own ease. The interactive features of 
e- government provide both citizens and policy makers with the capability 
to send as well as receive information.

Developments and progress of e- government initiatives in more than 200 
countries around the world have attracted an increasing level of interest 
from academics, researchers, practitioners, and policy makers. Developing 
metrics to measure the diff usion, progress, and success of e- governments 
has been dominated by multilateral institutions such as the World Bank 
and the United Nations, consulting companies such as Accenture, and 
academic institutions such as Brown University and INSEAD. These 
organizations have independently created and outlined diff erent metrics to 
measure the diff usion of e- government. However, a common denominator 
has emerged among the various attempts and that is the preponderance 
of nations with high gross national products in the top echelons (Singh, 
2007); this might explain the leadership of developed economies in the 
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development, implementation, and success of e- government. Table 4.2 
shows the leaders in terms of e- government projects based on the results 
of three studies.

It is expected that we fi nd a strong link between leadership or maturity of 
e- government and the inclination for countries to develop and enact cyber 
laws. The development of cyber laws is an indication of commitment of 
the leadership of a country to ensuring the success of its e- government ini-
tiatives. This link between the dedication of a country’s leadership and the 
quality of governance, on the one hand, and the maturity of e- government 
initiatives on the other, would lead to the development of cyber laws as 
part of a broader trend toward better online governance.

Hypothesis 5: There is a positive relationship between the level of 
e- government maturity and the level of cyber law maturity.

CONCLUSION

This chapter has covered the nature of resources and the foundation of 
institutional environment theory. In addition, it has also analysed the state 
of cyber law in the countries in our sample.

A number of hypotheses, dealing with what is believed to lead to the 
development of laws governing cyber space in a country, were than 
developed. The fi rst had to do with the quantity and quality of human 
resources available to society. It is believed that training and education are 
fundamental to the eff ective use of the Internet and hence to the success of 
electronic commerce. Since the quantity and quality of a country’s existing 

Table 4.2 Leaders in e-government

West (2008) UN/DESA (2005) Accenture Consulting 
(2005)

 1. South Korea USA Canada
 2. Taiwan Denmark USA
 3. United States Sweden Denmark
 4. Singapore UK Singapore
 5. Canada South Korea Australia
 6. Australia Australia France
 7. Germany Singapore Japan
 8. Ireland Canada Norway
 9. Dominica Finland Finland
10. Brazil Norway Netherlands 
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skilled personnel limit the expansion of its economic base (the Penrose 
eff ect), it is hypothesized that a country’s success in cyber space and its 
eff ort in developing a comprehensive cyber law are positively related to the 
level of skills of its human resources. The second hypothesis has to do with 
the fi nancial resources available to a country. In recent years, a host of 
studies have found evidence of a positive relationship between the strength 
of the fi nancial base of a country and its economic growth. It is hypoth-
esized that, in the information age, fi nancial investment in Internet- based 
technologies is positively correlated with economic growth.

Access to Internet- based resources and technical capabilities constitutes 
the basis of the third hypothesis. Without access to computers and Internet 
connections at a reasonable cost, citizens in developing economies will be 
unable to migrate from traditional markets to electronic markets. The 
fourth hypothesis deals with the role the rule of law plays in facilitating 
the use of Internet- based technologies in a developing country. Scholars 
from all professional backgrounds agree that law plays a vital role in the 
transformation and development of societies. It is believed that, in the 
developed world, the development of constitutionalism and the rule of law 
have been the major drivers of economic growth and progress. A number 
of reasons have been advanced in the resource- based literature to highlight 
the role a strong rule of law plays in economic growth and development. 
The argument goes that a strong rule of law aff ects transactional integrity 
in an Internet- based society, and thus investment in such markets.

Cyber law is hailed to be one of the major drivers of cyber activities and 
Internet- based business. Because of the unique nature of the Internet, its 
use creates legal issues and questions, especially in areas related to intel-
lectual property rights and cyber crime. Few countries in the developing 
world have drafted cyber law; and those that have are still struggling 
to perfect its implementation. In this study, the authors argue that the 
existence of cyber law leads to better diff usion of electronic commerce, 
and subsequently to economic growth and development. Hence, the fi fth 
hypothesis was formulated to state that success in electronic commerce is 
positively related to the existence of cyber law.

The following chapter will cover the formulation of methodology, col-
lection of data, and the testing of the fi ve hypotheses formulated in this 
chapter

NOTES

1. See http://www.conventions.coe.int.
2. The ASEAN Group consists of ten states: Brunei Darussalam; Cambodia; Indonesia; 
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Laos; Malaysia; Myanmar; Philippines; Singapore; Thailand; Vietnam. See www. 
aseansec.org.

3. Please refer to http://www.apectelwg.org/apecdata/telwg/28tel/estg/telwg28- ESTG- 14.
htm.

4. Roadmap for Integration of e- ASEAN Sector, appendix to the ASEAN Framework 
Agreement for the Integration of Priority Sectors, November 2004, http://www.aseansec.
org/16689.htm.

5. APEC includes Australia, Brunei Darussalam, Canada, Chile, China, Hong Kong, 
Indonesia, Japan, South Korea, Malaysia, Mexico, New Zealand, Papua New Guinea, 
Peru, Philippines, Russia, Singapore, Taipei, Thailand, United States, and Vietnam; see 
www.apecsec.org.

6. See www.oas.org/juridico/english/cyber.htm.
7. See Latin American governments strengthen cooperation against cyber crime (2008); 

www.identitytheftdaily.com.
8. See www.oas.org/cyber.htm.
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5. Data collection and empirical results

INTRODUCTION

Cyber space is disordered and chaotic, but its well- defi ned set of rules 
is becoming more vigorous every day. It is not confi ned or restricted by 
geographic boundaries, which makes it diffi  cult for it to be successfully 
regulated by geographically defi ned legislative systems. The rapid expan-
sion of the Internet holds substantial promise for emerging and develop-
ing countries, which can benefi t, to a great extent, from the Internet’s 
communication and information capacity to help meet their economic, 
social, and political needs. The increased speed of information generation 
to electronic media is making information resources generated anywhere 
in the world available to all global citizens of the world. Emerging and 
developing countries are the foremost benefi ciaries of the recent revolution 
in communication and information technology. This revolution serves 
and can serve all sectors of society: the areas of education, health, social 
policy, commerce and trade, government, agriculture, communications, 
and research and development all are prime winners.

The correlation between information, communication, and economic 
growth is well known, making the usefulness of networks nearly self-
 evident. Electronic networking is a strong, speedy, and economical way to 
communicate and to exchange information. When networks are available, 
collaboration among various entities and individuals, as well as countries, 
seems to come into being almost spontaneously.

The growth of the online economy has been overwhelming, and is 
expected to reach US$10 trillion by 2010. In many countries, government 
and business entities have depended on the Internet to, among other things, 
decrease transaction costs, reach a wider audience, and improve profi tabil-
ity. In the world of the Internet, customers seem to be the main benefi ciar-
ies: they use the Internet as a way to gather information and increase their 
search effi  ciency and eff ectiveness. However, more reliance on the Internet 
would increase the necessity to develop laws to tackle cyber- related attacks 
and crimes. Unfortunately, not many emerging and developing countries 
have jumped on the bandwagon of developing comprehensive cyber laws, 
which has led to a widening legislative divide in the digital world.
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The digital divide is a very serious matter for those who are currently 
behind in Internet access, for they are not able to enjoy many benefi ts of 
being wired and are handicapped in participating fully in society’s economic, 
political, and social life. These benefi ts include fi nding lower prices for goods 
and services, working from home, acquiring new skills using distance learn-
ing, making better- informed decisions about healthcare needs, and getting 
more involved in the education of their children. These are only some of the 
myriad benefi ts conferred by Internet access. Thus, for citizens of devel-
oping countries, lagging behind in Internet access entails further lagging 
behind in economic progress in the quality of life. Emerging and developing 
countries lagging in cyber space fi nd themselves in an increasingly diffi  cult 
position as they attempt to promote their exports, attract capital investment 
and jobs, and transform their economies. A variety of reasons have been 
suggested for the digital, and consequently legislative, divide, from lack of 
telecommunications infrastructure, dearth of computer skills on the part of 
business and consumers, and failure of regulatory reform and standards, to 
the poor state of physical infrastructure, such as roads and rail.

The fastest- growing emerging and developing countries are those with 
the highest degree of openness to imports and exports (Sachs and Warner, 
1995; Edwards, 1998); and cyber space is a medium that increases a coun-
try’s openness. A similarity exists with trade liberalization and Internet 
adoption. The majority of the countries cited as failing to liberalize trade 
are found to have very low Internet penetration rates, mainly as a result 
of poor investment in their telecommunications infrastructure and avail-
ability of computers. The International Telecommunication Union (ITU) 
reports that within the Western hemisphere and some emerging countries, 
Internet use is highest in those countries where density of telephone use 
is greater, where the provision of telecommunications services is more 
competitive, and where the combined costs required to access and use the 
Internet are lower (ITU, 2009).

The literature on Internet diff usion and cyber activity adoption in 
emerging and developing countries is extremely limited, although some 
evidence exists describing the impediments (Travica, 2002). Petrazzini 
and Kibati (1999) report on cyber space impediments analysing the 
cases of Argentina, Kenya, India, and Armenia. These include limited 
Internet accessibility, a lack of competition in international telephone 
traffi  c that makes access to the international network expensive, a lack of 
intra- regional infrastructure, and a disproportionate penetration of the 
telephone in the urban as opposed to rural, more populated areas. South 
Korea shares the problems of customers’ trust in online merchants (Lee, 
1999). A number of researchers have identifi ed obstacles to cyber activities, 
such as a lack of customer protection laws, tradition of remote shopping, 
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methods of non- cash payment, and Internet culture. Montealegre (1999) 
draws on King et al. (1994) and suggests that both society and culture 
must be considered for successful adoption of cyber activity in developing 
countries. He illustrates examples of Latin American countries that suc-
cessfully adopted technology using varying combinations of government, 
non- governmental, and business organizations. Other cases (Peha, 1999; 
Clark, 1999) cite examples from Haiti and China, respectively, where 
successful adoption of telecommunications technology was achieved as a 
result of competition between government agencies (that formerly control-
led the telecommunications networks) and private entities. Davis (1999) 
indicates that accessibility to technology is the limiting factor, while in 
reality it is a combination of infrastructure and organizational culture.

In recent years, economists have analysed the impact of a technology 
developed in an industrialized country that is copied by a developing 
country. They have shown that the rate of growth of the developing 
country depends on its initial stock of knowledge and the costs of imita-
tion (Barro and Sala- I- Martin, 1995). They have further argued that if 
the costs of imitation are lower than the costs of innovation, the poorer 
country can grow faster than the richer one by leapfrogging technology 
development through participating and competing in global trade and 
sharing information globally (Srikantaiah and Xiaoying, 1998). For 
instance, countries with an underdeveloped telecommunications infra-
structure can implement a digital telecom network and avoid the costs 
many developed countries incurred in fi rst laying out an analog system. 
Yet, even when developing countries adopt cyber activity and electronic 
commerce, the technologies are not always optimized. A survey by the 
International Trade Center discovered that businesses in developing coun-
tries view their Internet connectivity as a valuable communications tool, 
but failed to incorporate the technology as an aspect of their competitive 
strategy (Barclay and Domeisen, 2001). Business perception contributes to 
the fact that less than a third of the surveyed countries included electronic 
trade as a component of their national export development strategies, an 
excellent indicator of the need for close cooperation between government 
and business during this technology adoption.

To facilitate the introduction of the Internet and eventually electronic 
commerce/services, the necessary condition is the creation of the com-
munication’s infrastructure, or the skeleton of cyber activity. For devel-
oping countries, fi nancial resources needed to invest in communication 
infrastructure are one of the major barriers since most countries rely on 
foreign aid. A number of initiatives undertaken by developed countries 
are helping to narrow the digital divide, albeit limited in terms of scope 
and weight; the Leland Initiative, for instance, is a fi ve- year US$15 million 
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project sponsored by the United States government to provide Internet 
connectivity in more than 20 African countries. In addition to develop-
ing infrastructure, the objective of the program is to create a sustainable 
supply of Internet services including training, marketing, and extension 
into rural areas, as well as support and training for small to medium sized 
businesses (USAID, 2003). The user- based initiative relies on partnerships 
of local banks, companies, and governmental entities. Expanding on the 
development of the communications infrastructure projects is the creation 
of community learning centers (CLCs) which have their roots in former 
post and telegraph offi  ces that served as central points for public informa-
tion and communication. These centers, widely popular in some countries 
in Africa and Latin America, provide inexpensive Internet access plus a 
variety of business services such as faxing, photocopying, word process-
ing, and printing, reducing the cost of equipment and connection fees. In 
addition to these services, the CLCs provide training and education on 
both technology and business management issues.

A number of infrastructure development challenges include (1) develop-
ment of physical telecommunications infrastructure; (2) provision of uni-
versal access at a reasonable cost; (3) achievement of interconnection and 
interoperability of telecommunications; and (4) establishment of networks 
and services.

While developing the ICT infrastructure is the necessary condition for 
economies to get on the cruise into cyber space, the suffi  cient condition 
to encourage people to venture into cyber space is the development of 
the legislative environment that will protect users on the cyber highways. 
Developing cyber laws act as an insurance policy for those who dare to 
venture into cyber space. A number of multilateral entities, such as the ITU 
and the European Union, have developed what is referred to as a ‘model’ set 
of laws for cyber space, and are providing the necessary support to emerg-
ing and developing countries to draft their cyber laws. However, many of 
these emerging and developing countries still lag behind in this area.

The remainder of this chapter deals with data collection on the various 
variables identifi ed in the previous chapter, the proposed operational 
measurements of the independent variables and the dependent variable, 
discussion of methodology, and analysis of the empirical results.

DATA COLLECTION

In order to assess the signifi cance of the various economic resources in 
explaining the development of cyber laws in emerging and developing 
countries, the authors assembled cross- sectional data for 44 emerging 
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and developing economies which are considered more advanced in their 
involvement in the information/knowledge society, and which have imple-
mented electronic commerce initiatives. Data on Internet usage and 
other indicators of electronic commerce activities were collected from the 
Internet World Stats website (Table 5.1).

Table 5.2 shows our sample countries organized according to the World 
Bank classifi cation in terms of development. In this classifi cation, economies 
are divided according to their 2003 gross national income (GNI; formally 
referred to as GNP) per capita. The groups are: low income, with GNI of 
US$765 or less; lower middle income, with GNI of US$766–US$3,035; 
upper middle income, with GNI of US$3,036–US$9,385; and high income, 
with GNI of US$9,386 or more. In calculating GNI the World Bank uses the 
Atlas conversion factor. The purpose of this conversion factor is to reduce 
the impact of exchange rate fl uctuations in the cross- country comparison of 
national incomes. The Atlas conversion factor, for any year, is the average 
of a country’s exchange rate (or alternative conversion factor) for that year 
and its exchange rates for the two preceding years adjusted for the diff erence 
between the rate of infl ation in the country, and through 2000, that in the G- 5 
countries (France, Germany, Japan, the United Kingdom, and the United 
States). For 2001 onwards, these countries include the Euro Zone, Japan, 
the United Kingdom, and the United States. A country’s infl ation rate is 
 measured by the change in its gross domestic product (GDP) defl ator.

The infl ation rate for G- 5 countries (through 2000, and the Euro Zone, 
Japan, the United Kingdom, and the United States for 2001 onwards), 
representing international infl ation, is measured by the change in the 
special drawing rights (SDR) defl ator. (Special drawing rights are the 
IMF’s unit of account.) The SDR defl ator is calculated as a weighted 
average of the G- 5 countries’ GDP defl ators in SDR terms, the weights 
being the amount of each country’s currency in one SDR unit. Weights 
vary over time because both the composition of the SDR and the relative 
exchange rates for each currency change. The SDR defl ator is calculated in 
SDR terms fi rst and then converted to US dollars using the SDR to dollar 
Atlas conversion factor. The Atlas conversion factor is then applied to a 
country’s GNI. The resulting GNI in US dollars is divided by the midyear 
population to derive GNI per capita.

OPERATIONAL MEASUREMENTS

In the current research, the comprehensiveness of the cyber legislation and 
related activities is the dependent variable. The proposed measurements of 
the dependent and independent variables are presented below.
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Table 5.1 2008 Internet usage in sample countries

Country Number of Internet 
users (millions)

% of population using 
the Internet

Algeria 3.5 10.4
Argentina 16.0 39.0
Bolivia 1.0 10.8
Brazil 50.0 27.0
Bulgaria 2.4 32.6
Chile 7.4 44.9
China 298.0 22.4
Colombia 13.8 30.5
Czech Republic 4.9 48.8
Ecuador 1.1 8.0
Egypt 10.5 12.9
Hong Kong 4.9 69.5
Hungary 5.2 52.5
India 81.0 7.1
Indonesia 25.0 10.5
Iran 23.0 34.9
Israel 3.7 52.0
Jordan 1.1 18.2
Kazakhstan 1.9 12.4
Korea 36.8 76.1
Lebanon 0.95 23.9
Malaysia 15.9 62.8
Mexico 23.7 21.6
Nigeria 10.0 6.8
Oman 0.3 9.1
Pakistan 17.5 10.1
Peru 7.6 26.2
Philippines 14.0 14.6
Poland 20.2 52.0
Qatar 0.35 37.8
Romania 7.43 33.4
Russia 38.0 27.0
Saudi Arabia 6.2 22.0
Singapore 3.1 67.4
Slovakia 2.7 49.6
South Africa 4.6 9.4
Sri Lanka 0.77 3.7
Taiwan 15.2 66.1
Thailand 13.4 20.5
Turkey 26.5 35.0
UAE 2.3 49.8
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Maturity of Cyber Laws (Dependent Variable)

Frenetic activity in the past few years has ensured that lawyers and policy 
makers specializing in information technology law have been kept busy 
monitoring developments that are taking place in many parts of the 
world.

An examination of national laws covering the diff erent legal facets and 
issues associated with cyber space, supported by an analysis of the exist-
ing international conventions and agreements which are relevant to this 
 specifi c area, uncovered the following fi ve main legislative topics:

data protection and processing, including privacy rights; ●

e- commerce, including e- governments; ●

e- transactions, especially issues dealing with online banking; ●

cyber crime; ●

intellectual property. ●

In the developing and emerging countries in our sample, it is observed that 
while, in general, cyber laws have been enacted in a number of countries, 
a large chunk still fall short of what can be considered adequate and/or 
comprehensive cyber legislation; what we refer to in this book as mature 
cyber law. Generally, the majority of countries have enacted legislation 
relating to e- commerce/e- government, including e- signature and accept-
ance of e- documents and e- contracts; in addition, many have tackled 
intellectual property issues, which are largely addressed under general 
copyright laws, rather than under specifi c cyber laws related to intellectual 
property (United Nations Economic and Social Commission for Western 
Africa, 2008).

Broadly speaking, cyber space symbolizes a conceptual distinction 
between activities that take place in the physical or real world and those 
that occur online or in virtual reality. Beyond conceptual distinctions, we 

Table 5.1 (continued)

Country Number of Internet 
users (millions)

% of population using 
the Internet

Ukraine 6.7 14.6
Uruguay 1.1 31.6
Vietnam 20.8 24.2

Source: Internet World Stats, www.internetworldstats.com.
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Table 5.2 World Bank classifi cation

Algeria Lower middle income
Argentina Upper middle income
Bolivia Lower middle income
Brazil Upper middle income
Bulgaria Lower middle income
Chile Upper middle income
China Lower middle income
Colombia Lower middle income
Czech Republic Upper middle income
Ecuador Lower middle income
Egypt Lower middle income
Hong Kong High income
Hungary Upper middle income
India Low income
Indonesia Lower middle income
Iran Lower middle income
Israel High income
Jordan Lower middle income
Kazakhstan Lower middle income
Korea High income
Lebanon Upper middle income
Malaysia Upper middle income
Mexico Upper middle income
Nigeria Low income
Oman Upper middle income
Pakistan Low income
Peru Lower middle income
Philippines Lower middle income
Poland Upper middle income
Qatar High income
Romania Lower middle income
Russia Lower middle income
Saudi Arabia Upper middle income
Singapore High income
Slovakia Upper middle income
South Africa Lower middle income
Sri Lanka Lower middle income
Taiwan Middle income
Thailand Lower middle income
Turkey Lower middle income
UAE High income
Ukraine Low income
Uruguay Upper middle income
Vietnam Low income
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might say that the infrastructure of cyber space is basically digital code, 
and that this aspect of cyber space makes the virtual landscape unique. 
As a practical matter, both the increasing importance and the expanding 
utility of the Internet are making distinctions between real space and cyber 
space less noticeable. Even so, cyber space still presents a remarkable 
number of novel legal questions involving how computer users carry out 
various transactions involving cyber activities through the interconnec-
tion of computing and communications technologies. Although the lack 
of reliable or relevant precedent renders legal practice in this area diffi  cult 
and, quite often, annoying, the challenges are also exciting.

Not surprisingly, because of the unique nature of the Internet, its use 
creates unique legal questions and issues, particularly with respect to 
intellectual property rights and cyber crime. In addition, e- government 
requires a regulatory and public policy environment conducive to elec-
tronic commerce, protection of rights, and an enabling legal framework 
for the digital transformation of government operations. Policy agendas 
include issues such as privacy, security, digital signatures, consumer pro-
tection, international trade, telecommunications, taxation, and the digital 
divide. Industrial age laws, their interpretation, and intent are many times 
not applicable or, worse, detrimental to a growing digital economy and 
society. Investment in the education of legislators around technology 
issues is a prerequisite to successful e- government. Without digital sig-
natures, for instance, companies are hard pressed to engage in electronic 
commerce. Businesses require assurance that an electronically signed doc-
ument can be enforced against the sender. At present, in most countries, 
there is no defi nitive court decision ruling that an electronic document can 
be ‘signed’ electronically in legal systems and in circumstances where the 
signature remains as a formal requirement of law. This ‘signature’ issue 
is intimately related to a technical, legal issue of proof. In a court case, a 
party seeking to enforce a contract has the burden of proving that (1) the 
document was signed by the person who it claims to have come from; and 
(2) the document presented is, in fact, the one that was signed.

Many developing and emerging countries have realized the importance 
and necessity of law to regulate cyber space. However, development of 
cyber law is still evolving in developing and emerging countries. The total-
ity of the proposed Digital Signature and E- Commerce regime in Thailand, 
for instance, has been strongly criticized. The two separate laws – one on 
electronic transactions and the other on electronic signatures – have been 
merged into one following a review by the Offi  ce of the Juridical Council. 
This new draft, which was approved by the Cabinet, is opposed by the 
IT industry because the Cabinet’s regulatory authority lies with digital 
signatures not the much broader issue of electronic commerce. Industry 
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feels strongly that these two areas are fundamentally diff erent and should 
be clearly distinguished. Moreover, IT experts fi nd the new draft overly 
broad and too vague. Notwithstanding the criticism, the Bill passed its fi rst 
reading in Parliament on 23 August 2000. On 27 September 2000, a revised 
version of the Electronic Commerce law was scheduled for its second 
reading in Parliament. The draft law was rewritten to remove concerns 
about too much government control over electronic commerce and some 
unclear sections of the law. Basically it seemed that the responsibility of 
the e- commerce committee would be confi ned to regulating e- signatures 
instead of the broader issue of electronic commerce or enacting a cyber law 
dealing with cyber crime. In October 2000, it became clear, however, that 
the Bills would be stalled and delayed. In a recent development, one of the 
fi rst orders passed by the military junta that took power in Thailand on 19 
September 2006 was to appoint an Offi  cial Censor of the Military Coup 
whose responsibility is to censor the Internet and block controversial web-
sites. In addition, the Computer- Related Crimes Act (CRCA) requires all 
state and private organizations to install log management systems that store 
and monitor computer data for the purpose of preventing Internet crime. 
Failure to comply with this provision carries a fi ne of up to US$14,500.

Other developing and emerging countries, however, have been very slow 
in, or reluctant to develop a cyber law. In 2003, Egypt, for instance, drafted 
an electronic signature law, which has been approved by the Cabinet (it is 
awaiting discussion by Parliament); however, Egypt is deferring a broader 
electronic commerce law that will address such issues as domain names, 
customs and duties, and creation of a certifi cate authority to verify elec-
tronic signatures. The development of electronic commerce in Egypt has 
been impeded by concern about the lack of security on computer net-
works, the relatively high prices charged by Internet service providers, and 
the somehow low number of Internet users in the country (12.9 percent 
in 2008). The country of Lebanon is a perfect example of disinclination 
and reluctance; Lebanon has not yet adopted an electronic signature law, 
which would allow companies to conduct business and keep records elec-
tronically, although a draft of the law has circulated in Parliament since 
2000. In addition, a telecom liberalization and privatization law passed in 
2002 remains unimplemented. Table 5.3 lists the countries in our sample, 
whether or not the country has enacted a separate cyber law, and, if so, the 
year the law was enacted.

In Latin America, Brazil and Argentina have been proactive in the 
development of cyber regulations. The laggards are countries such as 
Venezuela, Ecuador, and Bolivia, which are less developed and in some 
cases still have monopoly long- distance or local service providers and that 
really have not embraced liberalization on any front.
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Table 5.3 Cyber law in sample countries

Country Law (Y/N) Year enacted

Algeria No
Argentina Yes 2001
Bolivia No
Brazil Yes 2001
Bulgaria Yes 1999
Chile Yes 2002
China No
Colombia Yes 1999
Czech Republic Yes 2000
Ecuador Yes 2002
Egypt No
Hong Kong Yes 2000
Hungary Yes 2001
India Yes 1998/2008 (amended)
Indonesia Bill drafted 
Iran No
Israel Yes 2001
Jordan No
Kazakhstan No
Korea Yes 2001
Lebanon No
Malaysia Yes 1997
Mexico Yes 2000
Nigeria Bill drafted
Oman Yes 2008
Pakistan Yes 2008
Peru Yes 2000
Philippines Yes 2000
Poland Yes 2001
Qatar No
Romania Yes 2001
Russia Yes 2001
Saudi Arabia Yes 2009
Singapore Yes 1998
Slovakia Yes 2002
South Africa Yes 2002
Sri Lanka No
Taiwan Yes 2001
Thailand Yes 2000
Turkey  No  
UAE  Yes 2006 
Ukraine No
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As developing and emerging countries join the World Trade Organization 
(WTO) they have been adapting their legal and regulatory systems to 
accommodate trademark, patent, and intellectual property rights (IPR) 
protection. Some countries have been part of the early stages of IPR 
protection; others have retroactively signed the agreements and sought 
membership in the World Intellectual Property Organization (WIPO). As 
of February 2009, only fi ve countries in our sample are not members of the 
WTO; these are Algeria, Iran, Kazakhstan, Lebanon, and Russia.

Developing and emerging countries’ participation in interim trea-
ties is uneven. These include the WIPO Copyright Treaty (WCT), the 
Trademark Law Treaty (TLT), and the Patent Law Treaty (PLT). As of 
January 2009, for instance, only 69 states worldwide were members of the 
WCT. Copyright protection extends to expressions and not to ideas, pro-
cedures, methods of operation, or mathematical concepts as such (WIPO, 
2009). Twenty- four countries in our sample are members of the WCT, or 
55 percent. Russia was the latest cosignatory, having become a member in 
November 2008.

As of January 2009, only 42 countries worldwide have brought the TLT 
into force. As Table 5.4 indicates, as of January 2009, only 13 countries, or 
30 percent, in our sample have brought this treaty into force and an addi-
tional fi ve countries have signed the treaty. As of January 2009, only 61 
countries worldwide were cosignatories to the PLT, and only 19 of those 
have brought the treaty into force. Table 5.4 shows that only six countries 
in our sample are among those which have signed and enforced this treaty, 
with an additional seven having signed the treaty but have not yet entered 
it into force.

In its 2003–06 action plan, Singapore had adopted three outcomes for 
e- government: delighted customers, connected citizens, and networked 
government. Singapore is in the process of reviewing its current suite of 
online services against the needs of the public to identify opportunities for 
service innovation that will yield greater value. In some cases, these action 
plans are not supported by an all- encompassing approach to measuring 
value or progress; however, in many cases such a measurement framework 

Table 5.3 (continued)

Country Law (Y/N) Year enacted

Uruguay Yes 2000
Vietnam Yes 2002

Source: Compiled by the authors from various resources.
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Table 5.4 Status of countries on IPR (2009)

Country WTO member WCT TLT PLT

Algeria Signed 
Argentina 1995 2002
Bolivia 1995
Brazil 1995 Signed
Bulgaria 1996 2002
Chile 1995 2002
China 2001 2007 Signed 
Colombia 1995 2002
Czech Republic 1995 2002 1996 Signed
Ecuador 1996 2002
Egypt 1995 1999
Hong Kong 1995
Hungary 1995 2002 1998 2008
India 1995
Indonesia 1995 2002 1997
Iran
Israel 1995 Signed Signed
Jordan 2000 2004
Kazakhstan 2000 2004 2002
Korea 1995 2004 2003
Lebanon Signed
Malaysia 1995
Mexico 1995 2002
Nigeria 1995 2005
Oman 2000 2005 2007 2007
Pakistan 1995
Peru 1995 2002
Philippines 1995 2002
Poland 1995 2004 Signed Signed
Qatar 1996 2005
Romania 1995 2002 1998 2005
Russia 2008 1998
Saudi Arabia
Singapore 1995 2005
Slovakia 1995 2002 1997 2005
South Africa 1995 Signed
Sri Lanka 1995 1996
Taiwan 2002
Thailand 1995
Turkey 1995 2008 2005 Signed
UAE 1996 2004
Ukraine 2005 1996 2005
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is planned. Mexico, for example, is developing a new project management 
system for e- government that will include metrics, key performance indica-
tors, and a scorecard to facilitate evaluating its e- Mexico initiative. Late in 
2008, Pakistani President Asif Ali Zardari issued a decree making Internet 
crime punishable by death or imprisonment with heavy fi nes. The law, 
enforced at the time of signing, defi nes any cyber crime that causes a death 
as ‘cyber terrorism’, which will be punishable by death or imprisonment 
for life. Only crimes leading to death will be punishable with the death 
sentence; other crimes are punishable by imprisonment and/or heavy 
fi nes. As of February 2009, Pakistan has more than 10 million Internet 
users. According to the law, the off ender, whether a person, a group, or 
an organization, will be deemed to have committed ‘cyber terrorism’ if 
accessing a computer, electronic system, or electronic device with a view 
to engaging in an act of terrorism.

According to the new Pakistani law, ‘cyber crime’ also includes ‘steal-
ing or copying’ classifi ed information or data required to make chemical, 
biological, or nuclear weapons. The law specifi es various durations of 
imprisonment and fi nes for other crimes, such as cyber fraud, stalking, and 
spamming (Khan, 2008).

In a move toward creating a suitable environment for secure electronic 
transactions, Oman has issued the e- Transactions Law under Royal 
Decree 69/2008. One of the main purposes of this law is to facilitate 
electronic transactions that are considered vital to e- government and 
e- commerce applications in Oman. In order to support such transactions, 
any contract, agreement, or communication carried by electronic means as 
electronic messages is considered legally valid through this law. Further, 
the law regulates the transfer of electronic data and messages through 
various electronic channels such as the Internet and controls changes 
made to data. The creation of this regulatory environment in Oman has 
placed strict penalties on the misuse of electronic systems and data resi-
dent on these systems. Cyber criminal acts, such as hacking into computer 
systems and unauthorized capture or tampering with data, are punishable 
by jail terms not to exceed two years and/or hefty penalties not to exceed 

Table 5.4 (continued)

Country WTO member WCT TLT PLT

Uruguay 1995 Signed
Vietnam

Source: Collected by the authors from various sources.
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5,000 Omani riyals (US$13,000). Promotion of this law sets up unifi ed 
rules, regulations, and standards of authenticating electronic messages 
and records.

Oman Law no. 69 of 2008 consists of nine sections and 54 articles. It 
has been developed and refi ned over a period of three years, based on 
guidelines of the United Nations Commission on International Trade 
Law (UNCITRAL), the Organization for Economic Cooperation and 
Development, and e- laws of several countries such as the USA, France, 
Ireland, and Malaysia. The Law legalizes the use of digital signatures in 
electronic commerce and communications through letters and e- mails.

The authors developed a Cyber Law Index (CLI) for the 44 countries 
included in our sample. The Index was developed using a content analysis 
of the various laws enacted by the countries in addition to their engage-
ment in a global world as international actors, indicated by their member-
ships in the WTO and the various WIPO initiatives such as the WCT, 
PLT, and TLT.

Given the lack of information on the soundness of cyber laws in the 
various countries, the authors will use the length of time the law has been 
enacted as a proxy. It is believed that countries that developed and imple-
mented cyber laws early on (and based them on the European Convention 
model) have a better and strong commitment to moving their economies 
into the information/digital age, for the mere development of these laws 
is a signal or an indication to motivated businesses to move into cyber 
space.

Given the continuously developing nature of online activities due to new 
technological developments and convergence, in particular the develop-
ment of the Internet and the ICT sector, and the large quantity and range 
of personal information involved, these developments aff ord a number of 
challenges that may not necessarily be dealt with by telecommunications 
laws or general traditional consumer protection laws. Therefore, many 
countries are enacting and implementing additional laws and regulations 
that are focused on consumer protection matters in cyber space, such as 
intellectual property rights, spam, privacy, fraud, identity theft, cyber 
crime, and e- commerce transactions. Such legislation protecting consumer 
activities in cyber space, and providing for the security of electronic net-
works and communications, is necessary to create trust and confi dence in 
the use of digital networks and enhance online transactions.

The CLI variable is constructed in its composite form based on:

1. content analysis of the legal texts of national laws of the sample 
countries; we strived to isolate those provisions dealing with cyber 
legislation. We then conducted an analysis of existing cyber laws in the 
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sample countries in terms of whether such laws have covered the fi ve 
areas mentioned above (data protection, e- transactions, e- commerce/
e- government, intellectual property, and cyber crime);

2. a country’s membership in the WTO;
3. a country’s membership in the WCT;
4. a country’s membership in the TLT;
5. a country’s membership in the PLT.

These fi ve components are not equally weighted. The authors judged 
component (1), content of the cyber law, to be the most important; con-
sequently, it is given a 65 percent weight. Next in terms of importance is 
membership in the WTO, with a weight of 20 percent. The remaining three 
components (WCT, TLT, and PLT) are weighted at 5 percent each. Table 
5.5 shows the Cyber Law Index for the sample countries.

Level of Technical Maturity

Countries are usually at very diff erent starting positions in the task of 
building their digital infrastructure to facilitate the development and dif-
fusion of e- commerce applications. E- commerce infrastructure determines 
the level of access and technical capabilities of an economy, and is defi ned 
as the share of total economic infrastructure used to support electronic 
business processes and conduct electronic commerce transactions. The 
innovation of the Internet technology, coupled with diff erent environment 
and policy externalities, lead to distinctive arrangements determining spe-
cifi c diff usion paths among individual countries and regions. Identifying 
unique resources of countries is essential for understanding e- commerce 
diff usion in these countries. Some large developing countries, such as 
Brazil, are faced with obstacles and opportunities to diff use the Internet 
across their economies and societies. Telecommunication infrastructure 
is often a stumbling block for developing countries. Based on this state-
ment, countries lagging behind a certain level of telephone density would 
be severely handicapped for e- commerce diff usion.

Our access and technical capabilities measures focus on a number of 
indicators describing the availability of reasonably priced access to the 
Internet. For most current applications, Internet access requires a personal 
computer, plus a phone connection to the Internet, although access via 
mobile phone is becoming a viable alternative in some applications and in 
a number of countries in our sample such as the UAE. For the purpose of 
our study, we use the following infrastructure indicators: (1) total number 
of telephone subscribers, (2) number of Internet hosts, and (3) number 
of personal computers. Data for 2003 on the total number of personal 
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Table 5.5 Cyber Law Index

Country Cyber Law Index

Algeria 0.20
Argentina 0.80
Bolivia 0.50
Brazil 0.80
Bulgaria 0.80
Chile 0.80
China 0.30
Colombia 0.80
Czech Republic 0.90
Ecuador 0.80
Egypt 0.40
Hong Kong 0.70
Hungary 0.90
India 0.70
Indonesia 0.60
Iran 0.10
Israel 0.80
Jordan 0.40
Kazakhstan 0.50
Korea 0.90
Lebanon 0.30
Malaysia 0.70
Mexico 0.80
Nigeria 0.40
Oman 0.50
Pakistan 0.50
Peru 0.80
Philippines 0.60
Poland 0.90
Qatar 0.60
Romania 0.90
Russia 0.40
Saudi Arabia 0.20
Singapore 0.80
Slovakia 0.90
South Africa 0.70
Sri Lanka 0.40
Taiwan 0.70
Thailand 0.70
Turkey 0.40
UAE 0.70
Ukraine 0.30
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computers, phone lines, number of Internet users, and mobile phones in 
each country are taken from the International Telecommunications Union 
Yearbook of 2007 (ITU, 2007). We scale each of these totals by population 
to produce per capita measures: TLLINE, PCHOSTS, and PC #.

In a recent ICT published index (ITU, 2009), the UAE has signifi cantly 
improved its information and communication technology or ICT levels, 
ranking sixth in the International Telecommunication Union’s ICT price 
basket in 2008.

The country also ranks fi rst in the ITU’s new ICT Development Index 
in the Arab world. This index compares developments in ICT in 154 coun-
tries over a fi ve- year period from 2002 to 2007, and shows that the UAE 
recorded a gain in index value of around 300 percent, among the highest 
in the world. This places the UAE at a rank of 32, up from 40 in 2002. 
Mobile phone broadband penetration in the country was already at 46.6 
percent in 2007. Similarly, mobile cellular penetration reached one of the 
highest values globally in 2007 – 176 per 100 inhabitants. The UAE tops 
other Gulf Cooperation Council (GCC) countries in the index, which saw 
Bahrain and Qatar ranked 42nd and 43rd, Saudi Arabia and Kuwait at the 
55th and 57th ranks, and Oman in 77th place.

The UAE also ranked third in the overall ICT price basket for 2008, 
together with Luxembourg, Denmark, Hong Kong, Taiwan, Sweden, and 
Norway. It ranked sixth in the mobile cellular sub- basket for 2008, third 
in the fi xed telephone sub- basket and 22nd in the fi xed broadband Internet 
sub- basket for 2008.

Monitoring the cost of ICT services is important because it infl uences 
or even determines whether people will subscribe to a certain service and 
use ICTs. Although ICT infrastructure is crucial in providing the basic 
prerequisite for citizens to access and use ICTs, the services off ered have to 
be aff ordable. Almost 50 percent of the developing countries have an ICT 
price basket that corresponds to more than 10 percent of their GNI per 
capita. This suggests that countries with higher income levels pay relatively 
little for ICT services, while low- income countries pay relatively more. In 
addition, the high value of the ICT price basket in several developing 

Table 5.5 (continued)

Country Cyber Law Index

Uruguay 0.80
Vietnam 0.40

Source: Developed by the authors.
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countries is partly explained by very high fi xed Internet broadband prices. 
The results of the ICT price basket further suggest that the relative price of 
ICT services is linked to a country’s ICT level. In other words, generally, 
countries with high prices have lower access and usage levels. The econo-
mies ranked at the top of the ICT price basket include some of the most 
advanced economies in terms of ICT uptake and use, such as Singapore, 
the United States, Luxembourg, Denmark, Hong Kong, Sweden, and 
Norway. These are the economies with the lowest relative price of ICTs. 
However, bucking this trend, the UAE shares the dubious distinction of 
having the highest cost of telephone and especially mobile phone calls, 
along with Egypt, Italy, and Hong Kong.

Developing practical measures of the reach and richness of cyber law in 
emerging and developing economies, as well as in the developed world, is 
a considerable challenge. At present only a few developed countries, such 
as the United States and the United Kingdom, have initiated national 
data collection on cyber crime; none of these countries, though has tested 
the eff ectiveness of their cyber laws, nor have they developed metrics to 
measure the reach and richness of these laws. The reach and richness of 
cyber laws are expected to be positively related to the penetration rate 
of Internet users in an economy; this is used as a proxy for e- commerce 
diff usion.

Data on the number of Internet users in a country in 2008 are avail-
able from the Internet World Stats website at www.internetworldstats.
com. Based on Table 5.1, the four countries with the highest Internet 
penetration rates, South Korea (76.1 percent), Hong Kong (69.5 percent), 
Singapore (67.4 percent), and Taiwan (66.1 percent), are all in Asia. 
Among the Latin American countries, Chile (44.9 percent) and Argentina 
(39 percent) top the list there. In the Middle East, Israel (52.0 percent) and 
the UAE (49.8 percent) rank at the top.

The Technical Maturity (TECHMAT) Index is computed as:

 TECHMAT 5 1/3 (Internet penetration) 1 1/6 (PC penetration) 

 1 1/6 (Internet host) 1 1/6 (Telephone penetration) 

 1 1/6 (Broadband penetration) (5.1)

Table 5.6 lists the countries in our sample along with their broadband 
diff usion rate; it is noticeable that Korea, Hong Kong, and Israel are the 
top three performers in this category; the lowest performers are Iran, 
Bolivia, and Nigeria.

Table 5.7 depicts the computed technical maturity of the countries in 
our sample as defi ned by the formula (5.1) defi ned above.



188 Cyber law and cyber security in developing and emerging economies

Table 5.6 Broadband penetration, 2008

Country Broadband/100

Algeria  0.85 
Argentina  6.58
Bolivia  0.36
Brazil  3.54
Bulgaria  8.24
Chile  7.86
China  5.00
Colombia  2.62
Czech Republic 12.90
Ecuador  2.39
Egypt  0.63
Hong Kong 26.35
Hungary 14.25
India  0.27
Indonesia  0.11
Iran  0.00
Israel 22.06
Jordan  1.45
Kazakhstan  1.75
Korea 30.50
Lebanon  4.88
Malaysia  3.80
Mexico  4.27
Nigeria  0.10
Oman  0.78
Pakistan  0.03
Peru  2.04
Philippines  0.56
Poland  9.00
Qatar  8.37
Romania  9.09
Russia  2.81
Saudi Arabia  2.52
Singapore 20.18
Slovakia  8.76
South Africa  0.78
Sri Lanka  0.33
Taiwan 20.92
Thailand  1.43
Turkey  6.08
UAE  8.67
Ukraine  1.73
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Human Resources

The Human Development Index (HDI) is a widely discussed new measure 
of the eff ect of economic development on the well-being of the people. 
The United Nations Development Program (UNDP) developed the HDI 
during the early 1990s when in the economic literature ‘per capita income’ 
was considered as an inadequate measure of development (especially for 
emerging and developing countries). It was argued that ‘real’ gross domes-
tic product per person growth is not necessarily a good guide to growth 
of living standards in the twentieth century; it is probably a considerable 
underestimate (Crafts, 1999). The HDI shifted the focus of economic 
development from (per capita) income to a much broader achievement in 
human life.

The HDI measures the overall achievement of a country in three 
basic dimensions of human development – longevity, knowledge, and 
a decent standard of living – all of which we consider as indigenous 
resources. Longevity is measured by life expectancy at birth; knowledge 
(or educational attainment) is measured by a combination of adult literacy 
(two- thirds weight) and the combined primary, secondary, and tertiary 
enrollment (one- third weight); and standard of living is measured by real 
GDP per capita ($PPP). To calculate the HDI score, fi rst, for each indica-
tor of human development, a range (a maximum and a minimum) is estab-
lished. Then, the diff erence of score of a country on each indicator (actual 
score minus minimum of the range) is divided by the range itself. The HDI 
is a simple average of the three indicators so obtained.

Despite its popularity as an index, it is not free of criticism. The concept 
of human development has a broad meaning and cannot be captured by 
an index or a set of indicators (Streeten, 1994). The index has also been 
criticized on other grounds. These include the construction of the scale 
and measurement (Dasupta and Weale, 1992; Desai, 1991; Luchters, 1996; 
Shrinivasan, 1994), methodology (Shrinivasan, 1994), and data quality/
limitations issues (McGillivray and White, 1993). Despite its limitations, 
the index is a useful measure to gauge the status of human development 

Table 5.6 (continued)

Country Broadband/100

Uruguay  4.94
Vietnam  1.48

Source: ITU (2008).
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Table 5.7 Technical maturity

Country TECHMAT

Algeria 0.152525
Argentina 0.222659
Bolivia 0.06978
Brazil 0.14623
Bulgaria 0.280946
Chile 0.188673
China 0.123569
Colombia 0.156584
Czech Republic 0.270758
Ecuador 0.152825
Egypt 0.09264
Hong Kong 0.390909
Hungary 0.262808
India 0.039597
Indonesia 0.072235
Iran 0.126665
Israel 0.31653
Jordan 0.153741
Kazakhstan 0.188533
Korea 0.281279
Lebanon 0.088585
Malaysia 0.182219
Mexico 0.142954
Nigeria 0.047616
Oman 0.179401
Pakistan 0.069277
Peru 0.11231
Philippines 0.107017
Poland 0.243153
Qatar 0.313104
Romania 0.227265
Russia 0.248342
Saudi Arabia 0.22325
Singapore 0.329392
Slovakia 0.239641
South Africa 0.162761
Sri Lanka 0.093305
Taiwan 0.318505
Thailand 0.227667
Turkey 0.189732
UAE 0.363036
Ukraine 0.248989
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in a country. Economists agree that while there is a strong relationship 
between development and income, human outcomes do not depend on 
economic growth and levels of national income alone. They also depend 
on how these resources are used. For instance, democratic participation 
in decision making and equal rights for men and women are two of the 
most important human development indicators but they do not depend on 
income or GDP.

The Human Development Index is derived from the 2004 Human 
Development Index Report published by the United Nations. This report 
presents an extensive set of indicators, including 33 tables and 200 variables, 
on important human outcomes realized in countries around the world.

The HDI focuses on three measurable dimensions of human develop-
ment: living a long and healthy life, being well educated, and having a 
decent standard of living. Table 5.8 shows the values of the three dimen-
sions of the HDI along with the HDI for each country in our sample. 
These fi gures are compiled from the 2004 Human Development Report 
published by the United Nations.

A close examination of Table 5.8 reveals that Israel is ranked number 
one in our sample with an HDI value of 0.908, closely followed by Hong 
Kong (0.903) and Singapore (0.902). The country that ranked at the 
bottom of the list in our sample is Nigeria, with an HDI of 0.466, followed 
by Pakistan (0.497) and India (0.595). The average HDI value for all coun-
tries in our sample is 0.766, with a standard deviation of 0.094. This small 
standard deviation indicates a narrow distribution where all values cluster 
around the mean.

In our statistical analysis the HDI will be utilized to measure human 
development in a country.

Financial Resources

As discussed in Chapter 4, information technology has led to the promotion 
of a more intensive use of international fi nancial institutions and gave rise 
to global international conglomerates. In addition, previous studies have 

Table 5.7 (continued)

Country TECHMAT

Uruguay 0.207505
Vietnam 0.102892

Source: Developed by the authors.
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Table 5.8 HDI values of sample countries

Country Life expectancy 
index

Education 
index

GDP index HDI value

Algeria 0.74 0.69 0.68 0.704
Argentina 0.82 0.96 0.78 0.853
Bolivia 0.64 0.86 0.53 0.681
Brazil 0.72 0.88 0.73 0.775
Bulgaria 0.77 0.91 0.71 0.796
Chile 0.85 0.90 0.77 0.839
China 0.76 0.83 0.64 0.745
Colombia 0.78 0.84 0.69 0.773
Czech Republic 0.84 0.92 0.84 0.868
Ecuador 0.76 0.85 0.60 0.735
Egypt 0.73 0.62 0.61 0.653
Hong Kong 0.91 0.86 0.93 0.903
Hungary 0.78 0.95 0.82 0.848
India 0.64 0.59 0.55 0.595
Indonesia 0.69 0.80 0.58 0.692
Iran 0.75 0.74 0.70 0.732
Israel 0.90 0.94 0.88 0.908
Jordan 0.76 0.86 0.62 0.750
Kazakhstan 0.69 0.93 0.68 0.766
Korea 0.84 0.97 0.86 0.888
Lebanon 0.81 0.84 0.63 0.758
Malaysia 0.80 0.83 0.75 0.793
Mexico 0.81 0.85 0.75 0.802
Nigeria 0.44 0.59 0.36 0.466
Oman 0.79 0.71 0.82 0.770
Pakistan 0.60 0.40 0.49 0.497
Peru 0.74 0.86 0.65 0.752
Philippines 0.75 0.89 0.62 0.753
Poland 0.81 0.96 0.78 0.850
Qatar 0.78 0.83 0.88 0.833
Romania 0.76 0.88 0.70 0.778
Russia 0.69 0.95 0.74 0.795
Saudi Arabia 0.79 0.71 0.81 0.768
Singapore 0.88 0.91 0.92 0.902
Slovakia 0.81 0.91 0.81 0.842
South Africa 0.40 0.83 0.77 0.666
Sri Lanka 0.79 0.83 0.60 0.740
Taiwan 0.78 0.79 0.77 0.780
Thailand 0.74 0.86 0.71 0.768
Turkey 0.76 0.80 0.69 0.751
UAE 0.83 0.74 0.90 0.824
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found evidence that a well- developed, sound fi nancial system promotes 
growth in the economy by channeling credit to its most productive uses.

A robust, well- functioning fi nancial sector is vital for economic growth 
and successful electronic activities, especially for developing economies. 
It is critical for vigorous sustained growth. As an economy grows and 
matures, its fi nancial sector must grow with it. It must be able to fi t with 
the increasingly sophisticated demands that are placed on it. To help in 
the process of development and changes in the structural underpinning 
of the economy, fi nancial institutions must adapt as economies mature. 
However, as economies grow and become more digitized, their agricul-
tural and manufacturing sectors expand, and their service sectors develop 
and grow, their banking sectors need to keep up. Decisions as to which 
activities to fi nance are crucial for rapid growth. Growing economic com-
plexity is, of course, an inevitable consequence of growth. It means that 
the benefi ts of effi  cient credit allocation rise; that effi  cient credit allocation 
is fi nancing investments where the payoff  is highest. But it also means that 
the challenges for those assessing alternative loan applicants mount. They 
must develop means of allocating credit among competing needs. They 
must learn to assess business plans and identify and manage risk.

For our purpose, we will use the following two variables to assess the 
fi nancial strength of an economy: (1) access to sound money, as related 
to monetary policy; and (2) banking and fi nance as they relate to credit 
market regulations. The ranking of the countries based on these four com-
ponents is taken from the 2005 Heritage Foundation Index of Economic 
Freedom.

A country’s monetary policy aff ects the stability of its fi nancial base. 
With a stable monetary policy, people can rely on market prices for the 
foreseeable future. Hence, investments, savings, and other longer- term 
plans are easier to make, and individuals enjoy greater economic freedom. 
Infl ation not only confi scates wealth, but also distorts pricing, misallocates 
resources, raises the cost of doing business, and undermines the movement 
of capital and investment into the society.

Table 5.8 (continued)

Country Life expectancy 
index

Education 
index

GDP index HDI value

Ukraine 0.74 0.94 0.65 0.777
Uruguay 0.84 0.94 0.73 0.833
Vietnam 0.73 0.82 0.52 0.691

Source: UN Human Development Index Report (2004).
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In the majority of countries, banks provide the essential fi nancial serv-
ices that facilitate economic growth; they lend money to start businesses, 
purchase homes, and secure credit that is used to buy durable consumer 
goods, in addition to furnishing a safe place in which individuals can store 
their earnings. The more banks are controlled by the government, the less 
free they are to engage in these activities. Hence, heavy bank regulation 
reduces opportunities and restricts economic growth and, therefore, the 
more a government restricts its banking sector, the lower its level of eco-
nomic growth and the higher its score.

Table 5.9 shows the sample countries rated on the three components 
measuring the fi nancial strengths of the economies. The two variables used 
to measure the soundness of the fi nancial base in a country are (1) access to 
sound money (ACSMNY) and (2) credit market regulations (CRDREG).

Rule of Law

A major concern for scholars of development and growth is the ‘rule of 
law’ and related concepts from other legal systems. The rule of law is a 
concept that encompasses a number of consequences fl owing from the law 
being the supreme ruler of a society. There are at least three distinct but 
connected elements:

1. All citizens are equal before the law.
2. The courts, not the state, should interpret and apply the law without 

fear or favor.
3. Citizens should have absolute respect for and faith in the law.

Economic growth, political adjustment, the protection of human rights, 
and other admirable objectives are all thought to revolve around the rule 
of law. Policy makers in developing and emerging economies are thus 
seeking ways to establish or strengthen the rule of law in their countries. 
Despite the assortment of defi nitions of the term rule of law, most can be 
classifi ed according to whether they emphasize formal characteristics, sub-
stantive outcomes, or functional considerations. The diff erences between 
these three conceptions and the implications of each for eff orts to estab-
lish, measure, or foster the rule of law can be found in Stephenson (2001).

Levy and Spiller (1996) have developed a framework to analyse the 
interaction of the institutional endowment of a country, the nature of its 
regulatory institutions, and the performance of the various sectors. They 
emphasize that the integrity and value of a regulatory framework diff er 
with a country’s political and social institutions. They also observe that per-
formance can be adequate with a wide range of regulatory measures as soon 
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Table 5.9 Financial strengths of countries in the sample

Country Size of government 
expenditures, taxes, 

and enterprises

Access to sound 
money

Credit market 
regulations

Algeria 4.93 6.33 5.86
Argentina 7.48 6.17 6.70
Bolivia 6.20 8.66 8.08
Brazil 6.65 7.77 5.74
Bulgaria 4.95 8.76 9.22
Chile 7.50 9.14 9.23
China 5.00 8.22 7.30
Colombia 4.44 7.85 8.54
Czech Republic 4.49 9.30 8.86
Ecuador 8.03 5.06 7.90
Egypt 7.29 8.74 6.10
Hong Kong 9.30 9.36 9.22
Hungary 5.70 9.48 9.01
India 7.14 6.70 6.29
Indonesia 6.36 7.18 7.52
Iran 6.79 8.24 6.52
Israel 3.83 9.14 7.50
Jordan 5.53 8.94 9.03
Kazakhstan 7.77 8.21 9.42
Korea 6.62 9.34 9.08
Lebanona – – –
Malaysia 5.50 6.02 9.36
Mexico 7.33 8.24 9.13
Nigeria 3.97 7.38 8.57
Oman 5.51 9.33 8.78
Pakistan 7.01 6.45 8.61
Peru 8.27 8.76 7.29
Philippines 7.12 8.13 8.12
Poland 5.34 9.54 8.35
Qatara – – –
Romania 5.54 8.69 7.34
Russia 5.64 7.46 7.99
Saudi Arabiaa – – –
Singapore 7.86 8.99 9.24
Slovakia 6.44 9.40 9.29
South Africa 6.97 7.76 9.32
Sri Lanka 7.03 6.10 7.42
Taiwan 7.44 9.71 7.85
Thailand 7.33 6.61 8.72
Turkey 7.82 5.42 6.64
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as three complementary means limiting arbitrary administrative action are 
all in place: (1) substantive restraints on the discretion of the regulator, (2) 
formal or informal constraints on changing the regulatory structure, and 
(3) institutions that implement and enforce the above formal constraints.

The basic political institutions of a country refer to the nature of its 
judiciary and its legislative and executive institutions. Specifi cally, a self-
 governing and professional judiciary is a natural candidate for fulfi lling 
the condition of enforcing formal constraints. A dishonest, politically 
motivated judiciary will be unlikely to side against the government on 
sensitive matters. Thus, judicial independence and professionalism imply 
a more confi dent framework for enforcing contracts, hence increasing 
the confi dence of customers in the economy. Levy and Spiller further 
emphasize the role of the contending social interests within a society and 
the balance between them. In actuality, the more controversial these social 
interests are, the higher the potential for a reversal of government policies. 
The higher the political instability of a country, the higher the potential for 
opportunistic behavior by governments, and hence the more ineffi  cient will 
be the performance of the sector. Finally, Levy and Spiller stress the impor-
tance of administrative capabilities. Practically, the higher the administra-
tive potential of the country, the higher the potential superiority of the 
regulatory system and, hence, the higher the performance of the sector.

For the sake of our study, we employ the most widely accepted measure 
of the rule of law, which was developed by the PRS Group, a country 
risk- rating agency, in its International Country Risk Guide (ICRG) (PRS 
Group, 2008a). This measure (LAW) takes on a value between one and 
ten; higher values indicate a stronger rule of law in a country.

The ICRG Risk Rating System assigns a numerical value (risk points) 
to a predetermined range of risk components, according to a predefi ned 

Table 5.9 (continued)

Country Size of government 
expenditures, taxes, 

and enterprises

Access to sound 
money

Credit market 
regulations

UAE 6.21 8.32 7.79
Ukraine 4.06 6.60 8.87
Uruguay 7.52 7.98 6.96
Vietnam 4.58 6.37 9.47

Note: a Not included in study.

Source: Heritage Foundation and Wall Street Journal (2006).
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scale, for each country covered in the analysis. Each scale is designed 
to award the highest value to the lowest risk and the lowest value to the 
highest risk. To allow for comparability, all countries are assessed on the 
same base scale. The risk components are grouped into three risk cat-
egories: economic, fi nancial, and political. Each risk category is made up 
of a number of risk components. The sum of the risk points assigned to 
each risk component within each risk category determines the overall risk 
rating for that risk category. The objective of the political risk rating is to 
provide a means of assessing the political stability of the countries covered 
on a comparable basis. To produce the political risk ratings, the following 
risk components are used: government stability, socioeconomic condi-
tions, investment profi le, internal confl ict, external confl ict, corruption, 
the military in politics, and religion in politics. Each of these components 
is assessed, evaluated, and weighted and then they are all combined to 
produce the political risk factor.

The prime objective of the economic risk rating is to present a way of 
measuring a country’s economic strengths and weaknesses. In general, if 
a country’s strengths outweigh its weaknesses it will be classifi ed as a low 
economic risk and if its weaknesses outweigh its strengths it will be clas-
sifi ed as a high economic risk. Countries’ strengths and weaknesses are 
evaluated and measured by assigning risk points to a number of economic 
risk components. The minimum number of points that can be assigned to 
any component is zero and the maximum number is assessed based on the 
weight that component is given in the overall economic risk assessment 
(PRS Group, 2008b). In all cases, the lower the number of points, the 
higher the risk. In addition, and to ensure comparability between coun-
tries, the components are based on accepted ratios between measured data 
within the fi nancial and economic structures of the country. To produce 
the economic risk ratings, the following risk components are used: GDP 
per head, real GDP growth, annual infl ation rate, budget balance as a per-
centage of GDP, and current account as a percentage of GDP.1

The fi nancial risk rating provides a means of evaluating a country’s 
ability to pay its way. Consequently, this entails a system of measuring a 
country’s ability to fi nance its offi  cial, commercial, and trade debt obliga-
tions. The fi nancial risk components identifi ed and weighted by the ICRG 
are: foreign debt as a percentage of GDP; foreign debt service as a per-
centage of exports of goods and services; current account as a percentage 
of exports of goods and services; net international liquidity as months of 
import cover, and exchange rate stability. The method of calculating the 
composite index is based on a formula that assigns 50 percent to political 
risk and 25 percent each to fi nancial and economic ratings. Table 5.10 
 represents the country risk ranked by composite risk rating for 2005.
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Table 5.10 Country risk and ranking for our sample

Country Composite risk Rank in 2005 Category

Singapore 88.3   6 Very low risk
Kuwait 85.0  12 Very low risk
UAE 84.3  15 Very low risk
Taiwan 83.8  17 Very low risk
Hong Kong 83.0  19 Very low risk
Korea 82.0  23 Very low risk
Oman 82.0  23 Very low risk
Saudi Arabia 81.0  27 Very low risk
Chile 80.5  29 Very low risk
Bahrain 80.3  30 Very low risk
Malaysia 79.8  32 Low risk
Qatar 79.5  34 Low risk
Russia 77.0  41 Low risk
Czech Republic 76.5  46 Low risk
Slovakia 76.5  46 Low risk
Algeria 76.0  49 Low risk
China 75.5  51 Low risk
Mexico 75.5  51 Low risk
Hungary 75.3  54 Low risk
Jordan 75.0  56 Low risk
Poland 74.3  57 Low risk
Kazakhstan 73.5  60 Low risk
South Africa 73.3  61 Low risk
Thailand 73.0  62 Low risk
India 71.8  65 Low risk
Bulgaria 71.5  66 Low risk
Romania 71.5  66 Low risk
Uruguay 70.8  70 Low risk
Israel 70.5  71 Low risk
Brazil 70.0  73 Low risk
Egypt 70.0  73 Low risk
Iran 70.0  73 Low risk
Ukraine 69.8  76 Moderate risk
Vietnam 69.8  76 Moderate risk
Peru 69.3  80 Moderate risk
Philippines 69.0  81 Moderate risk
Argentina 67.5  86 Moderate risk
Turkey 67.3  88 Moderate risk
Ecuador 67.0  90 Moderate risk
Bolivia 66.8  91 Moderate risk
Columbia 64.0 103 Moderate risk
Indonesia 63.3 107 Moderate risk
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Our sample contains ten countries in the very low risk category, or 22.7 
percent. The bulk of our countries, or 22 countries, in the sample fall in 
the low risk category; this constitutes 50 percent of the countries in the 
sample. The moderate risk category contains 11 countries or 25 percent 
of our sample. Only two countries, or 0.05 percent, fall in the high risk 
category, and these are Nigeria and Lebanon. We use the composite risk 
factor as defi ned by the ICRG to assess the rule of law in a given country. 
In our sample, this measure (LAW) takes on a value between 88.3 and 
58.0; higher values indicate a stronger rule of law in a country.

Maturity of E- government

Countries vary enormously in their e- government diff usion; variations 
are the result of a number of factors, both tangible and intangible. West 
(2008) reports that the most highly ranked e- governments, in order, are 
South Korea, Taiwan, the United States, Singapore, Canada, Australia, 
Germany, Ireland, Dominica, Brazil, and Malaysia; on the other side 
of the spectrum, countries such as Tuvalu, Mauritania, Guinea, Congo, 
Comoros, Macedonia, Kiribati, Samoa, and Tanzania hardly have a pres-
ence online.

Among the countries in our sample, many governmental departments 
have welcomed the digital revolution and are incorporating a wide range 
of information and services online for their citizens. Websites as one-  stop-
 shops are being set up to smooth the progress of tourism, citizen com-
plaints, and improve business investment. Some of these have been very 
successful; Bulgaria and the Czech Republic, for instance, are attracting 
foreign direct investments through their websites.

In this study, we will use West’s (2008) e- government maturity meas-
ures; this is deemed the most thorough quantitative indicator. To develop 
this index, West and his associates evaluated diff erent features of the 1,782 
government websites for the 198 countries under examination. Based on 
a thorough assessment of the attributes of these websites, West and his 

Table 5.10 (continued)

Country Composite Risk Rank in 2005 Category

Pakistan 60.0 116 Moderate risk
Lebanon 59.3 120 High risk
Nigeria 58.0 125 High risk

Source: The PRS Group, International Country Risk Guide.



200 Cyber law and cyber security in developing and emerging economies

colleagues at Brown University scored countries to a maximum of 100. 
Each of the following attributes was given four points: publications, data-
bases, audio clips, video clips, foreign language access, not having ads, 
not having premium fees, not having user fees, disability access, having 
privacy policies, having security policies, allowing digital signatures on 
transactions, an option to pay via credit card, e- mail contact information, 
areas to post comments, option for e- mail updates, option for website 
personalization, and personal digital assistant (PDA) accessibility. These 
features provide a maximum of 72 points for particular websites. Each site 
was then eligible for up to 28 points based on the number of online services 
off ered on that site (one point for one service, two points for two services, 
three points for three services, and on up to 28 points for 28 or more serv-
ices). The overall e- government index runs along a scale from zero (having 
none of these features and no online services) to 100 (having all features 
plus at least 28 online services). Totals for each website within a country 
were averaged across all of that country’s websites to produce a zero to 
100 overall rating for that country. The 2008 ranking put South Korea at 
the top with 64.7 percent. Table 5.11 lists the countries in our sample along 
with their e- government index.2

Economic Development

Since several of our explanatory variables (e.g. rule of law, infrastructure 
measures) are likely to correlate signifi cantly with the level of economic 
development in a country, it is important that we control for this aspect of 
country diff erence. We therefore include in our empirical model a control 
variable, the natural log of per capita in each country, LPCI. These data 
are for 2005 (the latest available) and are drawn from the 2007 World 
Development Report (World Bank, 2007).

CHOICE OF STATISTICAL METHODS

Multiple regression is used to account for (predict) the variance in an inter-
val dependent, based on linear combinations of interval, dichotomous, or 
dummy independent variables.

The multiple regression equation takes the form:

 y 5 blxl 1 b2x2 1 . . . 1 bnxn 1 c

The b’s are the regression coeffi  cients, representing the amount that the 
dependent variable y changes when the independent changes one unit. The 
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Table 5.11 2008 e-government ranking

Rank Country Index

  1 South Korea 64.7
  2 Taiwan 58.7
  4 Singapore 53.1
 10 Brazil 43.6
 11 Malaysia 42.8
 20 Mexico 39.5
 23 Columbia 38.4
 24 Hong Kong 38.2
 27 Chile 37.7
 36 India 36.6
 39 Qatar 36.1
 40 UAE 36.1
 53 Saudi Arabia 35.1
 54 Kazakhstan 31.0
 55 Czech Republic 34.8
 58 Peru 34.7
 61 Turkey 34.2
 64 Nigeria 33.9
 66 Israel 33.3
 67 China 33.2
 73 Egypt 32.6
 86 Uruguay 31.8
 88 Jordan 31.6
 89 Philippines 31.3
 90 Ukraine 31.2
 94 Bulgaria 31.0
 95 Russia 30.9
 97 Ecuador 30.5
101 Lebanon 30.4
107 Pakistan 29.8
108 Vietnam 29.8
109 Iran 29.7
110 Poland 29.7
113 Argentina 29.4
114 Bolivia 28.7
116 Hungary 28.5
119 Oman 28.4
123 Algeria 28.3
138 Thailand 27.9
147 Romania 26.0
149 South Africa 25.9
153 Slovakia 25.7
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c is the constant, where the regression line intercepts the y- axis, representing 
the amount that the dependent y will be when all the independent variables 
are 0. The standardized versions of the b coeffi  cients are the beta weights, 
and the ratio of the beta coeffi  cients is the ratio of the relative predictive 
power of the independent variables. Associated with multiple regression is 
r2, multiple correlation, which is the percentage of variance in the depend-
ent variable explained collectively by all of the independent variables.

Multiple regression has a number of assumptions, including linearity of 
relationships, the same level of relationship throughout the range of the 
independent variable (‘homoskedasticity’), interval or near- interval data, 
and data whose range is not truncated. In addition, it is important that 
the model being tested be correctly specifi ed. The exclusion of important 
causal variables or the inclusion of extraneous variables can change mark-
edly the beta weights and hence the interpretation of the importance of the 
independent variables.

The regression coeffi  cient, b, is the average amount that the dependent 
increases when the independent increases one unit and other independents 
are held constant. Put another way, the b coeffi  cient is the slope of the 
regression line; the larger the b, the steeper the slope, and the more that the 
dependent changes for each unit change in the independent. The b coeffi  -
cient is the unstandardized simple regression coeffi  cient for the case of one 
independent. When there are two or more independents, the b coeffi  cient 
is a partial regression coeffi  cient, though it is common simply to call it a 
‘regression coeffi  cient’ also.

Correlation is a bivariate measure of association (strength) of the rela-
tionship between two variables. It varies from 0 (random relationship) to 1 
(perfect linear relationship) or −1 (perfect negative linear relationship). It 
is usually reported in terms of its square (r2), interpreted as percentage of 
variance explained. For instance, if r2 is 0.25, then the independent varia-
ble is said to explain 25 percent of the variance in the dependent variable.

There are several common pitfalls in using correlation. Correlation 
is symmetrical, not providing evidence of which way causation fl ows. If 
other variables also cause the dependent variable, then any covariance 

Table 5.11 (continued)

Rank Country Index

169 Sri Lanka 24.0
175 Indonesia 24.0

Source: West (2008).



 Data collection and empirical results  203

that they share with the given independent variable in a correlation will 
be falsely attributed to that independent. Also, to the extent that there is a 
non- linear relationship between the two variables being correlated, corre-
lation will understate the relationship. Correlation will also be attenuated 
to the extent that there is measurement error, including use of subinterval 
data or artifi cial truncation of the range of the data. Correlation can also 
be a misleading average if the relationship varies depending on the value 
of the independent variable (‘lack of homoskedasticity’).

Beside Pearsonian correlation (r), the most common type, there are 
other special types of correlation to handle the special characteristics of 
such types of variables as dichotomies, and there are other measures of 
association for nominal and ordinal variables. There is also ‘multiple cor-
relation’, which is the correlation of multiple independent variables with 
a single dependent. Also, there is ‘partial correlation’, which is the cor-
relation of one variable with another, controlling for a third or additional 
variables. The statistical method that will be used to estimate the model 
is ordinary least squares (OLS) multiple regression. Consider the general 
linear model

 Y 5 XB 1 u

where y is a (n × 1) vector of observations on the dependent variable, X is 
a (n × p) matrix of observations on the p explanatory variables, B is a (p × 
1) unknown fi xed coeffi  cient vector, and u is the (n × 1) vector of unknown 
random disturbances. OLS results in an estimate of the coeffi  cient vector 
B that is unbiased and has minimal variance when the following standard 
assumptions hold:

 E(u) 5 0 E(ut us) 5 0

ut is independent of all explanatory variables and normally distributed. 
Then, by the Gauss–Markoff  theorem, OLS estimators are best linear 
unbiased estimates.

Interpretation of multiple regression results depends implicitly on the 
assumption that the explanatory variables are not strongly correlated. 
If there are no linear relationships among regressors, they are said to be 
orthogonal. Under such circumstances, it is usual to interpret a regres-
sion coeffi  cient as measuring the change in the response variable when 
the corresponding explanatory variable is increased by one unit and all 
other explanatory variables are held constant. This interpretation may 
not be valid if there are strong relationships among the explanatory vari-
ables. When this ideal assumption of independent explanatory variables is 
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violated, the variables are said to be collinear, and the data are said to be 
multicollinear.

The problem of multicollinearity is often cited as a serious problem in 
many econometric studies and is highly pronounced in the time- series pro-
duction function approach because of high correlations among inputs. In 
our case, the basic aggregates such as outputs, capital stock, and labor force 
exhibit relatively regular growth: capital and labor tend to move together 
and are both highly correlated with time, and hence with each other.

Multicollinearity is a critical statistical issue in any econometric time-
 series study, and it should be given special and careful attention for a variety 
of reasons. First, the presence of multicollinearity hinders the precise esti-
mation of economic relationships because the impact of each independent 
variable on the dependent variable cannot be separated, and the regression 
results may be ambiguous. Secondly, when the explanatory variables are 
collinear, the estimated values of the coeffi  cients will have large sampling 
errors that aff ect both inferences and forecasts that are based on the regres-
sion model. Thirdly, in the presence of multicollinearity, the estimated 
values of the coeffi  cients become very sensitive to slight changes in the data 
and to the addition or deletion of variables in the equation.

Autocorrelation

The fundamental assumptions in linear regression are that the error terms 
have zero mean and constant variance, are uncorrelated, and are normally 
distributed. This assumption of uncorrelated or independent errors is 
often not appropriate for time- series data, since the errors in time- series 
data frequently exhibit serial correlation, that is, E(ut, us) is not zero for t 
diff erent from s. Such error terms are said to be autocorrelated.

The presence of autocorrelation in the errors has several eff ects on the 
OLS regression procedure. These are summarized as:

1. The OLS estimates are still unbiased, but they are no longer minimum 
variance estimates. We say that these estimates are ineffi  cient.

2. The confi dence intervals and tests of hypotheses based on the t and F 
distributions are, strictly speaking, no longer appropriate.

3. When errors are positively autocorrelated, the residual mean square 
(MSE) may seriously underestimate the error variance. Consequently, 
the standard errors of the regression coeffi  cients may be computed as 
being much smaller than their true values.

Various statistical tests can be used to detect the presence of autocor-
relation. The test developed by Durbin and Watson (1971) is widely used. 
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This test is based on the assumption that the errors in the regression model 
are generated by a fi rst- order autoregressive process at equally spaced 
time periods. Because most regression problems involving time- series data 
exhibit positive autocorrelation, the hypotheses usually considered by the 
Durbin–Watson test are:

 H0: rho 5 0 H1: rho . 0

where rho is the autocorrelation parameter. A signifi cant value of the 
Durbin–Watson statistic indicates a model specifi cation error.

In this study the Durbin–Watson statistic is used to check for autocor-
relation. In the case of the presence of autocorrelation, the problem would 
have been eliminated by using the method of Cochrane and Orcutt (1949) 
to estimate the parameters of the model, including rho.

Stability of the Estimates

Besides multicollinearity and autocorrelation, there is the issue of struc-
tural stability of estimated relations in a multiple regression analysis. 
When a linear regression is used to represent an economic relationship, the 
question often arises as to whether the relationship remains stable in two 
periods of time or whether the same relationship holds for two diff erent 
groups of economic units.

The Chow (1960) test will be used to examine possible structural instabil-
ity and parameter sensitivity. The Chow test results in conclusive evidence 
against instability and is based on the analysis of covariance. The method 
involved can be described very simply in the following way. Suppose that n 
observations are used to estimate a regression with p parameters. Suppose 
also that there are m additional observations, and one is interested in 
deciding whether they are generated by the same regression model as 
the fi rst n observations. To perform the analysis of variance, we need the 
 following sums of squares:

A ●  5 sum of squares of (n 1 m) deviations of the dependent variable 
from the regression estimated by the (n 1 m) observations, with (n 
1 m − p) degrees of freedom.
B ●  5 sum of squares of n deviations of the dependent variable from 
the regression estimates by the fi rst n observations, with (n − p) 
degrees of freedom.
C ●  5 sum of squares of m deviations of the dependent variable from 
the regression estimated by the second m observations, with (m − p) 
degrees of freedom.
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Then the ratio (A 2 B 2 C)/p to (B 1 C)/(n 1 m 2 2p) will be distributed 
as F(p, n 1 m 2 2p) under the null hypothesis that both groups of observa-
tions are generated by the same regression model.

Data Analysis

The initial analysis was conducted by calculating descriptive statistics 
including frequencies, mean scores, and standard deviations. Pearson’s 
Production Moment Correlation analysis was used to determine the cor-
relation of each of the independent variables with the Cyber Law Index at 
the 0.05 level of signifi cance. After this, multiple regression analysis was 
performed to determine the weight of each variable in the prediction of 
developing a cyber law in a specifi c country.

EMPIRICAL RESULTS

Table 5.12 presents the defi nitions of the operational variables used in the 
regression analysis.

Table 5.13 presents the descriptive statistics of operational variables 
used in the statistical analysis.

The empirical results of the regression analysis are presented in Table 
5.14. These OLS estimations were conducted to explore the relationships 
among the diff erent variables defi ned in Table 5.14 and to test the fi ve 
hypotheses formulated in Chapter 4. The main objective of our analysis 
is to identify those resources contributing to the success of electronic 
commerce initiatives in lesser developed and emerging economies. As 
stated in Chapter 4, the authors hypothesized that in addition to physical 
infrastructure resources, the success of electronic commerce initiatives 
depends on the existence of soft resources such as a well- established rule 
of law, cyber law, and credible payment systems. The results presented in 

Table 5.12 Defi nition of all operational variables

TECHMAT: Technical maturity of a country
LAW: Rule of Law Index
CLI: Cyber Law Index developed by the authors
PCINCOME: Log per capita income
ACSMNY: Country rating of access to sound money
CRDREG: Country rating of credit market regulations
HDI: Country rating on the Human Development Index
EGOVMAT: E-government Maturity Index
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Table 5.14 are quite supportive of the authors’ argument. The results of 
the regression analysis are presented below.

Given the nature of the variables, it is expected that they will be highly 
correlated. Another problem that presents itself in this case is the size of 
the sample. Results from multivariate statistical analysis based on a small 
sample may be questionable. However, it is well known that parameter 
estimates remain unbiased and consistent in ordinary least squares regres-
sion despite the presence of multicollinearity. In addition, as can be seen 
from Table 5.14 the F- statistics for the regression analysis (presented later) 
are found to be highly signifi cant.

As can be seen from the results above, there are three variables signifi cant 
at above the 90 percent confi dence level; these are the per capita income 
of a country (PCINCOME); and the technical maturity of the country 
(TECHMAT) as represented by the computer, telephone, Internet, and 
broadband penetration rates. This variable was derived according to equa-
tion (5.1) above. The third signifi cant variable is the rule of law in a country 
(LAW). The coeffi  cient of determination for this model (R2) is 71.20 percent, 
and the value of the F- statistic for the entire model is 13.36 with 3 degrees of 
freedom. On the whole, the model is signifi cant at the 99 percent level.

Based on the results in Table 5.14, all variables are consistently signed; 
that is, as hypothesized, the model shows a positive relationship between 
the level of maturity of cyber law in an economy and the per capita income 
of a country. The results also support the hypothesis stating the positive 
relationship between a country’s rule of law and the maturity of cyber law 
in a country. From Table 5.14, the Cyber Law Index (CLI) is positively 
related to the level of maturity of the rule of law. Also, as expected, the 
maturity of the cyber law is positively related to the level of technical 
maturity of the hard infrastructure in a country (TECHMAT).

Together these results provide support for our main argument that, in 

Table 5.13 Descriptive statistics

Variable N Mean Std Dev Minimum Maximum

EGOVMAT 44 33.92727 1.24202 24.0 64.7
LAW 44 6.15750 0.02324 3.794416 9.46323
CLI 44 0.620455 0.034344 0.1 0.9
PCINCOME 44 3.46893 0.07511 2.600967 4.43685
ACSMNY 44 7.7 0.25518 3.8 9.9
CRDREG 44 6.904545 0.17683 4.5 9.6
HDI 44 0.758 0.01386 0.463 0.905
TECHMAT 44 0.189941 0.013354 0.39091 0.03959
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general, the development and comprehensiveness of cyber laws in emerg-
ing or developing economies are dependent on the resources available in 
a particular economy. In particular, that physical resources in terms of 
telecommunications infrastructure are not the suffi  cient conditions to the 
development and success of cyber activities in an economy; they might be 
necessary but not suffi  cient conditions. As demonstrated in our analysis 
above, the strength of some institutional components such as the rule of law 
is an additional factor in the development of laws to govern cyber space.

The results of the stepwise regression analysis do not necessarily indi-
cate that the other variables that were excluded from the model do not 
have an impact on the maturity of cyber law in developing and emerging 
economies. As explained earlier, the problem of multicollinearity among 
the independent variables may be a main reason why some of the variables 
were shown to be statistically insignifi cant from the multivariate analysis. 
Another problem that presents itself in this case is the size of the sample; 
results from multivariate statistical analysis based on a small sample may 
be questionable.

One expects to have a positive relationship between the level of 
e- government maturity and the maturity of cyber law as per the hypoth-
esis formulated in Chapter 4 of this book. Our analysis, however, failed to 
support this hypothesis. One reasonable explanation is that countries with 
a high level of cyber crime, such as Pakistan, the Philippines, and some 
Eastern European and Latin American countries, have developed these 
laws as a reaction to the high level of cyber criminal activities; that is, in 
order to deter cyber criminals, and not as a proactive mechanism aimed at 
encouraging the diff usion of electronic commerce and electronic govern-
ment activities.

Many developing and emerging economies have crafted cyber laws 
which are seen as the primary and leading statute for the development 
of their information/knowledge- based societies. No doubt, the cyber law 
in many of these countries has provided a new thrust and a base to the 
information society. The law will help materialize the concept of e- society 
in many of these countries; but much needs to be done if these countries 
are to become e- players in this global world. In many of these countries, 
the law has covered e- documentation and provisions for cyber crime; some 
Internet laws and policies covering aspects of IPRs are still needed.

CONCLUSION

The literature on cyber space use and adoption in developing coun-
tries is extremely limited, although some evidence exists describing the 
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impediments, which include limited Internet accessibility, a lack of com-
petition in international telephone traffi  c that makes access to the inter-
national network expensive, a lack of intra- regional infrastructure, and a 
disproportionate penetration of the telephone in the urban as opposed to 
rural, more populated areas. To facilitate the introduction of the Internet 
and eventually the effi  cient use of cyber space, the necessary condition is 
the creation of a communication infrastructure, or what we refer to as a 
mature technical base. For developing countries, the fi nancial resources 
needed to invest in communication infrastructure are one of the major 
barriers since most countries rely on foreign aid. As has been demon-
strated in this chapter, physical infrastructural resources might be neces-
sary for the creation of cyber laws in developing and emerging economies, 
but they are not suffi  cient. Our statistical analysis shows that institutional 
environment is as important as physical infrastructure as a driver for the 
development and implementation of cyber laws. These institutional envi-
ronments, it is argued, facilitate the building of transactional integrity in 
online transactions.

The chapter dealt with data collection on the various variables identifi ed 
in the previous chapter, discussed the proposed operational measurements 
of the independent variables and the dependent variables, laid out the 
methodology for the analysis, and presented and discussed the empirical 
results. Our analysis supported the main argument that the maturity of 
cyber law in developing and emerging economies depends not only on 
physical resources but on an important institutional mechanism, which we 
refer to as soft resources; that is, the maturity level of the rule of law in the 
economy. This is of central concern to researchers of New Institutional 
Economics.

NOTES

1. For a defi nition of these variables and their measurement proxies, please refer to the 
International Country Risk Guide (2003).

2. http://www.brookings.edu/~/media/Files/rc/reports/2008/0817_egovernment_west/0817_
egovernment_west.pdf.
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6.  Conclusion, recommendations, and 
future research

INTRODUCTION

In this book, we have provided a guiding framework for understanding 
the determinants of cyber law maturity in a number of developing and 
emerging economies from a resource- based theory perspective. The work 
performed here and the conclusions reached are unique in nature and 
have several characteristics, none of which has received attention in the 
legal, information technology (IT), or economics literature. The analysis 
of cyber law contents and guidelines in a cross- section of developing and 
emerging countries conducted in this study proved that not only physical 
infrastructure measures are important in explaining variations in cyber 
space activities and Internet use, but also intangible institutional measures 
are critical to the success of a country in utilizing cyber space. The book 
examined the degree of dependence of cyber law maturity on the strengths 
of a number of institutional, knowledge base, and physical resources. 
The adaptation of the Internet for commerce has widely stretched its 
reach globally, making access available to previously restricted markets. 
Specifi cally, developing and emerging countries’ access to the Internet has 
been a source of economic value- added. The resulting shift to aff ordable 
networked computers and devices has made the Internet available to the 
masses. Given the growth of cyber activities, the absence of a coordinated, 
comprehensive control framework has added to the spread of cyber crime 
in all shapes and forms.

Information is being changed into a digital format at an exponential 
rate; an estimated 61 billion gigabytes of digital information was created 
in 2006 alone; this is equivalent to 3 million times the information in all 
books ever written (Gantz et al., 2007). This information is being shared 
and distributed around the world through the use of high- speed Internet 
technology. The volume of digitized information is expected to increase 
six- fold by 2010.

Given the economic value of the digital information and the ease of 
distribution via the Internet, as well as the lack of security of this medium, 
that has been a high level of cyber crime in recent years. Cyber crime is a 
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major challenge not only for developing and emerging countries but for 
developed ones as well; a congressional report released in 2007 states that 
the Unites States is suff ering from a high rate of cyber crime and is paying 
enormous costs in terms of risk (Goodman and Lin, 2007). The report 
goes further to indicate that ‘Cyber space in general, and the Internet 
in particular, are notoriously vulnerable to a frightening and expanding 
range of accidents and attacks by a spectrum of hackers, criminals, ter-
rorists, and state actors (Goodman and Lin, 2007, p. 11)’. The high rate 
of cyber crime is an indication of lack of security, leading to an increased 
level of victimization.

Cyber space is a very complex environment and its security is not simply 
a technological question, but one with social and cultural dimensions that 
involve a number of actors: governments, law makers, the private sector, 
and citizens. Having said that, it is important to note here that little is 
known about the holistic picture of cyber security, and since the Internet is 
not localized to a geographic area, territorial cyber space cannot be easily 
enforced.

Information and communication systems are exemplifi ed by increasing 
digital content, widespread mobility, and a superior capacity to transform 
and move data from one place to another. Advances in technology includ-
ing increased bandwidth and aff ordability have led to more use of cyber 
space, which, consequently has increased the possibility of users to cause 
damage, either intentionally or unintentionally. Episodes of criminal 
activities in cyber space vary from well- known cyber attacks carried out 
on a large scale, such as the attempt to shut down the Internet in Estonia 
in mid- 2007, to smaller, less publicized incidents including spamming, 
pharming, identity theft, and so on. As the magnitude and dimension of 
criminal activities in cyber space increase, users’ trust dips, and entities 
and countries, especially those on the growth portion of the development 
curve, will be confronted with growing challenges, as their balance sheets 
and economies are negatively impacted.

One of the key success factors for cyber security is the development 
of a consistent cyber culture, with recognized rules of behavior that 
users adhere to readily. However, such a cyber culture has to be encour-
aged and cultivated, especially in emerging and developing countries. 
Practical guidelines in this area are United Nations Resolution 57/239 on 
the Creation of a Global Culture of Cybersecurity (United Nations 2008) 
and the OECD’s Guidelines for the Security of Information Systems and 
Networks (OECD, 2008).

It is the role of the legislative power of states to create legal regimes 
governing their jurisdictions and for their governments to sign up to 
international regulatory regimes and ensure security in cyber space. Cyber 
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security needs the development of a cyber culture refl ecting the new reality 
of cyber space. It is also dependent on standards of appropriate behavior 
and the means and tools to punish cyber criminals and bring them to 
justice. The need to deter cyber crime and take legal actions against crimi-
nals is global, even for those developing and emerging countries with low 
Internet diff usion.

Currently, there is only limited authority to impose laws on the border-
less environment of the Internet, so improving security is only possible 
through collective action, and through capacity and awareness building 
from both the national and international perspectives.

This concluding chapter outlines the fl ow of research that was under-
taken during the study that formed the basis for this book. The purpose 
of the chapter is, fi rst, to review and restate the research objectives of the 
study; secondly, to discuss briefl y the methods employed in the research; 
and, thirdly, to summarize the empirical fi ndings and sum up the answers 
to the research questions outlined in the fi rst chapter. This is to be fol-
lowed by the major conclusions and implications drawn from the analysis. 
Finally, a number of recommendations are set forth along with sugges-
tions for future research.

The Internet has led to the revamping of many business processes. 
Global networking has introduced new methods, generated new chan-
nels, and increased the scope and depth of business opportunities. In 
cyber space the speed of worldwide transactions has improved, leading 
to disintermediation in some of the business processes, and amplifi ed 
the competition. Presently, e- commerce accounts for a small percentage 
of the entire business to business (B2B) and business to customer (B2C) 
retail markets, worldwide. The two economies that currently have the 
substantial majority of the present B2B and B2C transactions are the 
European Union and the United States. Each introduction of new tech-
nology generally brings with it new legal questions that have to be tackled 
by decision makers and governments. However, cyber technology has 
been developing so speedily that the laws and regulations cannot keep 
up with these technological advances. Regulating the Internet is thorny 
because the application of existing law to cyber space is not always possi-
ble because of the borderless nature of cyber space. Further, ‘commercial 
codes, criminal codes, court- related rules, and other laws can make the 
diff erence’ (Jones and Pedigo, 2001). To help developing and emerging 
countries solve critical economic problems and provide new services by 
the means of collecting data, turning data into information, and turning 
information into knowledge quickly enough to refl ect its value as a 
service, governments are investing more and more in electronic commerce 
technology, but lagging on the legal front. To increase consumers’ trust 
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in cyber space and increase the use of cyber activities, it is essential that 
countries develop law to tackle problems, challenges, issues, and crimes 
related to the use of cyber space. This is now a more pressing issue given 
the fact that cyber criminals are no longer game- minded hackers operat-
ing individually but are now structured in profi table conglomerates with 
considerable technological and fi nancial resources (ITU, 2008). These 
criminals are progressively developing new software to attack systems 
and networks.

Although the role and success of cyber space are viewed and perceived 
diff erently by diff erent scholars, the fact that it constitutes an integral 
component of global business is no longer disputable. Practically, many 
countries have adopted various approaches to and business models 
around cyber activities. Many of these models are based on using cyber 
space and cyber activities strategically, creating competitive opportuni-
ties, increasing the use of technology more eff ectively, and enhancing a 
more enduring connection between information technology investments 
and strategic goals. Many governments have accepted the notion that 
electronic commerce can play (and in fact is playing) a strategic role by 
creating competitive advantage rather than simply displacing cost. The 
adoption and diff usion of e- commerce have taken place with varying 
degrees of success among countries, depending on their level of economic 
development, which has led to what we call the digital divide. Similarly, 
the maturity of cyber laws in the various countries, especially the diff eren-
tial between developed and developing economies, has led to what we call 
the cyber legal divide.

The digital divide characterized by highly unequal access and use of 
information and communication technologies (ICTs), exhibits itself at 
the international, regional, and national levels and therefore needs to be 
addressed by national policy makers at the highest governmental levels, as 
well as the international community. The adoption of ICT by the public 
and the private sectors requires an environment encouraging open com-
petition, trust and security, and interoperability and standardization, and 
the availability of the fi nancial resources needed for the development of 
ICT. This requires the implementation of sustainable measures to improve 
access to the Internet and telecommunications and increase IT literacy at 
large, as well as development of local Internet content.

The asymmetrical diff usion of technology and the disparity in access 
to technologies in developing and emerging economies are apparent in 
diff erent ways with considerable consequences for social, economic, and 
political maturity. These end results are mirrored in the reality that anxiety 
over the digital divide now concentrates on what is referred to as ‘digital 
exclusion’. ‘Digital exclusion’ broadens the idea of digital divides based on 
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connectivity and access to highlight ideas of exclusion or lack of participa-
tion and representation in more advanced information and communica-
tion technologies (FreshMinds, 2008).

The positive impact and signifi cance of technology to economic devel-
opment have long been acknowledged. This is more pronounced for ICT, 
which cut across all economic operations and have a wide set of applica-
tions. ICT off er the potential for increased availability of information, new 
means of communication, reorganization of productive processes, and 
improved effi  ciency in many diff erent economic activities.

Despite the potential benefi ts that can be off ered by ICT, developing 
and emerging countries face signifi cant obstacles to ICT connectivity and 
access. The underlying causes of low levels of penetration of ICT and low 
level of adoption and diff usion of e- commerce in these countries include: 
a lack of awareness of what these technologies can off er; insuffi  cient tel-
ecommunications infrastructure and Internet connectivity; expensive ICT 
access; absence of adequate legal and regulatory frameworks; shortage of 
requisite human capacity; failure to develop local language content; and 
a lack of entrepreneurship and business culture open to change, transpar-
ency, and social equality.

Many of the problems are symbolized by highly disproportionate rates 
of e- commerce adoption and diff usion across countries. The obvious 
digital divide between the information/technology- rich and the informa-
tion/technology- poor countries is of mounting concern. A major challenge 
for policy makers at the national and international levels, therefore, lies in 
tackling the problem of the digital divide and digital exclusion: between 
rich and poor countries, rural and urban areas, men and women, skilled 
and unskilled citizens, and large and small enterprises.

For any country, moving forward on the e- world map cannot take 
place without a comprehensive, well- devised strategy at the highest level 
of government. In developing and emerging economies, one observes a 
lack of such strategic orientation, in general, and e- strategic inclination, in 
particular. E- strategies should be better integrated into the overall policy 
frameworks and strategies of countries. The infl ow of foreign investments 
and international support through development cooperation measures are 
equally important.

Strategies to improve access to ICT and the Internet, and consequently 
increase e- commerce adoption and diff usion, include opening up local 
telecommunications markets to promote competition and creating sup-
portive legal and institutional environments to encourage investment in 
ICT. The objective should be to decrease the cost of Internet access for 
private sector entities and individuals. Guaranteeing the availability of a 
minimum supply of ICT infrastructure and electricity for remote and rural 
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areas should be considered an important part of those strategies in devel-
oping and emerging economies.

The enactment of cyber laws would help and complement what is 
referred to as Information Security Governance (ISG), both in the private 
and the public sectors. ISG is an indispensable building block of enter-
prise governance and involves the leadership, organizational structures, 
and processes dealing with the protection of informational assets (IT 
Governance Institute, 2006). In terms of strategic alignment, ISG enables 
fi rms to align security with business strategy to support organizational 
objectives. Firms are also likely to carry out proper measures to decrease 
risks and possible impacts to a manageable level and incorporate all appli-
cable factors to make certain processes function as planned from end to 
end (Johnson and Hall, 2009).

In addition, to ensure the success of any initiative, human resources 
development should be at the center of e- strategies; this necessitates 
including ICT in the curricula of educational institutions, especially in 
public ones, and providing training in the workplace to increase IT lit-
eracy. To help accomplish some of the objectives of e- strategies, electronic 
government could be used as a mean, including online services off ered 
by governments and e- business and e- payment operations undertaken 
through the public procurement process.

UNDERLYING THEORIES

In completing this work, the authors were guided by a number of studies 
from various disciplines. The IT diff usion literature helped our under-
standing of the technological, organizational, and institutional factors 
that aff ect the diff usion of innovations. In particular, frameworks focusing 
on country- level Internet diff usion are very strong in including dimensions 
that are especially pertinent to developing and emerging countries. These 
include both factors describing the organizational context and factors that 
specifi cally refl ect a view of technological diff usion. Without a specifi c 
focus on institutional factors, it is insuffi  cient for studying the diff usion of 
cyber activities around the world.

We were also guided by research on IT and Internet diff usion in devel-
oping and emerging economies; this line of research considers the many 
issues that these countries face – factors that are often taken for granted 
in the developed countries in which most theories of Internet and IT dif-
fusion are set. Travica (2002) provides a good framework that captures 
many of these issues in dimensions that foster more detailed and focused 
analysis.
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The main theme of this research was to take a step toward understand-
ing the level of maturity of cyber laws, its determinants and its impact on 
growth and development in developing and emerging countries. In doing 
so, a framework that is grounded in strong economic theory was developed. 
The framework used fundamental concepts central to resource- based and 
technology diff usion literature and provided a decent understanding of 
cyber space adoption and diff usion processes by public and private sector 
entities in developing and emerging countries.

So far, little research using a resource- based view framework has exam-
ined strategy diff erences in the social, cultural, and political contexts of 
developing and emerging economies. As with most resources that create 
competitive advantage, resources for competitive advantage in developing 
and emerging countries are intangible. In developing and emerging econo-
mies, however, such advantages are diffi  cult to institute without good 
relationships with national governments.

From a macroeconomic perspective, the resource- based view sees 
an economy as a bundle of resources and capabilities. Resources are 
economy- specifi c assets and competences controlled and used by countries 
to develop and implement their strategies. Resources can be either tangi-
ble (for example, fi nancial assets, technology) or intangible (for example, 
managerial skills, reputation); they can be heterogeneous across economic 
sectors, and some resources are valuable yet rare, diffi  cult to imitate, or 
non- substitutable, giving the economy some distinctive core capabilities. 
Resources that provide sustainable advantage tend to be causally ambigu-
ous, socially complex, rare, and/or imperfectly imitable. Capabilities are 
defi ned to be an economy’s abilities to integrate, build, and reconfi gure 
internal and external assets and competences so that it is enabled to 
perform distinctive activities. The resource- based approach focuses on the 
characteristics of resources and the strategic factor markets from which 
they are obtained.

Based on the resource- based theory, economies cannot gain competi-
tive advantage by merely owning and controlling resources. They should 
be able to acquire, develop, and deploy these resources in a manner that 
provides distinctive sources of advantage in the marketplace. The tradi-
tional conceptualization of the resource- based view has not addressed or 
examined the process of resource development. In addition, the traditional 
resource- based view is limited to relatively stable environments, which is 
not usually the case in developing and emerging markets.

In addition to the resource- based approach, the New Institutional 
Economics (NIE) theory was also used as a foundation for our work. 
To date New Institutional supporters seem to focus on transaction 
cost analysis of property rights, contracts, and organizations. The New 
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Institutionalism is described as an attempt to extend the range of neo-
classical theory by accounting for institutional factors such as govern-
ance structures and property rights. The institutional environment is the 
devised set of constraints that structure political, economic, and social 
interactions. The philosophical foundation of NIE is classical liberalism; 
it is dominated currently by scholars who cling to the neoclassical core of 
the discipline while struggling to broaden its boundaries.

SUMMARY OF THE RESEARCH

This book proposed an empirical/theoretical framework for understand-
ing the level and degree of cyber law maturity in a sample of developing 
and emerging economies. A framework that is grounded in resource- based 
and institutional theories was developed. Based on the framework, a set 
of hypotheses was developed and tested. The analysis used core constructs 
that appear central to resource- based, institutional economic and tech-
nology diff usion literature and provided a fi ne- grained understanding of 
cyber space adoption processes by public and private sector entities in 
developing and emerging countries.

Chapter 1 of this book established the context of the book. It highlighted 
the importance of the subject at hand and the importance of the digital 
economy, including the impact of digitization on economic growth and 
development, and the various impediments and obstacles facing develop-
ing economies in the adoption and diff usion phases of cyber activities.

Chapter 2 reviewed the literature on security and trust in cyber space, 
thought to be the main drivers of conducting cyber activities. The chapter 
covered the role that consumer trust plays in ensuring success in cyber 
space; consumers are unlikely to support electronic stores that fall short of 
creating a perception of trust. Trust can only exist if the consumer believes 
that the provider has both the capability and the motivation to deliver 
goods and services of the quality expected by the consumer, and be confi -
dent that their cyber activities are safe from hackers and cyber criminals. 
In this respect, cyber law fulfi lls two roles; on the one hand, it is perceived 
as a deterrent to cyber criminals in that they know if they are caught, they 
will be prosecuted; and on the other hand, it creates a sense of security for 
consumers knowing they are protected by laws governing cyber activities. 
The trust concept may be more diffi  cult to establish in cyber space than 
in the bricks- and- mortar world. In cyber space, providers depend on an 
impersonal electronic storefront to act on their behalf. Additionally, the 
Internet lowers the resources required to enter and exit the marketplace. In 
many developing countries, the Internet is quickly displacing older media 
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such as television and newspapers as the prime source of important infor-
mation for young people. It was stated that, compared with developed 
countries, use of cyber space in developing countries has been relatively 
slow due to obstacles in the online authorization of credit cards, inad-
equate marketing strategies, and a small online population. The lack of 
interest in e- commerce adoption of several consumer groups is also due to 
unclear price advantages and a poor supply in this shopping mode. Cyber 
activities in the majority of developing economies are currently affl  icted 
by impediments such as low bandwidth, lack of independent gateways 
for Internet Service Providers (ISPs), an inadequate telecommunications 
infrastructure, low rate of PC penetration, and low tele- density, among 
others. However, the expected higher PC or Internet access device penetra-
tion levels, current trend of entry of private ISPs, availability of greater 
bandwidth, and the coming together of e- commerce infrastructure will 
lead to an explosive growth in the number of Internet and e- commerce 
users in developing countries.

Assessing the socioeconomic infl uences of cyber space is diffi  cult 
because it requires the use of methods capable of revealing often complex 
and unpredictable community values. However, the growth of e- commerce 
and e- government has created enormous infl uence on services, market 
structure, competition, and restructuring of industry and markets. These 
changes are transforming all areas of society, work, business, and gov-
ernment. The use of ICTs for e- commerce deepens and intensifi es the 
socioeconomic divisions among people, businesses, and nations. It is 
often reported that there is a complicated patchwork of varying levels of 
ICT access, basic ICT usage, and ICT applications among socioeconomic 
groups; many disparities are getting even larger. Disparities in the location 
and quality of Internet infrastructure, even the quality of phone lines, have 
created gaps in access. Gaps exist in the adoption of digital technologies 
among diff erent social groups and fi rms; the former depending on income 
levels, education, and gender, and the latter, depending on industry struc-
ture, business size (large fi rms versus SMEs), and location. Chapter 2 also 
covered the threat of cyber crime in the fi nancial industry, considered to 
be the prime target for cyber criminals. With respect to the state of the 
regulatory environment, the modus operandi for countries at this point 
is playing catch- up. Cyber crime law and regulation, especially when it 
comes to the fi nancial/banking sector, are not moving at the same pace as 
the technology that has taken place within the past ten years. The chapter 
also covered the various types of cyber crime, especially that aff ecting 
fi nancial institutions.

Chapter 3 covered the resource- based view literature. As an economic 
theory, the resource- based view focused on the impact of resources at the 
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micro, fi rm level; the authors adapted the theory to the macro level of 
the economy. Simply stated, the resource- based view of the fi rm is one of 
the latest strategic management concepts to be enthusiastically embraced 
by information technology and information management scholars. This 
book and the empirical analysis carried out maintain that the RBV holds 
much promise as a framework for understanding strategic information/
knowledge economy issues but cautions that, before it is adopted, it 
needs to be fully understood. Chapter 3 outlined the development of the 
RBV from its origins in early economic models of imperfect competi-
tion, through the work of evolutionary economists to the contributions 
of strategy economics scholars over the past two decades. The chapter 
also diff erentiated between and defi ned the two categories of resources, 
fi rm specifi c and country specifi c. In addition, the relationship between 
resource- based view and institutional theories was covered, along with the 
few attempts to evaluate the experiences of developing economies from 
a resource- based perspective. It is apparent that research using resource-
 based theory and examining macro strategy diff erence in the social context 
of developing economies is almost absent. Similar to most resources that 
create competitive advantage at the micro level, resources for competitive 
advantage at the macro level in developing economies are mainly intangi-
ble. The economics literature has paid attention to the revenue- generating 
promises of developing economies, and as such, has focused, mainly, on 
big developing and emerging economies such as China, India, and Russia. 
Consequently, the authors concluded that it is essential to understand the 
relationship between economic experiences and the changing nature of the 
institutional environment.

Coverage of cyber laws in the sample countries was the subject of 
Chapter 4. It was argued that the battle against cyber attack is principally 
contingent upon the legal structure of every country. In particular, cyber 
security is contingent upon every economy having (1) eff ective laws that 
criminalize attacks that cause damage to systems and networks, and make 
certain that law enforcement offi  cials have the authority to look into, and 
take legal action against, crimes made possible by technology. And, (2) 
laws and policies that facilitate international collaboration with other 
parties in the fi ght against computer-  and Internet- related crime. Given the 
nature of cyber crime, these laws have to be coordinated across borders 
in order for them to be eff ective and successful. In order to reach a global 
harmonization of cyber crime legislation, and a common understanding 
of cyber security and cyber crime among countries developed, emerging 
or developing, a global agreement at the United Nations level should be 
established that incorporates resolutions designed to tackle the global 
challenges.
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The set of hypotheses in the current research addressed the determinants 
of success of cyber law maturity in developing and emerging economies. 
These identifi ed the human resources, the fi nancial resources, access, and 
technical capabilities of an economy, the strength of the rule of law, and 
the strength of the economic base of a country as measured by the per 
capita income. The fi rst hypothesis stated that a maturity of cyber law is 
related to the quantity and quality of human resources available to society; 
it was stated that a well- educated and trained population will demand 
better laws to control cyber activities, hence leading to more mature cyber 
laws. The second hypothesis has to do with the fi nancial resources availa-
ble to the country. Evidence of a positive relationship between the strength 
of the fi nancial base of a country and its economic growth has been pre-
sented in previous studies; in the Information Age and with more reliance 
on cyber space, fi nancial investment in Internet- based technologies is 
positively correlated with economic growth, and this consequently leads 
to more emphasis on laws to control cyber activities. The third hypothesis 
dealt with access to Internet- based resources and technical capabilities. 
Without access to computers and Internet connections at a reasonable 
cost, citizens in developing and emerging economies will be unable to 
migrate from traditional markets to electronic markets. Consequently, a 
more mature technical infrastructure is positively related to more mature 
cyber regulations. The fourth hypothesis deals with the strength and 
transparency of the rule of law and the role it plays in facilitating the use 
of Internet- based technologies in a developing country. Law plays a vital 
role in the transformation and development of societies. A number of 
reasons have been advanced in the resource- based literature to highlight 
the role a strong rule of law plays in aff ecting transactional integrity in an 
Internet- based society, and thus investment in such markets. Because of 
the unique nature of the Internet, its use creates legal issues and questions, 
especially in areas related to intellectual property rights and cyber crime. 
Few countries in the emerging/developing world have drafted comprehen-
sive cyber laws; and those which have are still struggling to perfect their 
implementation. In this book, we argue that the existence of a rule of law 
leads to a more mature cyber law, and subsequently to economic growth 
and development. The fi fth and last hypothesis set forth in this study had 
to do with the strength of the economic base of a country as measured by 
its per capita income. The statistical methods and methodologies were also 
covered in Chapter 4.

Chapter 5 covered data collection and statistical analysis to test the fi ve 
hypotheses formulated in the previous chapter. This chapter presented 
the fi rst systematic study on the maturity of cyber laws in a number of 
developing and emerging economies. Finally, the concluding portion of 
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this book is the present chapter, which consists of a summary, research 
fi ndings, and recommendation for future research.

CONCLUSION AND RECOMMENDATIONS

Based on our research of the sample of emerging and developing countries 
and their experiences with cyber law and cyber governance, the following 
main challenges are identifi ed, in addition to the generic challenges cited 
by economic growth and development authors.

A major issue was found to be the outdated legal system in most of the 
developing countries. As we have seen from our analysis in Chapter 5, 
only 26 countries have developed some kind of legislation dealing with 
cyber issues; many of them have amended their laws in bits and pieces 
as a reaction to incidents and crimes that have taken place within their 
borders. Very few have developed comprehensive, mature cyber laws 
addressing the various challenges raised by the new world. In reality, many 
of these countries are still at the early stages of drafting and/or implement-
ing cyber laws. In a number of them, the process has taken on more of a 
political face than an economic/legal face. Take the case of the Philippines 
for instance; work on developing a cyber law started in the year 2000 in 
response (reaction) to the so- called ‘Love Bug’ computer hacker believed 
to be responsible for disabling millions of the world’s computers in May of 
2000. The virus is believed to have caused damage of close to US$10 billion 
due to frozen networks. Even though the Philippines had the criminal and 
the evidence to convict, the law needed to prosecute did not exist. As we 
have demonstrated in this book, the Philippines is not alone when it comes 
to defi cient legal structure regarding cyber space. Government prosecutors 
in the Philippines stated they could not prosecute the hacker due to a lack 
of cyber legislation. This specifi c incident has raised questions about the 
inadequacy of cyber laws in developing and emerging countries.

On another front, cyber law enactment and implementation are a new 
form of activity in the legal profession, and in many developing and 
emerging countries the old hands are taking the wheel in drafting these 
laws or amending existing laws to address cyber issues. It is still debatable 
whether these countries consider cyber law to be distinctive from other 
kinds of law, and that it warrants its own specialty. Nonetheless, cyber 
law is among the hottest new specialties at American law and mass com-
munication schools. Several cyber law texts have been published in the 
United States during the past few years to meet the explosive teaching and 
research demands in the booming fi eld of Internet law. The exact content 
of cyber law is somewhat controversial in what it covers, what it regulates, 
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and what kind of penalties are levied, in that a number of observers agree 
that it includes many aspects of intellectual property and technology 
transfer. It also incorporates the impact of information technology on 
legal processes, electronic aspects of commercial transaction processing, 
and most aspects of traditional computer law. Beyond this important core, 
cyber space is also having signifi cant impact on many traditional areas of 
law. Given the impact that cyber space is having on law, the idea of a sepa-
rate legal fi eld called cyber law is becoming a reality in many developed 
countries and should become a reality in the developing/emerging world.

A number of countries around the world are planning and developing 
their own information society policies, though operationalized to diff ering 
degrees, at diff erent speeds, and in diff erent ways. For cyber technology 
to make the transition from the potential to the actual requires not just 
that it is technically feasible but there must also be a desire for it, coupled 
with the ability to pay for it, and the appropriate institutional mecha-
nisms to facilitate its adoption and diff usion. A number of measures to 
promote cyber use in developing countries have been identifi ed. These 
could include establishing a common digital platform to enhance coop-
eration and knowledge sharing among trading partners across the supply 
chain, as well as functioning as a route into individual company portals 
within a sector (Moodley, 2003). They may also require the setting up of 
support centers or ‘incubators’ to facilitate suitable country- specifi c cyber 
law strategies. However, the path to and into cyber space may be fi lled 
with obstacles, particularly when decision makers remain skeptical about 
its usefulness to overall development and growth. One of the most severe 
constraints on wider Internet use in low- income developing countries is 
their limited access to international ‘bandwidth’, the high- capacity con-
nections needed to transmit the large quantities of digitized information 
required for full Internet services. Until this bottleneck is removed, e- mail 
is likely to remain the dominant use of the Internet in those countries, 
many of them are in the ‘black continent’, Africa. Developing regions may 
potentially leapfrog traditional copper-  and fi ber- based land- lines and go 
directly to leading- edge wireless technologies that blend voice and data 
over the same networks.

In recent years, economists have assessed the impact of a technology 
developed in an industrialized country which is copied by a develop-
ing country. They have shown that the rate of growth of the develop-
ing country depends on its initial stock of knowledge and the costs of 
 imitation. A country’s readiness for cyber activities depends on network 
infrastructure and technology diff usion. E- commerce growth, it is argued, 
is fostered by strong growth in infrastructure, including narrow and 
broadband access, hardware investment, and Internet use; but it depends 
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also on growth of mobile applications, price reductions, service improve-
ment, speed, and reliability. This theory is not applicable to the legal 
aspects of cyber space, since Internet activities transcend borders and it 
should be regulated by harmonized laws and regulations, law developed 
cooperatively by the various countries.

To facilitate the introduction of the Internet and eventually electronic 
commerce/services, the necessary and suffi  cient condition is the creation 
of the communication infrastructure. This has been demonstrated by the 
authors in their previous work (Karake- Shalhoub and Al Qasimi (2007). 
For developing countries, in addition to the absence of the regulatory and 
institutional environments to govern cyber space, investment is one of the 
main obstacles since most countries rely on foreign funds. In addition to 
developing infrastructure there is a need to create a sustainable supply of 
Internet services including, training marketing, and extension into rural 
areas, as well as support and training for small to medium sized busi-
nesses. To facilitate the diff usion of cyber activities, a necessary condition 
is the development of e- policies and e- strategies. Telecommunications 
infrastructure is clearly a necessary but not a suffi  cient requirement for 
the development and entry of a developing country into the cyber mar-
ketplace. Despite the technology used, the central objective for develop-
ing countries is to encourage investment and partnerships with vendors, 
suppliers, and telecommunications companies outside their borders. This 
requires a well- developed approach using tools and strategies of an open 
and fair marketplace; but above all, it requires a mature regulatory envi-
ronment as represented by the existence of a mature cyber law.

As discussed above, in addition to the hard resources being considered 
by many developing countries, a host of soft resources has to be empha-
sized. The fi rst is the establishment of national policies dealing with the 
information and telecommunications sector. As noted earlier, communi-
cations infrastructure is clearly a necessary, but by no means a suffi  cient 
condition for successful adoption and diff usion of cyber activities. The 
second soft factor necessary for successful adoption of cyber space in 
developing economies is appropriate legal norms and standards; laws 
dealing with consumer protection, privacy protection, cyber crime, and 
intellectual property rights are essential for the successful implementa-
tion of e- commerce and e- government programs. Additional issues that 
countries have to consider embrace recognition of digital signatures and 
electronic documents, and collection of taxes and tariff s. The majority of 
countries in our sample have not studied or created policies or laws to 
address the issues originating as a result of cyber space. It is important 
to state here that the experience of the sample countries in developing 
a legal system dealing with the digitization of their economies has not 
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been homogeneous. A number of countries are much more advanced 
than others in this respect; mainly the Eastern European countries such 
as Poland, Romania, and the Czech Republic; the Latin American 
countries such as Argentina, Peru, Mexico, and Brazil; and a number of 
Asian countries including the UAE, South Korea, and Singapore. Many 
of these countries have recently established national infrastructures for 
digital certifi cation. In Peru, for instance, the national telecom opera-
tor joined Ecuador as the second Latin American country to develop an 
infrastructure for digital certifi cates and allow its consumers to use secure 
applications for e- services. Customers can now digitally sign and encrypt 
documents that will build trust in and expand the use of electronic transac-
tions (Tetelman, 2003).

Privacy and information security continue to be one of the most impor-
tant topics when operating in cyber space. As the number of transactions 
over the Internet increases, so does the number of security breaches 
including data theft, vicious fi le corruption, and even e- commerce site 
shutdown. Privacy issues would discourage people from using the Internet 
as a transaction medium, hence reducing telecommunication activities 
and cyber activities. For many developing countries, the privacy and 
information security issues are complicated by the lack of security 
systems, such as trusted third parties, encryption procedures, and secure 
telecommunications that would provide the protection needed for their 
e- infrastructure. The ability to realize a high level of e- commerce diff usion, 
then, will largely depend on the climate of confi dence e- businesses are able 
to create in their relations with consumers. The most important aspect 
of e- commerce is trust. Most likely, a product will fail if it does not have 
market trust. Usually the basis of trust is based on risk assessment while 
confi dence is based on familiarity. Society may become reliant on the 
product when confi dence is achieved; however, not all products achieve 
this level. Establishing trust in the eminently impersonal environment 
of the Internet is not straightforward. People are unwilling to give their 
credit card numbers over the Internet. Also, fraud has increased in online 
transactions and cyber crime is on the rise. Consumers also worry that 
their private data will not be valued or respected by the company they are 
dealing with. Karake- Shalhoub (2002) recommends a number of solutions 
to this problem. First of all the combination of data encryption and legal 
controls will ensure integrity of data that are transmitted. There has to be 
certain trust policies to establish trust. If governments try to implement 
certain policies preventing theft of identity, then fraud can be reduced in 
cyber transactions. A number of diffi  culties faced are related to the techni-
cal area; trust enhancers were identifi ed by Karake- Shalhoub, including 
the seal of approval from a trusted third party, the appointment of a chief 
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information offi  cer, and the development of a comprehensive clear privacy 
statement. In addition to these tools, the development and implementa-
tion of cyber laws seem to be the most important drive in the diff usion of 
cyber activities.

Since the private sector is the engine of growth in any economy, the 
involvement of the private sector in cyber space in the form of adopting 
click- and- click business models should be one of the main objectives of 
developing and emerging economies because it is the private sector that 
can create additional jobs and enhanced revenue. Yet many cyber space 
initiatives in developing and emerging countries are initiated by the public 
sector and fi nancially supported by the government, as demonstrated by 
all the e- government initiatives taking place around the world. A number 
of these programs have been very successful, though. The government of 
Chile has implemented an e- government model that is rapidly diff using 
to the private sector. The government’s website began as an information 
portal to the public but rapidly became a facilitator and instigator of 
e- commerce. In 2001, the Chilean government began its e- procurement 
portal where smaller businesses compete for public sector contracts; and 
both private and public sector entities can conduct transactions over the 
portal. The portal has since become a meeting place where the government 
provides, free of charge, a cyber market for buyers and sellers to gather 
and conduct business. This program has enhanced government services 
through the upgrading of back offi  ce systems and the transparency of 
its processes. The program has motivated businesses to partake in the 
Internet’s development while increasing their transaction cost effi  ciency 
and widening their markets. From our analysis, it is estimated that almost 
45 percent of Chile’s population are active users of the Internet.

As e- commerce and e- government require technical knowledge and 
understanding, a lack of education of these technologies is a serious imped-
iment to their adoption. Certain countries lack key elements of education: 
Internet awareness, understanding of the implications of the Internet, and 
skilled workers in information technology. Even when people are aware 
of the Internet, many times the population does not understand how 
the Internet might improve their lives and they therefore oppose it. The 
erosion of local culture is a prominent issue when discussing the move to 
and adoption of cyber space. It is therefore the responsibility of regional 
governments to foster the development of e- culture and cyber laws to give 
people the sense that they are protected in cyber space. Culture infl uences 
how people perceive certain things, what they value, and how they inter-
pret the graphical images and lines of text they encounter on a website.

Cyber space promises great potential to create and reveal new business 
opportunities; reduce all types of costs, especially search and transaction 
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costs; increase business effi  ciency and eff ectiveness; and improve the 
quality of life in adopting countries. Given the enormous benefi ts cyber 
space can provide to help the growth and development of any economy, 
developing and emerging economies should create the necessary condi-
tions to move their economies into the digitized phase; and this includes 
creating a mature cyber law. Digitization strategies have to be aligned 
with existing resources in a particular economy, taking into account the 
diff erent stages of economic development; the heterogeneous regulatory 
environments; and the diverse social, economic, and cultural frameworks.

It is vital to state here that enhancing capability in cyber space and 
harmonization of cyber laws among regional economies (such as the Gulf 
Cooperation Council), through economic and technical cooperation, 
are needed to enable all developing and emerging economies to reap the 
benefi ts of the new world. It is recommended that the private sector plays 
a primary role in developing the technology, applications, practices, and 
services. Also, it is advisable that governments promote and facilitate 
the development and uptake of cyber space by providing a favorable 
environment and the necessary hard and soft resources, such as the legal 
and regulatory aspects, which are predictable, transparent and consistent, 
and creating an environment that promotes trust and confi dence among 
cyber participants. In addition, governments should promote the effi  cient 
functioning of cyber space internationally by aiming, wherever possible, to 
develop domestic frameworks which are compatible with evolving inter-
national norms and practices, and becoming leading- edge users in order 
to catalyze and encourage greater use of electronic means, following the 
example of the Dubai government.

Cyber activities cannot fl ourish without the cooperation of business and 
governments to ensure the development of aff ordable, accessible commu-
nication and information infrastructure. Further, government and private 
sector businesses should cooperate to develop and instigate technologies 
and policies that build trust and confi dence in safe, secure and reliable 
communication, information and delivery systems, and which address 
issues including privacy, authentication, and consumer protection.

In order to benefi t fully from the cyber revolution, regional developing 
and emerging economies should strive to work together in developing their 
cyber laws; this will help build trust and confi dence in digital means, and 
enhance government use. Cooperation will also help intensify community 
outreach; promote technical cooperation and experience exchange; where 
appropriate, work toward removing barriers to the adoption of cyber 
space; and help develop fl awless legal, technical, operating, and trading 
environments to facilitate the growth and development of cyber space 
adoption.
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To accomplish the above, governments in developing and emerging 
economies should develop programs and action plans aimed at:

1. Developing measures and indicators on level of adoption, use, and 
fl ows of cyber activities.

2. Identifying the economic costs that inhibit increased adoption and 
diff usion of cyber activities, including those imposed by the regulatory 
and market environment.

3. Considering additional economic and technical cooperation among 
regional economies to facilitate and encourage cyber activities.

Many developing and emerging countries are defi cient in the area of cyber 
legislation; many have not even amended their existing laws to refl ect the 
new reality of cyber space let alone to develop independent cyber laws. 
With the exception of a few countries, developing and emerging markets 
still lack appropriate legislation that deals directly with cyber- related 
topics. This might be associated with a number of factors, including the 
underestimation of the magnitude of cyber space and the challenges posed 
by this new world, and/or the lack of the required judicial expertise in this 
area.

In those developing and emerging economies where the practice of 
developing cyber laws has begun, there is an indication that such moves 
are associated mainly with an increase in foreign investment in the country 
where such investment has increasingly used electronic means. That 
has driven those countries to develop laws dealing with e- transactions, 
e- signatures, cyber crime, and so on (ESCWA, 2007). As mentioned pre-
viously, this is an indication of a reactive approach to developing cyber 
laws as opposed to a proactive one. A key to success in cyber space is to 
proactively develop and enact cyber regulations which are associated with 
a country’s strategic objectives in terms of economic growth and social 
development.

On another front, given that cyber space is a global challenge and 
opportunity at the same time, there is a critical need for international 
cooperation in the development of laws governing this new world. Cyber 
space is borderless, and off enders and criminals in one country can commit 
a crime aff ecting economic entities in other countries without even leaving 
their domicile. This borderless nature of cyber space gives rise to cyber 
attacks independent of time and place, and makes it possible for cyber 
criminals to abuse ‘loopholes of jurisdiction’, making it very diffi  cult to 
prosecute off enders (ITU, 2008).

A number of ways for countries to cooperate in developing cyber laws 
and fi ghting cyber crime are proposed here. Regional cooperation tops 
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the list of our recommendations; coordination covers areas dealing with 
exchange of information, sharing best practice, and training of legislative 
personnel and law enforcement offi  cers. A number of economic blocs have 
already demonstrated their leadership in this area, led by the European 
Union, the ASEAN countries, and APEC. The countries in the MENA 
region, as well as the African countries, tread behind. This is a call for 
those countries to learn from the experience of the avant garde and start 
their regional initiatives.

On the international level, a number of frameworks have already 
been developed by the International Telecommunications Union and 
the European Union. The ITU agenda on cyber security and Europe’s 
Convention on Cyber Crime are exemplary models for developing coun-
tries to follow; however, we still do not have a global governance system of 
cyber space. There is a need for adopting appropriate procedural laws and 
procedures for bringing cyber criminals to justice. These laws should take 
into consideration the legal requirements at the national and international 
levels.

The success of building and implementing cyber law is partly contingent 
upon creative forms of partnerships of public and private sector entities. 
Sharing of information, building frameworks, and cooperating in the areas 
of training and development of personnel would be a good start. Another 
possibility would be to cooperate in building awareness of citizens, and 
especially youngsters, of the dangers, both socially and economically, 
associated with cyber crime. Helping create understanding in this area is 
essential to developing benefi cial policies, strategies, and laws to, possibly 
not eliminate, but reduce the multifaceted costs of this growing problem.

Building awareness of cyber laws and a cyber law culture is a key success 
factor in cyber space. An appropriate culture for cyber security should be 
developed both at the national and global levels, through a global frame-
work for end- users, technologies and content providers, policy makers, 
and law enforcement offi  cials. This process should be compatible with 
the diff erent economic, political, social, technical, and legal dimensions of 
cyber space. This cultural awareness should translate into better training 
of legal professionals and enforcement personnel; these should undergo 
training and professional education to cover more technical skills.

A fi nal recommendation has to do with the law itself in terms of content 
coverage and enforceability. No one can deny the positive role of cyber 
space in today’s world, be it in the political, economic, or social sphere 
of life. But everything has its pros and cons; cyber criminals are using the 
technology to their advantage. A number of countries have developed 
cyber laws which have many advantages as they give legal recognition to 
electronic records, transactions, authentication and certifi cation of digital 
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signatures, and the prevention of computer crime. At the same time, 
however, they have various shortcomings, in terms of lack of coverage 
of certain crimes and/or the weight and severity of the penalty associated 
with the crime; the Indian Act 2000, for instance, does not cover the pro-
tection of intellectual property rights, domain name, or cyber squatting. 
Many of these laws lack effi  cient enforceability mechanisms. A challenge 
many of these countries face in fi ghting cyber crime is that most of them 
lack the expertise and the enforcement agencies to combat crime relating 
to the Internet. Many of the laws lack teeth to deter cyber criminals from 
committing cyber crimes; punishment in many instances is ineff ective and 
ineffi  cient. Countries need to enact tougher laws to deal with cyber crimes, 
especially when those crimes pose a threat to national security or the secu-
rity of funds, information, or destruction of computer networks.

FUTURE RESEARCH

The growth of the cyber economy has been tremendous, and is expected to 
reach US$10 trillion by 2010. In many countries, government and business 
entities have relied on the Internet to, among other things, reduce transac-
tion costs, increase their richness in terms of customer base and depth of 
services and off erings, reach a wider audience, and improve profi tability. 
Cyber users emerge as the key benefi ciaries: they use the Internet as a way 
to gather information and increase their search effi  ciency and eff ective-
ness. However, more reliance on the Internet will increase the need and 
necessity to develop laws to tackle cyber- related attacks and crimes to 
increase users’ trust in this new world. Unfortunately, not many emerging 
and developing countries have jumped on the bandwagon of developing 
comprehensive, mature cyber laws, which has led to a widening legislative 
divide in the digital world.

In general, research on developing and emerging economies faces a 
number of obstacles. As a starter, theories deducted and/or applied to 
developed countries may not be suitable to apply in emerging and develop-
ing countries. Sampling and data collection are a big problem in addition 
to diffi  culties researchers face in developing and applying performance 
measures. Issues have to be addressed concerning the replication of tests 
and hypotheses used in developed economies in developing and emerging 
countries. Developing and emerging economies are dynamic and changes 
occur at a very fast pace in the institutional environment. As a result, 
cross- sectional studies may produce misleading results concerning the 
impact of specifi c policies. To get around this limitation, there appears to 
be a need for longitudinal studies.
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Another limitation of this study is that at present developing and 
emerging market economies are not homogeneous, even within the same 
geographic region. Looking at Middle Eastern countries, one fi nds clear 
diff erences in terms of economic, social, and political dimensions. With 
respect to the independent republics of the former Soviet Union, they 
have pursued diff erent development paths to transition and have achieved 
diff erent degrees of progress. Similarly, in East Asia there are clear diff er-
ences between China and Vietnam on the one hand and other developing 
countries such as Korea and Thailand, on the other.

In addition, one limitation of the study is that in the current research 
the analysis was cross- sectional. Static data were used to test for what 
are, without doubt, dynamic relationships. Longitudinal analysis would 
have been benefi cial, but unfortunately, given the novelty of the subject at 
hand, the lack of comprehensive longitudinal data precluded such analy-
sis. Studying economies at diff erent points in time may help identify how 
changes in the independent variables aff ect the decisions on both behavio-
ral and non- behavioral constructs.

A profound analysis might be made on an individual country level, 
when and if data are available. Studies could be conducted at the sector 
or industry level, such as the banking industry, in some economies; such 
industry- level studies help in the isolation of industry- specifi c resources, 
characteristics, and peculiarities of diff usion of electronic commerce and 
its impact on growth and development of these industries.

Another recommendation for future research would be to study the 
relationship between economic structure and level of cyber law maturity 
and the diff usion of cyber activities in particular countries. Excellent 
candidates would be countries in Latin America, the Gulf Cooperation 
Council, and countries in Asia. This recommendation, however, is more 
diffi  cult to bring to life in the near future because of the less than perfect 
data collection methodologies and the less than acceptable coverage of 
existing economies. For any study to be fruitful and professionally accept-
able, information and data have to be collected through questionnaires 
over a long period of time. This is a lengthy and costly process, but it is 
professionally challenging.

Another proposition explored in this study concerned the impact of the 
rule of law in a country and its relation to the maturity of cyber law. A 
country with a strong rule of law is defi ned as one having a strong court 
system, well- defi ned political institutions, and citizens who are willing to 
accept the established institutions and to make and implement laws and 
arbitrate disagreements. Many governments and regulatory bodies in 
developing and emerging countries are starting to recognize the economic 
potential of cyber space and electronic government and are considering a 
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number of policy initiatives designed to encourage further development 
and application of these initiatives. In Singapore, for instance, various 
amendments to existing legislation and subsidiary legislation have been 
put in place rationalizing the existing law to cope with moves in various 
industries toward the electronic framework. The amendments have collec-
tively dealt with computer and electronic evidence, copyright, income tax 
concessions for cyber trading, electronic dealings in securities and futures, 
electronic prospectuses, and deregulation of the telecommunications indus-
try. It was suggested that diff usion of cyber activities is positively related 
to the strength and the level of transparency of the ‘rule of law’ and the 
maturity of ‘cyber law’ in a particular economy. Strong support emerged 
for this proposition from the fi ndings. If we accept the New Institutional 
Economics premise that strong institutional and legal foundations would 
be conducive to diff usion of cyber activities, then we should have found 
strong support from our statistical analysis. One reason for the lack of 
support might be the result of less than perfect data. Almost all research-
ers and practitioners agree that assessing the impact of cyber space will be 
greatly hindered by the lack of reliable and accessible data. Two problems 
exist in this respect, which prevent the possibility of multiple studies build-
ing on each other. The fi rst is that most of the data are unavailable for 
analysis by other researchers. The second problem concerns inconsistency 
across data sources with respect to the data collected. As a matter of fact, 
deciding what data to collect is much more diffi  cult than collecting the 
data. In general, the majority of developing and emerging countries have 
not devised systems to track cyber activities from other areas.

More work is also needed on the interface between relationship devel-
opment strategy and cyber space strategies. It is the fi rm conviction of the 
authors that devising well- articulated e- strategies will lead to a higher rate 
of diff usion of cyber activities in our sample countries. How are strategies 
developed in electronic contexts and what is the impact of such contexts 
on new and existing strategies? Should a country’s management strategy 
be altered under electronic conditions? These are critical questions that 
have yet to be addressed.
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